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1. We, the Heads of State and Government of the member countries of the North
Atlantic Alliance, have gathered in Wales at a pivotal moment in Euro-Atlantic
security. Russia's aggressive actions against Ukraine have fundamentally
challenged our vision of a Europe whole, free, and at peace. Growing
instability in our southern neighbourhood, from the Middle East to North
Africa, as well as transnational and multi-dimensional threats, are also
challenging our security. These can all have long-term consequences for peace
and security in the Euro-Atlantic region and stability across the globe.

2. Our Alliance remains an essential source of stability in this unpredictable
world. Together as strong democracies, we are united in our commitment to the
Washington Treaty and the purposes and principles of the Charter of the
United Nations. Based on solidarity, Alliance cohesion, and the indivisibility
of our security, NATO remains the transatlantic framework for strong
collective defence and the essential forum for security consultations and
decisions among Allies. The greatest responsibility of the Alliance is to protect
and defend our territories and our populations against attack, as set out in
Article 5 of the Washington Treaty. As stated in the Transatlantic Declaration
that we issued today, we are committed to further strengthening the
transatlantic bond and to providing the resources, capabilities, and political will
required to ensure our Alliance remains ready to meet any challenge. We stand
ready to act together and decisively to defend freedom and our shared values of
individual liberty, human rights, democracy, and the rule of law.

3. Today we reaffirm our commitment to fulfil all three core tasks set out in our
Strategic Concept: collective defence, crisis management, and cooperative
security. Here in Wales, we have taken decisions to meet the challenges of
today and tomorrow. We are reaffirming our strong commitment to collective
defence and to ensuring security and assurance for all Allies; we are adapting
our operations, including in Afghanistan, in light of progress made and
remaining challenges; and we are strengthening our partnerships with countries
and organisations around the globe to better build security together.

4. Every day, our troops deliver the security that is the foundation of our
prosperity and our way of life. We pay tribute to all the brave men and women
from Allied and partner nations who have served, and continue to serve, in
NATO-led operations and missions. We owe an eternal debt of gratitude to all
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those who have lost their lives or been injured, and we extend our profound
sympathy to their families and loved ones.

In order to ensure that our Alliance is ready to respond swiftly and firmly to
the new security challenges, today we have approved the NATO Readiness
Action Plan. It provides a coherent and comprehensive package of necessary
measures to respond to the changes in the security environment on NATO's
borders and further afield that are of concern to Allies. It responds to the
challenges posed by Russia and their strategic implications. It also responds to
the risks and threats emanating from our southern neighbourhood, the Middle
East and North Africa. The Plan strengthens NATO's collective defence. It also
strengthens our crisis management capability. The Plan will contribute to
ensuring that NATO remains a strong, ready, robust, and responsive Alliance
capable of meeting current and future challenges from wherever they may
arise.

The elements of the Plan include measures that address both the continuing
need for assurance of Allies and the adaptation of the Alliance's military
strategic posture.

The assurance measures include continuous air, land, and maritime presence
and meaningful military activity in the eastern part of the Alliance, both on a
rotational basis. They will provide the fundamental baseline requirement for
assurance and deterrence, and are flexible and scalable in response to the
evolving security situation.

Adaptation measures include the components required to ensure that the
Alliance can fully address the security challenges it might face. We will
significantly enhance the responsiveness of our NATO Response Force (NRF)
by developing force packages that are able to move rapidly and respond to
potential challenges and threats. As part of it, we will establish a Very High
Readiness Joint Task Force (VJTF), a new Allied joint force that will be able
to deploy within a few days to respond to challenges that arise, particularly at
the periphery of NATO's territory. This force should consist of a land
component with appropriate air, maritime, and special operations forces
available. Readiness of elements of the VJITF will be tested through short-
notice exercises. We will also establish an appropriate command and control
presence and some in-place force enablers on the territories of eastern Allies at
all times, with contributions from Allies on a rotational basis, focusing on
planning and exercising collective defence scenarios. If required, they will also
facilitate reinforcement of Allies located at NATO's periphery for deterrence
and collective defence. We will further enhance NATO's ability to quickly and
effectively reinforce those Allies, including through preparation of
infrastructure, prepositioning of equipment and supplies, and designation of
specific bases. Adequate host nation support will be critical in this respect. We
will also ensure that our Allied forces maintain the adequate readiness and
coherence needed to conduct NATO's full range of missions, including



NATO in New Risky Environment: Current and Future Challenges 5

10.

1.

12.

13.

14.

deterring aggression against NATO Allies and demonstrating preparedness to
defend NATO territory. We will enhance our Standing Naval Forces to support
maritime situational awareness and to conduct the full spectrum of
conventional maritime operations.

We will ensure that the current NATO Command Structure remains robust,
agile, and able to undertake all elements of effective command and control for
simultaneous challenges; this includes a regional focus to exploit regional
expertise and enhance situational awareness. Contributing Allies will raise the
readiness and capabilities of the Headquarters Multinational Corps Northeast
and will also enhance its role as a hub for regional cooperation. We will
enhance our intelligence and strategic awareness and we will place renewed
emphasis on advance planning.

We will establish an enhanced exercise programme with an increased focus on
exercising collective defence including practising comprehensive responses to
complex civil-military scenarios. The Connected Forces Initiative (CFI) we
agreed in Chicago will be instrumental in ensuring full coherence of the
training and exercise elements of the Readiness Action Plan.

Development and implementation of the adaptation measures will be done on
the basis of the evolving strategic environment in the regions of concern,
including in the eastern and southern peripheries of the Alliance, which will be
closely monitored, assessed, and prepared for.

We have tasked our Defence Ministers to oversee the expeditious
implementation of the Readiness Action Plan, which will begin immediately.
We will ensure that NATO is able to effectively address the specific challenges
posed by hybrid warfare threats, where a wide range of overt and covert
military, paramilitary, and civilian measures are employed in a highly
integrated design. It is essential that the Alliance possesses the necessary tools
and procedures required to deter and respond effectively to hybrid warfare
threats, and the capabilities to reinforce national forces. This will also include
enhancing strategic communications, developing exercise scenarios in light of
hybrid threats, and strengthening coordination between NATO and other
organisations, in line with relevant decisions taken, with a view to improving
information sharing, political consultations, and staff-to-staff coordination. We
welcome the establishment of the NATO-accredited Strategic Communications
Centre of Excellence in Latvia as a meaningful contribution to NATO's efforts
in this area. We have tasked the work on hybrid warfare to be reviewed
alongside the implementation of the Readiness Action Plan.

We agree to reverse the trend of declining defence budgets, to make the most
effective use of our funds and to further a more balanced sharing of costs and
responsibilities. Our overall security and defence depend both on how much
we spend and how we spend it. Increased investments should be directed
towards meeting our capability priorities, and Allies also need to display the
political will to provide required capabilities and deploy forces when they are
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needed. A strong defence industry across the Alliance, including a stronger
defence industry in Europe and greater defence industrial cooperation within
Europe and across the Atlantic, remains essential for delivering the required
capabilities. NATO and EU efforts to strengthen defence capabilities are
complementary. Taking current commitments into account, we are guided by
the following considerations:

o Allies currently meeting the NATO guideline to spend a minimum of
2% of their Gross Domestic Product (GDP) on defence will aim to
continue to do so. Likewise, Allies spending more than 20% of their
defence budgets on major equipment, including related Research &
Development, will continue to do so.

o Allies whose current proportion of GDP spent on defence is below this
level will:

= halt any decline in defence expenditure;

= aim to increase defence expenditure in real terms as GDP grows;

= aim to move towards the 2% guideline within a decade with a
view to meeting their NATO Capability Targets and filling
NATO's capability shortfalls.

o Allies who currently spend less than 20% of their annual defence
spending on major new equipment, including related Research &
Development, will aim, within a decade, to increase their annual
investments to 20% or more of total defence expenditures.

o All Allies will:

= ensure that their land, air and maritime forces meet NATO agreed
guidelines for deployability and sustainability and other agreed
output metrics;

« ensure that their armed forces can operate together effectively,
including through the implementation of agreed NATO standards
and doctrines.

Allies will review national progress annually. This will be discussed at future
Defence Ministerial meetings and reviewed by Heads of State and Government
at future Summits.

We condemn in the strongest terms Russia's escalating and illegal military
intervention in Ukraine and demand that Russia stop and withdraw its forces
from inside Ukraine and along the Ukrainian border. This violation of
Ukraine's sovereignty and territorial integrity is a serious breach of
international law and a major challenge to Euro-Atlantic security. We do not
and will not recognise Russia's illegal and illegitimate 'annexation' of Crimea.
We demand that Russia comply with international law and its international
obligations and responsibilities; end its illegitimate occupation of Crimea;
refrain from aggressive actions against Ukraine; withdraw its troops; halt the
flow of weapons, equipment, people and money across the border to the
separatists; and stop fomenting tension along and across the Ukrainian border.
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Russia must use its influence with the separatists to de-escalate the situation
and take concrete steps to allow for a political and a diplomatic solution which
respects Ukraine's sovereignty, territorial integrity, and internationally
recognised borders.

We are deeply concerned that the violence and insecurity in the region caused
by Russia and the Russian-backed separatists are resulting in a deteriorating
humanitarian situation and material destruction in eastern Ukraine. We are
concerned about discrimination against the native Crimean Tatars and other
members of local communities in the Crimean peninsula. We demand that
Russia take the necessary measures to ensure the safety, rights and freedoms of
everyone living on the peninsula. This violence and insecurity also led to the
tragic downing of Malaysia Airlines passenger flight MH17 on 17 July 2014.
Recalling United Nations Security Council Resolution (UNSCR) 2166, Allies
call upon all states and actors in the region to ensure immediate, safe, and
unrestricted access to the crash site of MHI17 to allow resumption of the
investigation and the repatriation of the remains and belongings of the victims
still present at the site. Those directly and indirectly responsible for the
downing of MH17 should be held accountable and brought to justice as soon as
possible.

We are also concerned by Russia's pattern of disregard for international law,
including the UN Charter; its behaviour towards Georgia and the Republic of
Moldova; its violation of fundamental European security arrangements and
commitments, including those in the Helsinki Final Act; its long-standing non-
implementation of the Conventional Armed Forces in Europe Treaty (CFE);
and its use of military and other instruments to coerce neighbours. This
threatens the rules-based international order and challenges Euro-Atlantic
security. In addition, these developments may potentially have long-term
effects on stability in the Black Sea region, which remains an important
component of Euro-Atlantic security. Russia's current actions are contrary to
the principles on which the established confidence building mechanisms in the
Black Sea were built. We will continue to support, as appropriate, regional
efforts by Black Sea littoral states aimed at ensuring security and stability.
While Russia continues to intervene militarily, arm separatists, and foment
instability in Ukraine, we support the sanctions imposed by the European
Union (EU), the G7, and others, which are an essential part of the overall
international effort to address the destabilizing behaviour of Russia, bring it to
deescalate, and arrive at a political solution to the crisis created by its actions.
Amongst these are measures taken by Allies including Canada, Norway and
the United States, as well as the EU decisions to limit access to capital markets
for Russian state-owned financial institutions, restrict trade in arms, establish
restrictions for export of dual use goods for military end uses, curtail Russian
access to sensitive defence and energy sector technologies, and other measures.
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Allies have had, and will continue in the course of our ongoing work, a
strategic discussion regarding Euro-Atlantic security and Russia. This
discussion provides the basis for NATO's vision regarding our approach to, and
the mechanisms of the Alliance's relations with, Russia in the future.

For more than two decades, NATO has strived to build a partnership with
Russia, including through the mechanism of the NATO-Russia Council, based
upon the NATO-Russia Founding Act and the Rome Declaration. Russia has
breached its commitments, as well as violated international law, thus breaking
the trust at the core of our cooperation. The decisions we have taken at the
Summit demonstrate our respect for the rules-based European security
architecture.

We continue to believe that a partnership between NATO and Russia based on
respect for international law would be of strategic value. We continue to aspire
to a cooperative, constructive relationship with Russia, including reciprocal
confidence building and transparency measures and increased mutual
understanding of NATO's and Russia's non-strategic nuclear force postures in
Europe, based on our common security concerns and interests, in a Europe
where each country freely chooses its future. We regret that the conditions for
that relationship do not currently exist. As a result, NATO's decision to
suspend all practical civilian and military cooperation between NATO and
Russia remains in place. Political channels of communication, however, remain
open.

The Alliance does not seek confrontation and poses no threat to Russia. But we
cannot and will not compromise on the principles on which our Alliance and
security in Europe and North America rest. NATO is both transparent and
predictable, and we are resolved to display endurance and resilience, as we
have done since the founding of our Alliance. The nature of the Alliance's
relations with Russia and our aspiration for partnership will be contingent on
our seeing a clear, constructive change in Russia's actions which demonstrates
compliance with international law and its international obligations and
responsibilities.

An independent, sovereign, and stable Ukraine, firmly committed to
democracy and the rule of law, is key to Euro-Atlantic security. At a time when
Ukraine's security is being undermined, the Alliance continues its full support
for Ukraine's sovereignty, independence and territorial integrity within its
internationally recognised borders. The broad support for United Nations
General Assembly Resolution 68/262 on the Territorial Integrity of Ukraine,
demonstrates the international rejection of Russia's illegal and illegitimate
'annexation' of Crimea. We are extremely concerned by the further escalation
of aggressive actions in eastern Ukraine. We see a concerted campaign of
violence by Russia and Russian-backed separatists aimed at destabilising
Ukraine as a sovereign state.
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We commend the people of Ukraine for their commitment to freedom and
democracy and their determination to decide their own future and foreign
policy course free from outside interference. We welcome the holding of free
and fair Presidential elections on 25 May 2014 under difficult conditions and
the signature of the Association Agreement with the European Union on 27
June 2014, which testify to the consolidation of Ukraine's democracy and its
European aspiration. In this context, we look forward to the elections to the
Verkhovna Rada in October 2014.

We encourage Ukraine to further promote an inclusive political process, based
on democratic values and respect for human rights, minorities, and the rule of
law. We welcome President Poroshenko's Peace Plan and call on all parties to
meet their commitments, including those made in Geneva and Berlin. We call
on Russia to engage in a constructive dialogue with the Ukrainian government.
We actively support ongoing diplomatic efforts towards a sustainable political
solution to the conflict which respects Ukraine's sovereignty, independence,
and territorial integrity within its internationally recognised borders.

We commend and fully support the actions of other international organisations
that are contributing to de-escalation and pursuing a peaceful solution to the
crisis, in particular the Organisation for Security and Co-operation in Europe
(OSCE) and the EU. We welcome the swift deployment of the OSCE Special
Monitoring Mission, which must be able to operate unhindered and have
access to all regions of Ukraine in order to fulfil its mandate. We also welcome
the decision by the EU to launch a Common Security and Defence Policy
mission to assist Ukraine in the field of civilian security sector reform,
including police and the rule of law.

Recognising the right of Ukraine to restore peace and order and to defend its
people and territory, we encourage the Ukrainian armed forces and security
services to continue to exercise the utmost restraint in their ongoing operation
so as to avoid casualties among the local civilian population.

Ukraine is a long-standing and distinctive partner of the Alliance. At our
meeting here in Wales, we met with President Poroshenko and issued a joint
statement. We highly value Ukraine's past and present contributions to all
current Allied operations as well as to the NATO Response Force. We
encourage and will continue to support Ukraine's implementation of wide-
ranging reforms through the Annual National Programme, in the framework of
our Distinctive Partnership. We have launched additional efforts to support the
reform and transformation of the security and defence sectors and promote
greater interoperability between Ukraine's and NATO forces. These efforts are
designed to enhance Ukraine's ability to provide for its own security. We
welcome Ukraine's participation in the Partnership Interoperability Initiative
and Ukraine's interest in the enhanced opportunities within the Initiative, and
look forward to its future participation.
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Russia's illegitimate occupation of Crimea and military intervention in eastern
Ukraine have raised legitimate concerns among several of NATO's other
partners in Eastern Europe. Allies will continue to support the right of partners
to make independent and sovereign choices on foreign and security policy, free
from external pressure and coercion. Allies also remain committed in their
support to the territorial integrity, independence, and sovereignty of Armenia,
Azerbaijan, Georgia and the Republic of Moldova.

In this context, we will continue to support efforts towards a peaceful
settlement of the conflicts in the south Caucasus, as well as in the Republic of
Moldova, based upon these principles and the norms of international law, the
UN Charter, and the Helsinki Final Act. The persistence of these protracted
conflicts continues to be a matter of particular concern, undermining the
opportunities for citizens in the region to reach their full potential as members
of the Euro-Atlantic community. We urge all parties to engage constructively
and with reinforced political will in peaceful conflict resolution, within the
established negotiation frameworks.

We are deeply concerned by the growing instability and mounting
transnational and multi-dimensional threats across the Middle East and North
Africa region. These threats directly affect the security of the people living
there, as well as our own security. Peace and stability in this region are
essential for the Alliance. Therefore, we emphasise the need for lasting calm
and an end to violence. We continue to support the legitimate aspirations of the
peoples in this region for peace, security, democracy, justice, prosperity, and
the preservation of their identity. We will continue to closely monitor the
situation and explore options for possible NATO assistance to bilateral and
international efforts to promote stability and contribute to the response to the
growing crisis in, and threats from, the Middle East region.

The so-called Islamic State of Iraq and the Levant (ISIL) poses a grave threat
to the Iraqi people, to the Syrian people, to the wider region, and to our
nations. We are outraged by ISIL's recent barbaric attacks against all civilian
populations, in particular the systematic and deliberate targeting of entire
religious and ethnic communities. We condemn in the strongest terms ISIL's
violent and cowardly acts. If the security of any Ally is threatened, we will not
hesitate to take all necessary steps to ensure our collective defence. The rapid
deterioration of the security situation in Iraq and ISIL's expanding threat
underline the necessity for a political solution based upon an inclusive Iraqi
government with cross-sectarian representation. Additionally, in light of the
dramatic humanitarian consequences of this crisis and its repercussions on
regional stability and security, many Allies have already provided, and are
offering, security and humanitarian assistance to Iraq on a bilateral basis.

We re-affirm NATO's continued commitment to the NATO-Iraq partnership,
through which we will revitalise our effort to help Iraq build more effective
security forces. That partnership encompasses, within the existing Individual
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Partnership and Cooperation Programme, cooperation in the areas of: political
dialogue; education and training; response to terrorism; defence institution
building; border security; and communications strategy. Allies and partners
should continue to help coordinate humanitarian assistance to Iraq through the
appropriate channels. We welcome the role that the Euro-Atlantic Disaster
Response Coordination Centre is playing. We have also agreed that NATO will
help coordinate among Allies and partners security assistance support to Iraq;
this could also include helping coordinate the provision of lift to deliver
assistance. Should the Iraqi government request it, NATO will stand ready to
consider measures in the framework of NATO's Defence and Related Security
Capacity Building Initiative with an eye to launching such an effort in the near
term. NATO will support ongoing bilateral efforts of Allies and partners by
soliciting and coordinating, on a voluntary basis, Intelligence, Surveillance,
and Reconnaissance assets. Additionally, Allies will seek to enhance their
cooperation in exchanging information on returning foreign fighters.

We continue to follow the ongoing crisis in Syria with grave concern. We
condemn in the strongest terms the campaign of violence against the Syrian
people by the Assad regime, which caused the current chaos and devastation in
this country. We call on the Syrian government to fully comply with the
provisions of all relevant UNSCRs and to immediately commit to a genuine
political transition in accordance with the 30 June 2012 Geneva Communique.
We believe a negotiated political transition is essential to bring an end to the
bloodshed. We highlight the important role of the moderate opposition to
protect communities against the dual threats of the Syrian regime's tyranny and
ISIL's extremism. More than three years of fighting have had dramatic
humanitarian consequences and a growing impact on the security of regional
countries. Despite possible destabilising effects on their economies and
societies, NATO member Turkey, our regional partner Jordan, as well as
neighbouring Lebanon, are generously hosting millions of refugees and
displaced Syrians. The deployment of Patriot missiles to defend the population
and territory of Turkey is a strong demonstration of NATO's resolve and ability
to defend and deter any potential threat against any Ally.

We welcome the successful completion by the Organisation for the Prohibition
of Chemical Weapons (OPCW)-United Nations Joint Mission and Allies of the
removal and elimination of Syria's declared chemical weapons, as called for in
UNSCR 2118 and OPCW Executive Council decisions. NATO Allies played a
key role in ensuring this success as well as in the destruction of the chemical
materials themselves. We remain highly concerned by continuing reports of the
use of chemicals as weapons in Syria. Twelve chemical weapon production
facilities are still awaiting destruction and questions remain concerning the
completeness and accuracy of Syria's chemical weapons declaration. We urge
the Assad government to answer all outstanding questions regarding its
declaration to the OPCW, to address all remaining issues, and to take action to
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ensure full compliance with its obligations under the Chemical Weapons
Convention, UNSCR 2118, and OPCW Executive Council decisions.

ISIL has, with its recent advance into Iraq, become a transnational threat. The
Assad regime has contributed to the emergence of ISIL in Syria and its
expansion beyond. ISIL's presence in both Syria and Iraq is a threat to regional
stability. It has become a key obstacle to political settlement in Syria and a
serious risk to the stability and territorial integrity of Iraq. The people of Syria
and Iraq and elsewhere in the region need the support of the international
community to counter this threat. A coordinated international approach is
required.

We are deeply concerned by the ongoing violence and the deteriorating
security situation in Libya, which threaten to undermine the goals for which
the Libyan people have suffered so much and which pose a threat to the wider
region. We urge all parties to cease all violence and engage without delay in
constructive efforts aimed at fostering an inclusive political dialogue in the
interest of the entire Libyan people, as part of the democratic process.
Recognising the central role of the UN in coordinating international efforts in
Libya, we strongly support the ongoing efforts of the United Nations Support
Mission in Libya (UNSMIL) to achieve an immediate ceasefire, scale down
tensions, and contribute to national reconciliation. Our Operation Unified
Protector demonstrated NATO's determination, together with regional Arab
partners, to protect the Libyan people. On the basis of NATO's decision in
October 2013, following a request by the Libyan authorities, we continue to
stand ready to support Libya with advice on defence and security institution
building and to develop a long-term partnership, possibly leading to Libya's
membership in the Mediterranean Dialogue, which would be a natural
framework for our cooperation.

While Mali has re-established a constitutional order, we recognise that terrorist
acts and the trafficking of arms, drugs, and people across the Sahel-Sahara
region threaten regional and our own security. We welcome the efforts of the
UN and underscore the importance of a strong commitment by the
international community to address the complex security and political
challenges in this region. In this respect, we welcome the comprehensive Sahel
strategies of the African Union and the EU. We also welcome the robust and
credible military commitment of Allies in the Sahel-Sahara region, which
contributes to the reaffirmation of the sovereignty and territorial integrity of
the African countries concerned, and to the security of the Alliance. NATO is
prepared to explore, upon request by the countries concerned, where it can
contribute to address these challenges, in full coordination with UN, EU,
regional and bilateral efforts.

In the strategically important Western Balkans region, democratic values, the
rule of law, and good neighbourly relations continue to play a pivotal role in
maintaining lasting peace and stability. The Alliance remains fully committed
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to the stability and security of the region, and we will continue to actively
support the Euro-Atlantic aspirations of countries in this region. Allies and
their Western Balkans partners actively contribute to the maintenance of
regional and international peace, including through regional cooperation
formats.

We welcome Serbia's progress in building a stronger partnership with NATO
and encourage Belgrade to continue on this path. We also welcome the
progress achieved in Kosovo and encourage further efforts to strengthen
democratic institutions and the rule of law throughout a multi-ethnic Kosovo.
The 8 June 2014 parliamentary elections were largely in line with international
standards and an important milestone. We look forward to the expeditious
formation of a representative and inclusive government, committed to the EU-
facilitated Belgrade-Pristina dialogue. We welcome the improvement of the
security situation and the progress achieved through the dialogue. We
commend both parties for their commitment to the Belgrade-Pristina
agreement of 19 April 2013 and encourage continued work on its full
implementation.

We met yesterday in an expanded meeting on Afghanistan and, together with
our International Security and Assistance Force (ISAF) partners, we issued a
Wales Summit Declaration on Afghanistan.

For over a decade, NATO Allies and partner nations from across the world
have stood shoulder to shoulder with Afghanistan in the largest operation in the
history of the Alliance. This unprecedented effort has enhanced global security
and contributed to a better future for Afghan men, women, and children. We
honour the Afghan and international personnel who have lost their lives or
been injured in this endeavour.

With the end of ISAF in December 2014, the nature and scope of our
engagement with Afghanistan will change. We envisage three parallel,
mutually reinforcing strands of activity: in the short term, NATO Allies and
partner nations stand ready to continue to train, advise, and assist the Afghan
National Security Forces (ANSF) after 2014 through the non-combat Resolute
Support Mission; in the medium term, we reaffirm our commitment to
contribute to the financial sustainment of the ANSF; in the long term, we
remain committed to strengthening NATQO's partnership with Afghanistan. We
count on Afghanistan's commitment and cooperation.

We recognise the particular importance of advancing regional cooperation and
good neighbourly relations for the security and stability of Afghanistan. We
remain determined to support the Afghan people in their efforts to build a
stable, sovereign, democratic, and united country, where rule of law and good
governance prevail, and in which human rights for all, especially the rights of
women, including their full participation in decision making, and those of
children, are fully protected. Working with the Government of Afghanistan and
the wider international community, our goal remains to never again be
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threatened by terrorists from within Afghanistan. Our commitment to
Afghanistan will endure.

We commend the Kosovo Force (KFOR) for the successful conduct of its
mission over the past 15 years, in accordance with UNSCR 1244. KFOR will
continue to contribute to a safe and secure environment and freedom of
movement in Kosovo in close cooperation with the Kosovo authorities and the
EU, as agreed. KFOR will also continue to support the development of a
peaceful, stable and multi-ethnic Kosovo. The Alliance will continue to assist
the Kosovo Security Force with advice on the ground and will keep the nature
of further support under review.

We will continue to maintain KFOR's robust and credible capability to carry
out its mission. Sustained improvement in the security situation and the
successful implementation of agreements reached in the EU-facilitated
dialogue between Belgrade and Pristina will allow NATO to consider a
possible change in its force posture. Any reduction of our troop presence will
be measured against clear benchmarks and indicators, and will remain
conditions-based and not calendar-driven.

Operation Active Endeavour in the Mediterranean will continue to adapt to
meet evolving security risks in an area of essential strategic interest to the
Alliance. Somalia-based piracy has not been eradicated. NATO has contributed
to a steady reduction in pirate activity off the coast of Somalia through
Operation Ocean Shield, working in coordination with the relevant
international actors, including the EU and other nations, in line with the
relevant decisions taken. We have agreed to continue NATO's counter piracy
involvement off the coast of Somalia until the end of 2016, utilising a focused
presence to optimise the use of NATO assets. Both of these operations
contribute to enhancing the Alliance's maritime situational awareness,
interoperability, and engagement with partners.

The greatest responsibility of the Alliance is to protect and defend our territory
and our populations against attack, as set out in Article 5 of the Washington
Treaty. No one should doubt NATO's resolve if the security of any of its
members were to be threatened. NATO will maintain the full range of
capabilities necessary to deter and defend against any threat to the safety and
security of our populations, wherever it should arise.

Deterrence, based on an appropriate mix of nuclear, conventional, and missile
defence capabilities, remains a core element of our overall strategy.

As long as nuclear weapons exist, NATO will remain a nuclear alliance. The
strategic nuclear forces of the Alliance, particularly those of the United States,
are the supreme guarantee of the security of the Allies. The independent
strategic nuclear forces of the United Kingdom and France have a deterrent
role of their own and contribute to the overall deterrence and security of the
Alliance. The circumstances in which any use of nuclear weapons might have
to be contemplated are extremely remote.
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The Allies' conventional forces make essential contributions to the deterrence
of a broad range of threats. They contribute to providing visible assurance of
NATO's cohesion as well as the Alliance's ability and commitment to respond
to the security concerns of each and every Ally.

Missile defence can complement the role of nuclear weapons in deterrence; it
cannot substitute for them. The capability is purely defensive.

Arms control, disarmament, and non-proliferation continue to play an
important role in the achievement of the Alliance's security objectives. Both
the success and failure of these efforts can have a direct impact on the threat
environment of NATO. In this context, it is of paramount importance that
disarmament and non-proliferation commitments under existing treaties are
honoured, including the Intermediate-Range Nuclear Forces (INF) Treaty,
which is a crucial element of Euro-Atlantic security. In that regard, Allies call
on Russia to preserve the viability of the INF Treaty through ensuring full and
verifiable compliance.

The threat to NATO populations, territory, and forces posed by the
proliferation of ballistic missiles continues to increase and missile defence
forms part of a broader response to counter it. At our Summit in Lisbon in
2010 we decided to develop a NATO Ballistic Missile Defence (BMD)
capability to pursue our core task of collective defence. Missile defence will
become an integral part of the Alliance's overall defence posture and contribute
to the indivisible security of the Alliance.

The aim of this capability is to provide full coverage and protection for all
NATO European populations, territory, and forces against the increasing
threats posed by the proliferation of ballistic missiles, based on the principles
of indivisibility of Allies' security and NATO solidarity, equitable sharing of
risks and burdens, as well as reasonable challenge, taking into account the level
of threat, affordability, and technical feasibility, and in accordance with the
latest common threat assessments agreed by the Alliance. Should international
efforts reduce the threats posed by ballistic missile proliferation, NATO
missile defence can and will adapt accordingly.

At our Summit in Chicago in 2012, we declared the achievement of an Interim
NATO BMD Capability as an operationally significant first step, offering
maximum coverage, within available means, to defend our populations,
territory, and forces across southern NATO Europe against a ballistic missile
attack. NATO Interim BMD is operationally capable.

Today we are pleased to note that the deployment of Aegis Ashore in
Deveselu, Romania is on track to be completed in the 2015 timeframe. Aegis
Ashore will be offered to NATO and will provide a significant increase in
NATO BMD capability. We are also pleased to note the forward deployment
of BMD-capable Aegis ships to Rota, Spain. Building on the Interim
Capability, the additional Aegis BMD-capable ships could be made available
to NATO.
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Today we are also pleased to note that additional voluntary national
contributions have been offered, and that several Allies are developing,
including through multinational cooperation, or are acquiring further BMD
capabilities that could become available to the Alliance. Our aim remains to
provide the Alliance with a NATO operational BMD that can provide full
coverage and protection for all NATO European populations, territory, and
forces, based on voluntary national contributions, including nationally funded
interceptors and sensors, hosting arrangements, and on the expansion of the
Active Layered Theatre Ballistic Missile Defence (ALTBMD) capability. Only
the command and control systems of ALTBMD and their expansion to
territorial defence are eligible for common funding.

We note the potential opportunities for cooperation on missile defence, and
encourage Allies to explore possible additional voluntary national
contributions, including through multinational cooperation, to provide relevant
capabilities, as well as to use potential synergies in planning, development,
procurement, and deployment. We also note that BMD features in two Smart
Defence projects.

As with all of NATO's operations, full political control by Allies over military
actions undertaken pursuant to this capability will be ensured. To this end, we
will continue to deepen political oversight of NATO BMD as the capability
develops. We welcome the completion of the Alliance's review of the
arrangements for NATO Interim BMD Capability and note that the Alliance
will be ready to make use of additional Allied contributions as they are made
available to the Alliance. We also task the Council to regularly review the
implementation of the NATO BMD capability, including before the Foreign
and Defence Ministers' meetings, and prepare a comprehensive report on
progress and issues to be addressed for its future development by our next
Summit.

We remain prepared to engage with third states, on a case-by-case basis, to
enhance transparency and confidence and to increase ballistic missile defence
effectiveness. Initial steps have been made and could lead to various forms of
engagement with third states on missile defence. As we did in Chicago in
2012, we reaffirm that NATO missile defence is not directed against Russia
and will not undermine Russia's strategic deterrence capabilities. NATO
missile defence is intended to defend against potential threats emanating from
outside the Euro-Atlantic area.

The Alliance reaffirms its long-standing commitment to conventional arms
control as a key element of Euro-Atlantic security and emphasises the
importance of full implementation and compliance to rebuild trust and
confidence. Russia's unilateral military activity in and around Ukraine has
undermined peace, security, and stability across the region, and its selective
implementation of the Vienna Document and Open Skies Treaty and long-
standing non-implementation of the Conventional Armed Forces in Europe
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Treaty (CFE) have eroded the positive contributions of these arms control
instruments. Allies call on Russia to fully adhere to its commitments. Allies are
determined to preserve, strengthen, and modernise conventional arms control
in Europe, based on key principles and commitments, including reciprocity,
transparency, and host nation consent.

At our last Summit in Chicago we set ourselves the ambitious goal of NATO
Forces 2020: modern, tightly connected forces equipped, trained, exercised,
and commanded so as to be able to meet NATO's Level of Ambition and so
that they can operate together and with partners in any environment. We judge
that the goal remains valid and reaffirm our commitment to delivering it. The
Readiness Action Plan complements and reinforces NATO Forces 2020 by
improving our overall readiness and responsiveness.

NATO needs, now more than ever, modern, robust, and capable forces at high
readiness, in the air, on land and at sea, in order to meet current and future
challenges. We are committed to further enhancing our capabilities. To this
end, today we have agreed a Defence Planning Package with a number of
priorities, such as enhancing and reinforcing training and exercises; command
and control, including for demanding air operations; intelligence, surveillance,
and reconnaissance; NATO's ballistic missile defence capability, in accordance
with the decisions taken at the 2010 Lisbon and 2012 Chicago Summits,
including the voluntary nature of national contributions; cyber defence; as well
as improving the robustness and readiness of our land forces for both collective
defence and crisis response. Fulfilment of these priorities will increase the
Alliance's collective capabilities and better prepare NATO to address current
and future threats and challenges. We have agreed this Package in order to
inform our defence investments and to improve the capabilities that Allies have
in national inventories. In this context, NATO joint air power capabilities
require longer-term consideration.

We continue to emphasise multinational cooperation. Following the Joint
Intelligence, Surveillance and Reconnaissance (JISR) initiative launched at our
Chicago Summit, work is on track to deliver an initial operational capability to
support NATO operations and NATO Response Force rotations from 2016
onwards. In this context, we note the progress in the development of the
Alliance Ground Surveillance capability that will become available for
operational deployment in 2017. Furthermore, NATOQO's Airborne Early
Warning and Control Force will continue to be modernised to maintain its full
operational capability. JISR exemplifies the advantages of multinational
cooperation in capability development and employment among Allies, which
allow for significant operational and cost benefits. In this spirit, several Allies
are establishing a multinational MQ-9 remotely-piloted air system users group,
in particular to enhance interoperability and reduce overall costs.

In a similar vein, we highlight the fact that, since we launched the Smart
Defence initiative at our Chicago Summit, an ever growing number of
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multinational projects have been set up to help Allies harmonise requirements,
pool resources, and achieve tangible benefits in terms of operational
effectiveness as well as cost efficiency. We are building on this positive
momentum, in particular to address Alliance priority capability requirements.
Specifically, two groups of Allies have agreed to work on, respectively,
increasing the availability of air-to-ground Precision Guided Munitions, and on
the provision of a deployable airbase capability, and have signed Letters of
Intent to this effect. A further two groups of Allies have decided to establish
concrete projects for improving JISR information exchange in operations and
ballistic missile defence, including naval training.

Today we have also endorsed the NATO Framework Nations Concept. It
focuses on groups of Allies coming together to work multinationally for the
joint development of forces and capabilities required by the Alliance,
facilitated by a framework nation. Its implementation will contribute to
providing the Alliance with coherent sets of forces and capabilities,
particularly in Europe. It will help demonstrate European Allies' willingness to
do more for our common security and also improve the balance of the
provision of capabilities between the United States and European Allies as well
as among European Allies themselves. To implement this concept, today, a
group of ten Allies, facilitated by Germany as a framework nation and focusing
on capability development, have, through a joint letter, committed to working
systematically together, deepening and intensifying their cooperation in the
long term, to create, in various configurations, a number of multinational
projects to address Alliance priority areas across a broad spectrum of
capabilities. They will initially concentrate on creating coherent sets of
capabilities in the areas of logistics support; chemical, biological, radiological
and nuclear protection; delivering fire-power from land, air, and sea; and
deployable headquarters. Another group of seven Allies, facilitated by the
United Kingdom as a framework nation, have also agreed today to establish the
Joint Expeditionary Force (JEF), a rapidly deployable force capable of
conducting the full spectrum of operations, including high intensity operations.
The JEF will facilitate the efficient deployment of existing and emerging
military capabilities and units. Additionally, a group of six Allies, facilitated by
Italy as a framework nation and based on regional ties, will focus on improving
a number of Alliance capability areas, such as stabilisation and reconstruction,
provision of enablers, usability of land formations, and command and control.
Other groupings are being developed in line with the Framework Nations
Concept.

Two Allies have announced their intention to establish a Combined Joint
Expeditionary Force, to be delivered from 2016 and to be available for the full
spectrum of operations, including at high intensity.

We continue to build on the experience gained in recent operations and
improve our interoperability through the Connected Forces Initiative (CFI).
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Today we have endorsed a substantial CFI Package consisting of six key
deliverables, including the high-visibility exercise Trident Juncture 2015, with
25,000 personnel to be hosted by Spain, Portugal, and Italy; a broader and
more demanding exercise programme from 2016 onwards; and a deployable
Special Operations Component Command headquarters. As a key component
in delivering NATO Forces 2020, the CFI addresses the full range of missions,
including the most demanding, thereby demonstrating the continued cohesion
and resolve of the Alliance. It provides the structure for Allies to train and
exercise coherently; reinforces full-spectrum joint and combined training;
promotes interoperability, including with partners; and leverages advances in
technology, such as the Federated Mission Networking framework, which will
enhance information sharing in the Alliance and with partners in support of
training, exercises and operations.

In this context, NATO will continue to work closely with the EU, as agreed, to
ensure that our Smart Defence and the EU's Pooling and Sharing initiatives are
complementary and mutually reinforcing, and to support -capability
development and interoperability with a view to avoiding unnecessary
duplication and maximising cost- effectiveness. We welcome the efforts of
NATO nations and EU member states, in particular in the areas of strategic
airlift and air-to-air refuelling, medical support, maritime surveillance, satellite
communication, and training, as well as efforts of several nations in the area of
remotely piloted aircraft systems. We also welcome the national efforts in
these and other areas by European Allies and partners, which will benefit both
organisations. The success of our efforts will continue to depend on mutual
transparency and openness between the two organisations. We encourage
making the fullest use of existing NATO-EU mechanisms to this effect.

The geopolitical and economic importance of the maritime domain in the 21st
century continues to grow. NATO needs to adapt to a complex, more crowded,
rapidly evolving, and increasingly unpredictable maritime security
environment. This necessitates a strengthening of the Alliance's maritime
capabilities, which should not be seen in isolation but as an integral part of
NATO's larger toolbox to safeguard the Alliance's interests. We will therefore
continue to intensify and expand our implementation of the Alliance Maritime
Strategy, further enhancing the Alliance's effectiveness in the maritime domain
and its contributions to deterrence and collective defence, crisis management,
cooperative security, and maritime security. We will reinvigorate NATO's
Standing Naval Forces by making their composition and the duration of
national contributions more flexible and, in principle, no longer using them for
protracted operations or for operations with low-end tasks. In addition, we will
enhance their education, training, and exercise value, especially at the high end
of the spectrum. We will also investigate ways to enhance further the
effectiveness of the full range of Alliance maritime capabilities. Greater co-
ordination, cooperation, and complementarity with relevant international
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organisations, including the EU, in line with the relevant decisions taken, as
well as work with partner and non-partner nations, will be an important
element of the implementation of the Alliance Maritime Strategy. We welcome
the adoption of the EU's Maritime Security Strategy in June 2014, which will
potentially contribute to the security of all Allies.

As the Alliance looks to the future, cyber threats and attacks will continue to
become more common, sophisticated, and potentially damaging. To face this
evolving challenge, we have endorsed an Enhanced Cyber Defence Policy,
contributing to the fulfillment of the Alliance's core tasks. The policy reaffirms
the principles of the indivisibility of Allied security and of prevention,
detection, resilience, recovery, and defence. It recalls that the fundamental
cyber defence responsibility of NATO is to defend its own networks, and that
assistance to Allies should be addressed in accordance with the spirit of
solidarity, emphasizing the responsibility of Allies to develop the relevant
capabilities for the protection of national networks. Our policy also recognises
that international law, including international humanitarian law and the UN
Charter, applies in cyberspace. Cyber attacks can reach a threshold that
threatens national and Euro-Atlantic prosperity, security, and stability. Their
impact could be as harmful to modern societies as a conventional attack. We
affirm therefore that cyber defence is part of NATO's core task of collective
defence. A decision as to when a cyber attack would lead to the invocation of
Article 5 would be taken by the North Atlantic Council on a case-by-case
basis.

We are committed to developing further our national cyber defence
capabilities, and we will enhance the cyber security of national networks upon
which NATO depends for its core tasks, in order to help make the Alliance
resilient and fully protected. Close bilateral and multinational cooperation
plays a key role in enhancing the cyber defence capabilities of the Alliance.
We will continue to integrate cyber defence into NATO operations and
operational and contingency planning, and enhance information sharing and
situational awareness among Allies. Strong partnerships play a key role in
addressing cyber threats and risks. We will therefore continue to engage
actively on cyber issues with relevant partner nations on a case-by-case basis
and with other international organisations, including the EU, as agreed, and
will intensify our cooperation with industry through a NATO Industry Cyber
Partnership. Technological innovations and expertise from the private sector
are crucial to enable NATO and Allies to achieve the Enhanced Cyber Defence
Policy's objectives. We will improve the level of NATO's cyber defence
education, training, and exercise activities. We will develop the NATO cyber
range capability, building, as a first step, on the Estonian cyber range
capability, while taking into consideration the capabilities and requirements of
the NATO CIS School and other NATO training and education bodies.
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NATO recognises the importance of inclusive, sustainable, innovative, and
globally competitive defence industries, which include small and medium-
sized enterprises, to develop and sustain national defence capabilities and the
defence technological and industrial base in the whole of Europe and in North
America.

The proliferation of nuclear weapons and other weapons of mass destruction
(WMD), as well as their means of delivery, by states and non-state actors
continues to present a threat to our populations, territory, and forces. The
Alliance 1s resolved to seek a safer world for all and to create the conditions for
a world without nuclear weapons in accordance with the goals of the Treaty on
the Non-Proliferation of Nuclear Weapons (NPT) in a way that promotes
international stability and is based on the principle of undiminished security for
all. Addressing serious proliferation challenges remains an urgent international
priority.

We call on Iran to seize the opportunity of the extension of the Joint Plan of
Action until 24 November 2014 to make the strategic choices that will restore
confidence in the exclusively peaceful nature of Iran's nuclear programme. We
continue to call on Iran to comply fully with all its international obligations,
including all relevant Resolutions of the United Nations Security Council and
the International Atomic Energy Agency (IAEA) Board of Governors. We also
underscore the importance of Iran's cooperation with the TAEA to resolve all
outstanding issues, in particular those related to possible military dimensions
of its nuclear programme.

We are deeply concerned by the nuclear and ballistic missiles programmes and
proliferation activities of the Democratic People's Republic of Korea (DPRK)
and call on it to comply fully with all relevant UNSCRs and the 2005 Joint
Statement of the Six-Party Talks. We call on the DPRK to abandon all its
existing nuclear and ballistic missile programmes in a complete, verifiable, and
irreversible manner and immediately cease all related activities. We strongly
condemn the DPRK's December 2012 launch, which used ballistic missile
technology, the nuclear test carried out by the DPRK in February 2013, and the
various launches of short- and medium-range ballistic missiles since February
2014. We call on the DPRK to refrain from any further nuclear tests, launches
using ballistic missile technology, or other provocations.

The upcoming 2015 NPT Review Conference is an opportunity for parties to
reaffirm support for this Treaty and for its non-proliferation, disarmament and
peaceful uses pillars. Allies support efforts towards the success of this
conference. We call for universal adherence to, and compliance with, the NPT
and the Additional Protocol to the IAEA Safeguards Agreement and call for
full implementation of UNSCR 1540 and welcome further work under UNSCR
1977. We call on all states to commit to combating effectively the proliferation
of WMD through the universalisation of the Chemical Weapons Convention,
the Biological and Toxin Weapons Convention, the Comprehensive Nuclear
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Test Ban Treaty and through the Proliferation Security Initiative. We also call
on all States to continue strengthening the security of nuclear materials and of
radioactive sources within their borders, as they were called on to do by the
Nuclear Security Summits of 2010 (Washington), 2012 (Seoul), and 2014 (The
Hague). We will also ensure that NATO is postured to counter Chemical,
Biological, Radiological, and Nuclear (CBRN) threats, including through the
Combined Joint CBRN Defence Task Force.

Terrorism poses a direct threat to the security of the citizens of NATO
countries and to international stability and prosperity more broadly, and will
remain a threat for the foreseeable future. It is a global threat that knows no
border, nationality, or religion — a challenge that the international community
must fight and tackle together. We reaffirm our commitment to fight terrorism
with unwavering resolve in accordance with international law and the
principles of the UN Charter. NATO Allies are exposed to a wide range of
terrorist threats. NATO has a role to play, including through our military
cooperation with partners to build their capacity to face such threats, and
through enhanced information sharing. Without prejudice to national
legislation or responsibilities, the Alliance strives at all times to remain aware
of the evolving threat from terrorism; to ensure that it has adequate capabilities
to prevent, protect against, and respond to terrorist threats; and to engage with
partners and other international organisations, as appropriate, promoting
common understanding and practical cooperation in support of the UN Global
Counter-Terrorism Strategy, including in areas such as Explosive Risk
Management. Building on our Defence Against Terrorism Programme of
Work, we will continue to improve our capabilities and technologies, including
to defend against Improvised Explosive Devices and CBRN threats. We will
keep terrorism and related threats high on NATO's security agenda.

NATO Allies form a unique community of values, committed to the principles
of individual liberty, democracy, human rights, and the rule of law. The
Alliance 1s convinced that these shared values and our security are
strengthened when we work with our wide network of partners around the
globe. We will continue to engage actively to enhance international security
through partnership with relevant countries and other international
organisations, in accordance with our Berlin Partnership Policy.

Partnerships are, and will continue to be, essential to the way NATO works.
Partners have served with us in Afghanistan, Kosovo, and other operations,
sacrificing alongside Alliance troops, and work with us in combating terrorism
and piracy. Partners make significant contributions to our practical cooperation
activities in a number of different areas, including Trust Funds. Together with
our partners, we have built a broad cooperative security network. Allies are
resolved to maintain and build on this legacy, as our partnerships play a crucial
role in the promotion of international peace and security. At this Summit, we
therefore collectively pledge to strengthen the political dialogue and practical
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cooperation with our partners who share our vision for cooperative security in
an international order based on the rule of law. We will continue to build
defence capacity and interoperability through such initiatives as the Defence
Education Enhancement Programme and the Professional Development
Programme. We will also continue to promote transparency, accountability,
and integrity in the defence sectors of interested nations through the Building
Integrity programme.

This year we celebrate twenty years of the Partnership for Peace (P{P). PP and
the Euro-Atlantic Partnership Council are, and will continue to be, a part of our
vision of a Europe whole, free, and at peace. They have forged political ties
across Europe, through the Caucasus and into Central Asia; they have also
been the foundation for practical cooperation to address common threats to our
shared security, including in the field of human security. This cooperation was
driven, at heart, by the common values and principles to which Allies and
partners have all committed in the PfP founding documents. They include the
promise to refrain from the threat or use of force against the territorial integrity
or political independence of any state, to respect internationally recognised
borders, and to settle disputes by peaceful means. These principles are as
important as ever today and must be upheld unequivocally across the Euro-
Atlantic community.

We reaffirm our commitment to the Mediterranean Dialogue (MD) and
Istanbul Cooperation Initiative (ICI) and the principles that underpin them; MD
and ICI remain two complementary yet distinct partnership frameworks. We
look forward to deepening our political dialogue and practical cooperation in
both fora, building on many years of steady progress. We remain open to
welcoming new members from the Mediterranean and the broader Middle East
region to these frameworks.

This year we also celebrate twenty years of the Mediterranean Dialogue.
Today, as the Mediterranean region faces huge security challenges with wide-
ranging implications for Euro-Atlantic security, the importance of this forum,
which brings together key countries from NATO's southern border, is clearer
than ever. Enhancing the political dimension of MD will help to address the
challenges of the region. We stand ready to continue working with our MD
partners to make the most of the opportunities offered by their partnership with
NATO, including individual partnership and cooperation programmes.

We also celebrate ten years of the Istanbul Cooperation Initiative, which has
helped to promote understanding and security cooperation with our partners in
the Gulf region. We encourage our ICI partner countries to be proactive in
taking full advantage of the opportunities offered by their partnership with
NATO, including individual partnership and cooperation programmes.

We will also intensify efforts to engage with and reach out to those partners
across the globe that can contribute significantly to addressing shared security
concerns. The Berlin Partnership Policy has created increased opportunities for
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these countries to work individually with NATO at the political and practical
level. We welcome that some of our partners across the globe have seized these
opportunities by providing support to operations and engaging in security
cooperation and dialogue to enhance common understanding of our shared
security interests.

We will likewise look to further develop relations with relevant regional
international organisations, such as the Gulf Cooperation Council and the Arab
League, and be open to engaging with others, including in the context of
regional crisis situations.

As combat operations end in Afghanistan, we will ensure that the bonds forged
between Allied and partner nations' armed forces remain as strong as ever. We
have fought together. Now we will focus on preparing and training together.
We have therefore adopted a comprehensive Partnership Interoperability
Initiative to enhance our ability to tackle security challenges together with our
partners. Here in Wales, our Defence Ministers launched the Interoperability
Platform, meeting with 24 partners ! that have demonstrated their commitment
to reinforce their interoperability with NATO. These partners have been invited
to work with us to take forward dialogue and practical cooperation on
interoperability issues. Defence Ministers also met with five partners > that
make particularly significant contributions to NATO operations to discuss
further deepening dialogue and practical cooperation as part of the enhanced
opportunities within the Partnership Interoperability Initiative. We stand ready
to consider the addition of other partners as their contributions and interests
warrant.

Today we have decided to launch a Defence and Related Security Capacity
Building Initiative to reinforce our commitment to partner nations and to help
the Alliance to project stability without deploying large combat forces, as part
of the Alliance's overall contribution to international security and stability and
conflict prevention. The Initiative builds upon NATO's extensive expertise in
supporting, advising and assisting nations with defence and related security
capacity building. Building on our close cooperation and following their
requests, we have agreed to extend this initiative to Georgia, Jordan, and the
Republic of Moldova. We are also ready to consider requests from interested
partners and non-partners, as well as to engage with international and regional
organisations, with an interest in building their defence and related security
capacity through this demand-driven initiative. We reaffirm NATO's readiness
to provide defence and related security capacity advisory support for Libya
when conditions permit. We will pursue these efforts in complementarity and
close cooperation with other international organisations, in particular the UN,
the EU, and the OSCE, as appropriate. Some partner nations themselves can
bring unique partner insight and contributions to NATO capacity building
efforts. We welcome the appointment of NATO's Deputy Secretary General as
Special Coordinator for Defence Capacity Building, as well as the
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establishment of a military hub in the NATO Command Structure, to help
ensure a timely, coherent and effective NATO response, taking into account
efforts by partners and individual Allies, on a voluntary basis.

We attach great importance to ensuring women's full and active participation in
the prevention, management, and resolution of conflicts, as well as in post-
conflict efforts and cooperation. We remain committed to preventing conflict-
related sexual and gender-based violence. Since our last Summit in Chicago,
we have made significant progress in implementing UNSCR 1325 on Women,
Peace and Security and related resolutions. We are now implementing the
results of the Review of the Practical Implications of UNSCR 1325 for the
Conduct of Operations. A revised Policy and Action Plan on Women, Peace
and Security have been developed with our partners in the Euro-Atlantic
Partnership Council and with other partners®. The establishment of a
permanent position of NATO Special Representative for Women, Peace and
Security underscores the Alliance's active engagement and commitment to this
agenda. NATQO's cooperation with partner nations, international organisations,
and civil society has been strengthened and should be further enhanced. Our
ongoing efforts to integrate gender perspectives into Alliance activities
throughout NATO's three core tasks will contribute to a more modern, ready,
and responsive NATO. We have directed the Council to submit a progress
report on NATO's implementation of UNSCR 1325 and related resolutions for
our next Summit.

We recall NATO's firm commitment to the implementation of UNSCR 1612
and related resolutions on the protection of children affected by armed conflict
and remain deeply concerned about the damaging effects of armed conflicts on
children. NATO will continue to carry out its responsibilities as part of the
wider international effort and to build on initiatives already taken to properly
integrate this issue into the planning and conduct of its operations and
missions, as well as its training, monitoring, and reporting. Therefore, in close
cooperation with the UN, NATO will assess how to ensure it is sufficiently
prepared whenever and wherever the issue of Children and Armed Conflict is
likely to be encountered.

The Open Door Policy under Article 10 of the Washington Treaty is one of the
Alliance's great successes. Successive rounds of NATO enlargement have
enhanced the security and stability of all our nations. The steady progress of
Euro-Atlantic integration fosters reform, strengthens collective security, and
ensures the stability necessary for prosperity. NATO's door will remain open to
all European democracies which share the values of our Alliance, which are
willing and able to assume the responsibilities and obligations of membership,
which are in a position to further the principles of the Treaty, and whose
inclusion will contribute to the security of the North Atlantic area. We reaffirm
our strong commitment to the Euro-Atlantic integration of the partners that
aspire to join the Alliance, judging each on its own merits. Decisions on
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enlargement are for NATO itself. We encourage partners to continue to
implement the necessary reforms and decisions to advance their aspirations and
prepare for membership, and we will continue to offer political and practical
support to their efforts. Today we have endorsed decisions that take forward
our Open Door Policy based on progress by individual partners that aspire to
join the Alliance.

NATO recognises Georgia's significant efforts to strengthen its democracy and
to modernise its military forces and defence institutions. We welcome the
democratic development of Georgia, including through the peaceful transfer of
power following parliamentary and presidential elections in 2012 and 2013,
respectively. We encourage Georgia to continue implementation of reforms,
including consolidating democratic institutions, taking forward judicial
reforms, and ensuring full respect for the rule of law. NATO highly appreciates
Georgia's sizeable contribution to the ISAF operation and recognises the
sacrifices Georgian troops have made in Afghanistan. Together with Georgia's
offer to participate in the NATO Response Force, these contributions
demonstrate Georgia's role as a contributor to our shared security. At the 2008
Bucharest Summit we agreed that Georgia will become a member of NATO
and we reaffirm all elements of that decision, as well as subsequent decisions.
Since then, Georgia has made significant progress and has come closer to
NATO by implementing ambitious reforms and making good use of the
NATO-Georgia Commission and Annual National Programme. We note that
Georgia's relationship with the Alliance contains the tools necessary to
continue moving Georgia forward towards eventual membership. Today we
have endorsed a substantial package for Georgia that includes defence capacity
building, training, exercises, strengthened liaison, and enhanced
interoperability opportunities. These measures aim to strengthen Georgia's
defence and interoperability capabilities with the Alliance, which will help
Georgia advance in its preparations towards membership in the Alliance.

We reiterate our continued support to the territorial integrity and sovereignty of
Georgia within its internationally recognised borders. We welcome Georgia's
full compliance with the EU-mediated cease-fire agreement and other
multilateral measures to build confidence. We welcome Georgia's commitment
not to use force and call on Russia to reciprocate. We continue to call on
Russia to reverse its recognition of the South Ossetia and Abkhazia regions of
Georgia as independent states and to withdraw its forces from Georgia. We
encourage all participants in the Geneva talks to play a constructive role as
well as to continue working closely with the OSCE, the UN, and the EU to
pursue peaceful conflict resolution in the internationally recognised territory of
Georgia.

We welcome the significant progress made by Montenegro in its reforms, its
constructive role in the Western Balkans region and the contribution that it
makes to international security, including its contribution to our engagement in
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Afghanistan. In recognition of Montenegro's progress towards NATO
membership, the Alliance has agreed to open intensified and focused talks with
Montenegro, and agreed that Foreign Ministers will assess Montenegro's
progress no later than by the end of 2015 with a view to deciding on whether to
invite Montenegro to join the Alliance. These talks will be conducted in
conjunction with the Membership Action Plan (MAP) process. In the
meantime, we look to Montenegro to continue its efforts to address the
remaining challenges, particularly with respect to rule of law and completing
security sector reform. We also welcome the increase in public support in
Montenegro for NATO membership and encourage continued efforts in this
area.

We reiterate the agreement at our 2008 Bucharest Summit, as we did at
subsequent Summits, to extend an invitation to the former Yugoslav Republic
of Macedonia * to join the Alliance as soon as a mutually acceptable solution to
the name issue has been reached within the framework of the UN, and strongly
urge intensified efforts towards that end. An early solution, and subsequent
membership, will contribute to security and stability in the region. We
encourage and support the continuation of reform efforts within the country,
particularly with a view to ensuring effective democratic dialogue, media
freedom, judicial independence, and a fully-functioning multi-ethnic society
based on full implementation of the Ohrid Framework Agreement. We also
encourage further efforts to develop good neighbourly relations. We appreciate
the former Yugoslav Republic of Macedonia's long-standing contribution to
our operations and its active role in regional cooperation. We value the former
Yugoslav Republic of Macedonia's long-standing commitment to the NATO
accession process.

We continue to fully support the membership aspirations of Bosnia and
Herzegovina. We look forward to free and fair general elections in October,
which we hope will lead to an efficient and effective government coalition,
ready to address the issues related to the country's Euro-Atlantic aspirations.
We acknowledge the efforts undertaken since 2012 to come to a political
agreement on registering the immovable defence property to the state. We
remain concerned that little progress has been achieved to comply with the
condition set by NATO Foreign Ministers in Tallinn in April 2010. As Allied
Foreign Ministers will keep developments under active review, we encourage
the leadership of Bosnia and Herzegovina to take the necessary steps in that
regard so that its first MAP cycle can be activated as soon as possible. We
appreciate Bosnia and Herzegovina's contributions to NATO-led operations,
and we commend its constructive role in regional dialogue and security.

Here in Wales, our Foreign Ministers have met their counterparts from Bosnia
and Herzegovina, Georgia, Montenegro, and the former Yugoslav Republic of
Macedonia. Ministers discussed the progress made by these countries, the
Euro-Atlantic integration process, and other key Summit issues, including the
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international security situation. NATO is grateful to these partners for the
significant contributions that they continue to make to NATO's objectives and
to international security and stability.

In light of NATO's operational experiences and the evolving complex security
environment, a comprehensive political, civilian, and military approach is
essential in crisis management and cooperative security. Furthermore, it
contributes to the effectiveness of our common security and defence, without
prejudice to Alliance collective defence commitments. Today we reaffirm our
decisions taken at the Lisbon and Chicago Summits. The comprehensive
approach is conducive to more coherence within NATO's own structures and
activities. Furthermore, NATO has developed a modest but appropriate civilian
capability in line with Lisbon Summit decisions. As part of NATO's
contribution to a comprehensive approach by the international community, we
will enhance cooperation with partner nations and other actors, including other
international organisations, such as the UN, the EU and the OSCE, as well as
non-governmental organisations, in line with decisions taken. We will ensure
that comprehensive approach-related lessons learned, including from ISAF,
will be carried forward and applied in various strands of work and new
initiatives, including, as appropriate, the Readiness Action Plan, the Connected
Forces Initiative, the Defence and Related Security Capacity Building
Initiative, and the Partnership Interoperability Initiative.

In the spirit of the comprehensive approach and in light of a changing security
environment in Europe, our Foreign Ministers met with the EU High
Representative for Foreign Affairs and Security Policy, the OSCE Chairman-
in-Office and the Secretary General of the Council of Europe to discuss closer
cooperation. At a time when the values and principles that underpin the major
institutions in the Euro-Atlantic area are being challenged, Allies emphasised
the need to work together to ensure our shared goal of a Europe whole, free
and at peace. We look forward to continuing the dialogue to advance this
further.

NATO's cooperation with the United Nations (UN) strengthens international
security. We welcome our regular political dialogue on areas of common
interest. We are encouraged by the growing practical cooperation between the
staffs of our organisations, including exchanges of best practices and lessons
learned in operations, training and exercises, and sharing of expertise. We are
committed to exploring ways to reinforce our practical support to UN peace
operations, including by enhancing cooperation between NATO and the UN in
building defence and related security capacity.

The European Union (EU) remains a unique and essential partner for NATO.
The two organisations share common values and strategic interests. In a spirit
of full mutual openness, transparency, complementarity, and respect for the
autonomy and institutional integrity of both NATO and the EU, and as agreed
by the two organisations, we will continue to work side-by-side in crisis
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management operations, broaden political consultations, and promote
complementarity of the two organisations to enhance common security and
stability. The current strategic environment has highlighted the need for further
strengthening our strategic partnership and reinforcing our joint efforts and our
common message.

NATO recognises the importance of a stronger and more capable European
defence, which will lead to a stronger NATO, help enhance the security of all
Allies and foster an equitable sharing of the burden, benefits and
responsibilities of Alliance membership. In this context, we welcome the EU
member states' decisions to strengthen European defence and crisis
management, including at the European Council in December 2013.

We look forward to continued dialogue and cooperation between NATO and
the EU. Our consultations have broadened to address issues of common
concern, including security challenges like cyber defence, the proliferation of
weapons of mass destruction, counter-terrorism, and energy security. We will
also seek to work more closely together in several other areas, including
maritime security, defence and related security capacity building, and
addressing hybrid threats, in line with decisions taken.

Non-EU Allies continue to make significant contributions to the EU's efforts to
strengthen its capacities to address common security challenges. For the
strategic partnership between NATO and the EU, non-EU Allies' fullest
involvement in these efforts is essential. We encourage further mutual steps in
this area to support a strengthened strategic partnership.

We welcome the Secretary General's report on NATO-EU relations. We
encourage him to continue to work closely with the EU High Representative
and the leaders of other EU institutions across the broad spectrum of the
NATO-EU strategic partnership and provide a report to the Council in time for
the next Summit.

As demonstrated most recently by its activities in the framework of the Russia-
Ukraine crisis, the Organisation for Security and Co-operation in Europe
(OSCE) plays an important role in addressing the security challenges in the
Euro-Atlantic area. We fully support efforts undertaken by the OSCE and
continue to work closely with the OSCE in areas such as conflict prevention
and resolution, post conflict rehabilitation and in addressing new security
threats. We are committed to further enhancing our cooperation, both at the
political and operational level, in all areas of common interest.

We welcome the increasing emphasis by the African Union (AU) on
addressing transnational security threats, and its growing efforts to build the
African capacity to rapidly respond to emerging conflicts. We encourage
deeper political and practical cooperation between NATO and the AU to
support the African Union in establishing a more robust African peace and
security capacity. Based on the AU's request, NATO will continue to provide
technical support and stands ready to explore, in consultation with the AU,
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opportunities to expand our logistical, training, and planning assistance in
support of African peacekeepers. We welcome the recent progress in
establishing a sound legal framework for NATO-AU cooperation.

A stable and reliable energy supply, the diversification of routes, suppliers and
energy resources, and the interconnectivity of energy networks remain of
critical importance. While these issues are primarily the responsibility of
national governments and other international organisations, NATO closely
follows relevant developments in energy security, including in relation to the
Russia-Ukraine crisis and the growing instability in the Middle East and North
Africa region. We will continue to consult on and further develop our capacity
to contribute to energy security, concentrating on areas where NATO can add
value. In particular, we will enhance our awareness of energy developments
with security implications for Allies and the Alliance; further develop NATO's
competence in supporting the protection of critical energy infrastructure; and
continue to work towards significantly improving the energy efficiency of our
military forces, and in this regard we note the Green Defence Framework. We
will also enhance training and education efforts, continue to engage with
partner countries, on a case-by-case basis, and consult with relevant
international organisations, including the EU, as appropriate. Today we have
noted a progress report on NATO's role in energy security and we task the
Council to continue to refine NATO's role in energy security in accordance
with the principles and guidelines agreed at the Bucharest Summit and the
direction provided by subsequent Summits and the Strategic Concept. We task
the Council to produce a further progress report for our next Summit.

Key environmental and resource constraints, including health risks, climate
change, water scarcity, and increasing energy needs will further shape the
future security environment in areas of concern to NATO and have the
potential to significantly affect NATO planning and operations.

At the 2010 Lisbon Summit, Allies agreed on an ambitious reform programme,
encompassing reviews of the Agencies and NATO Command Structure;
resource reform; Headquarters reform; and an end-to-end review of all
structures engaged in NATO capability development. Heads of State and
Government took stock of progress at the 2012 Chicago Summit. Since then,
NATO has continued to reform by instituting new policies, overhauling its
structures, and streamlining procedures to improve efficiency and to ensure our
Alliance is responsive and agile against the diverse challenges and threats it
faces.

NATO has adapted to drive further financial reform, harnessed the best efforts
of our International Staff and International Military Staff, developed its NATO
Command Structure, and achieved a greater level of coherence between its
Agencies. While significant progress has been made in the reform of the
Alliance, ongoing initiatives still need to be fully delivered and further efforts
will be required. We have tasked further work in the areas of delivery of
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common funded -capabilities, reform governance and transparency and
accountability, especially in the management of NATO's financial resources.
We look forward to a further report on progress on these reforms by the time of
our next Summit.

114. We express our appreciation for the generous hospitality extended to us by the
Government of the United Kingdom and the people of Wales. The decisions
we have taken at our Summit will help to keep our nations and populations
safe, the bond between Europe and North America strong, and our region and
the world stable. We will meet again in Poland in 2016.

NATO AND CURRENT EUROPEAN SECURITY CHALLENGES'

Remarks by NATO Deputy Secretary General Ambassador Alexander
Vershbow at a seminar hosted by Folk och Forsvar (People and Defence),
Stockholm
12 Jun. 2015

Thank you Lena [Bartholdson, Secretary-General Folk och Forsvar| for that
kind introduction.

It is a pleasure to be with you today at the Museum of Mediterranean and Near
Eastern Antiquities.

This magnificent place connects us to our past; a past that stretches back
millennia. It celebrates some of mankind’s great early civilisations. The relics in this
museum, and the stories that go with them, have inspired generations to achieve
remarkable things.

But they are also a stark reminder of the dangers that our modern civilisation
faces. For across Iraq and Syria, the barbarians have returned. In places like Mosul,
Hatra and Palmyra, in addition to murdering people, the terrorists of ISIL are
destroying humanity’s heritage on an epic scale.

Along with weak and failing states in North Africa and the Middle East, this 1s
creating enormous pressure on the south, with millions of displaced people seeking
shelter in neighbouring countries and across the Mediterranean in Europe — not to
mention the ongoing threat of terrorist attacks on the streets of our own nations.

These are serious issues warranting serious discussion, but they are not the
only challenges we face. Today, I look not to the south, but to the east, to
Russia. Last year, Russia did something that no other European country has done
since the Second World War: it took part of another sovereign nation by force.

With its illegal occupation of Crimea and its ongoing aggression in Eastern
Ukraine, Russia is undermining decades of work by the international community to

! http://www.nato.int/cps/en/natohg/opinions _120646.htm?selectedLocale=en
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create a Europe whole, free and at peace. And it is violating the principles of our
international rules-based system: respect for borders, the equality of nations, and the
settling of disputes by peaceful means. It is jeopardizing a system that has brought
unprecedented peace, security and prosperity to countless millions of people around
the world, and threatening to return to the days of spheres influence.

NATO Allies do not and will not recognise the annexation of Crimea. We
believe that the full implementation of the Minsk agreements represents the best hope
for peace in Ukraine, and we continue to urge all parties to do everything in their
power to meet their commitments — especially the ceasefire and the withdrawal of
heavy weapons.

Russia 1s a full party to the conflict and a signatory of the Minsk
agreements. It therefore carries a special responsibility: to stop the violence, to
withdraw its forces, to halt its arms supplies to the separatists, and to move from
confrontation back to cooperation.

This new situation is not what any of us wanted. For a quarter of a century,
since the end of the Cold War, we worked hard to include Russia, not to isolate
her. We wanted a strategic partnership based on mutual interest, on shared values,
and on the creation of a brighter future for us all.

To this end, the international community expanded the G7 to become the G8,
and invited Russia to become a member of the World Trade Organisation. At NATO,
we gave Russia a position of privileged access and influence unmatched in our
history. We created the NATO-Russia Council and offered to work together on
missile defence. We cooperated in areas such as counter-terrorism and combating
piracy off the Horn of Africa, and we worked together to bring peace and stability to
the Balkans and Afghanistan.

This cooperation benefited NATO and it benefited Russia. It brought us a
stable Europe and it brought Russians greater security and prosperity than ever
before.

But it appears that Russia has chosen a different path. I hope that one day we
can again be partners with Russia, but that day seems to me to be a very long way
off. President Putin has chosen anti-Western rhetoric and nationalist self-assertion as
the basis for his regime. He has sought to justify Russia’s aggressive actions on the
basis of a false narrative of Western encirclement. This will not be easy to
change. So we must stand by our principles and prepare ourselves for the long haul.

At NATO, we are responding to the rising security challenges in the east and
the south.

At our Summit in Wales last year, we reaffirmed our commitment to Article 5
of our founding treaty, which says that an attack on one Ally is an attack on all. And
we agreed to implement the largest increase in our defence posture since the Cold
War.

The centrepiece of the Wales Summit, the Readiness Action Plan (or RAP), has
already led to a far more visible military presence in NATO’s eastern Allies, with a
larger air policing operation, greater troop numbers on the ground, and an increased
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maritime presence in the Baltic and Black Seas. We are setting up local command
centres in six eastern Allies and we are doubling the size of our NATO Response
Force, with a Spearhead Force able to respond to a crisis in any part of the Alliance at
very short notice.

We are keeping NATO strong, because we believe that this is the best way to
deter aggression and to protect our Allies against any threat. But keeping NATO
strong is also the best basis on which to engage with Russia and to support our
partners — vulnerable partners like Ukraine, Georgia and Moldova, and also strong
partners like Sweden.

Sweden is one of NATO’s most active, engaged and -effective
partners. Sweden and NATO share the same values, the same commitment to
democracy, human rights, the rule of law and to the United Nations. And we share
the same dedication to building a safer and more secure world. To this end, Swedish
forces have stood side-by-side with NATO troops in NATO-led, UN-mandated
operations in Kosovo, Afghanistan and Libya.

Time and again, Sweden has demonstrated the effectiveness of its partnership
with NATO. The speed with which Sweden has been able to respond is due to many
years of close cooperation and interoperability with NATO forces.

Over time, our dialogue and cooperation have grown, with regular political
consultations on common security concerns. Our militaries work closely together,
with Sweden making a significant contribution to training, education and exercises, to
the implementation of UNSCR 1325 on women, peace and security, and to many
other partnership activities.

This closeness was recognised at last year’s NATO Summit, when Sweden
became one of the very first nations to receive what we call “Enhanced Opportunity
Partner” status. This is not an attempt at membership by the back door — membership
1s something separate and it remains a matter for the Swedish government and for the
Swedish people alone to decide whether you wish to follow that path.

But Enhanced Opportunity Partnership is an opportunity for deeper, more
significant and more tailored cooperation, both practical and political: to share
intelligence; to consult politically; to develop a shared assessment of the challenges
we face; and to consider further joint work to address those challenges. And it is
essential if we are to maintain and strengthen the interoperability of our forces.

Enhanced Opportunity Partner status also means greater access to exercises,
evaluations and training. Right at this moment, Sweden is taking part in the annual
‘BaltOps’ maritime exercise, the largest exercise in the Baltic Sea this year, including
ships from 17 countries. And in 2018, Sweden and Finland will take part in the High
Visibility Exercise in Norway.

All of these exercises are held with the utmost transparency — you can read the
schedule of our planned exercises on NATO’s website — and each is in line with all of
our international obligations.

This level and degree of cooperation is essential given the challenge of a newly
aggressive Russia. For Russia is also holding military exercises. But theirs are
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different. Russia uses loopholes in the provisions of the Vienna Document — the
agreement that should ensure openness and transparency of exercises — to avoid
notifying us of the largest military exercises in the post-Cold War era.

Three of Russia’s no-notice ‘snap’ exercises have included over 80,000
troops. One such exercise, in February last year, was used to deploy forces to annex
Crimea. Others have masked support to separatists in eastern Ukraine and led to the
build-up of forces on Ukraine’s border.

This 1s typical of Russia’s hybrid warfare, using all the military and non-
military means at its disposal to achieve its objectives. In Ukraine, it has used proxy
soldiers, unmarked special forces, intimidation and propaganda to create confusion
and obscure its true purpose, all within a cloak of deniability.

We must be ready to deal with every aspect of this new reality, and that means
working closely with allies and like-minded partners to decide how best to prepare
for, deter, and — if necessary — defend against hybrid threats.

A few years ago, Sweden and the Allies enjoyed a benign security environment
in the northern region. But we have to recognise that this has now changed. Sweden
has responded with an increase in its defence budget, by investing in new defence
capabilities, and by increasing its cooperation with its northern neighbours, including
Allies like Denmark, Norway and the Baltic states. More interaction with NATO can
also increase Sweden’s security.

Recent Russian behaviour is provocative and destabilising. It is only by
cooperating closely, by sharing our insights, and by being strong and standing up to
Russia that we can hope to one day encourage it to return to its rightful place at the
international top table.

Sweden, of course, is a member of the European Union, and closer partnership
between the EU and NATO is an area long championed by Sweden, and we are
grateful for your efforts to bring our two institutions closer together.

These past few years, the relationship between NATO and the European Union
has continued to strengthen. We have held more regular political consultations,
including on the situation in Ukraine. We have cooperated in operations, including in
the Western Balkans and the fight against piracy. And we have worked together to
improve our capabilities by encouraging pooling and sharing, and multinational
projects.

But given the scope and complexity of the challenges before us, I feel that we
must do more, demonstrating even greater unity of purpose. Especially as we deal
with hybrid threats and efforts to destabilise our neighbours. The countries of the
Western Balkans, Ukraine, Georgia and Moldova all aspire to a European
future. NATO is working with these countries to reform their defence sectors and to
build effective armed forces. And I hope there will be a role too for Sweden to help
here, both directly and through complementary activities within the EU framework.

We are also helping those that wish to move towards the possibility of NATO
membership. For instance, by the end of this year, NATO Foreign Ministers will
assess Montenegro’s reform progress, with a view to deciding whether to invite the
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country to join the Alliance. The European Union is helping these countries too —
helping them to stay on the path of democratic reform, to open up their economies
and to build effective institutions.

Together, we are helping our eastern neighbours to become stronger and more
able to chart their own course. This is our moral duty and it is also in our own
strategic interests.

The same logic applies to our southern neighbours. By complementing and
reinforcing each other’s efforts, NATO and the EU can help them to become
stronger, better able to look after their own security, and to project stability in their
region.

There is more that NATO and the EU can do and we are discussing how we
might work more closely together in areas such as countering Russian propaganda,
defence capacity building, maritime security, and cyber defence.

Ladies and gentlemen,

The reason Sweden is such a close and long-standing partner of NATO is not
simply because we face the same challenges, but because we share the same
values. We are all committed to maintaining a Europe that is peaceful, prosperous
and free. We are all committed to democracy, to human rights and the rule of
law. And we know that we are far more likely to protect all of these things if we
work together.

NATO-Sweden cooperation is a win-win situation for us all. It is a way for
Sweden to make a major contribution not just to its own security but also to global
peace and stability — in full respect of Sweden’s tradition of non-alignment.

So I look forward to our continued active engagement in the years ahead.
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BRITISH VIEW ON UKRAINIAN CRISIS AND EUROPIEN
SECURITY

Yulia Artyukhova
Ivan Franko National University of Lviv, Faculty of International Relations

Russian-Ukrainian conflict that has lasted for more than a year, is not a
"peripheral" event in relations between Kyiv and Moscow. It became a regional and
global scale, was a challenge and threat to international security. The international
community has not recognized the annexation of the Crimea, condemned Russian
military expansion in the Donbass.

At the same time, world diplomacy is trying to find ways and means to resolve
the conflict.

One of the leaders of these policies can clearly be called the UK.

So, Simon Smith, Ambassador Extraordinary and Plenipotentiary

United Kingdom of Great Britain and Northern Ireland in Ukraine assured
that:-

“We remain steadfast in our support Ukraine”' in one of his interviews.

Besides, the Defence Secretary has confirmed that the UK will provide a new
package of non-lethal equipment to the Ukrainian armed forces.

Five high-priority items will be gifted that will provide immediate benefit and
help save lives.

The items to be gifted are:

° 2,000 Mark 6 helmets

o 150 helmet-mounted monocular night vision goggles (MNVGs)
. 200 global positioning units (GPS)

o 220 hardened laptops

° 1,000 first aid kits

The total value of this package is approximately £850,000, including
transportation and contingency costs. The package has been provided in response to
requests from the Ukrainian Government. It is delivered to Ukrainian Armed Forces
and 1s designed to increase Ukraine’s defensive capacity and awareness of tactical
situations on the ground.

Defence Secretary Michael Fallon said: The UK is committed to supporting
Ukraine’s sovereignty, independence and territorial integrity in the face of Russia’s
aggression. This gift of non-lethal equipment is designed to prevent further Ukrainian
fatalities and casualties and to help improve situational awareness on the ground. Our
overall aim is to strengthen the defensive capability of the Ukrainian armed forces
and build the resilience that they need. The package is being provided alongside other

1http ://www.razumkov.org.ua/ukr/files/category journal/ambass 5 6 Ukr Ros 2014 site s-3.pdf



NATO in New Risky Environment: Current and Future Challenges 39

short term training activities, which were announced by the Prime Minister . These
will be delivered by UK military personnel to the Ukrainians in-country.

This support is in addition to ongoing Defence engagement activities with
Ukraine. They include support on crisis management, anti-corruption, Defence
reform and strategic communications. The MOD will also be delivering procurement
training in the coming weeks. Over the last year the UK has provided personal
protective equipment, winter fuel, medical kits, winter clothing and sleeping bags to
the Ukrainian Armed Forces. This prior support totals more than £1.2 million and is
separate to today’s announcement.

UK policy since the start of the crisis has been to provide non-lethal assistance
to Ukrainian armed forces, in line with HMG’s assessment that there must be a
political solution to this crisis. The MOD will continue to focus on support and
assistance that will reduce fatalities and casualties amongst members of the Ukrainian
armed forces, whilst building their capacity and resilience.

The MOD is also working closely with key allies through the US / Canada /
Ukraine Joint Commission for Cooperation and Defence Reform.'

In addition, David Cameron urged the EU to "uncompromising support of"
Ukraine. He said at a security conference in the Slovak capital Bratislava (19.06.15)
The government of President Poroshenko deserves support to hold the vital political
and economic reforms, and we need to provide this support, - said David Cameron. -
Britain does so through the Fund Good Governance (Good Governance Fund), we are
studying the question of what else we can and we must make clear: Ukrainian
victims, not the aggressors. " He once again accused Russia of violating international
law. "We must make clear: Donbass and Crimea is part of Ukraine. They were
recognized as Russia and the rest of the international community. The fact that Russia
has done and what it continues to do, is a violation of their obligations under
international law "- said British Prime Minister. This Cameron stressed that the
primary task of the EU is "to diplomacy has won success." "We must
uncompromisingly insist that Minsk agreements were fully respected by all parties.
The event must be uncompromising in its support for Ukraine", - he said.”

Prime Minister David Cameron said today that Europe confronts a huge
challenge, and one of them is supported by Russian aggression in Ukraine, when
Russia is trying to change the boundaries of Europe.

Furthermore, the Queen of Britain Queen Elizabeth II promises to continue
pressure on Russia for Ukraine. The UK will continue to put pressure on Russia to
comply with the respect for the sovereignty and territorial integrity of Ukraine.

This was stated by Queen Elizabeth II during the traditional annual speech at
the opening of Parliament."My government will continue to pressure on Russia to

*https://www.gov.uk/government/news/defence-secretary-announces-further-uk-
support-to-ukrainian-armed-forces

? http://www.unian.ua/politics/1091685-devid-kemeron-zaklikav-es-do-
bezkompromisnoji-pidtrimki-ukrajini.html
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encourage it to respect the territorial integrity and sovereignty of Ukraine, and will
insist on the full performance of the Minsk Agreement"'

Do not forget, that according to the Budapest Memorandum, Britain is one of
the guarantors of Ukraine's sovereignty.

Therefore, it can be concluded that British politics at all levels is:

e diplomatic conflict resolution,

e clear denial of the power scenario, no military solution; the Minsk
agreements are the only way that stability can be restored in eastern Ukraine
e non-lethal equipment support to the Ukrainian armed forces
e condemning aggression against Ukraine
e absolute rejection of violation of fundamental principles of international law
Brutal aggression of Russia against Ukraine threatens the security breach and
sustainable development not only of the European continent and in the all World.

CRISIS OF THE CONTEMPORARY WORLD ORDER

Arpad Arokhaty
Ivan Franko National University of Lviv, Faculty of International Relations

Nowadays, the whole contemporary world order experiences a great crisis,
caused by inability of countries' government to obey the common rules of the Game.
It is explained by the willing of powerful countries to get more influence, power,
resources and territory. Consequences of such changes are already tragic for
thousands of people in plenty of countries. Taking into consideration that these events
aren't the worst possible consequences of such actions, we should be afraid of further
crisis' development. It means a need to rethink the ground of the issue, to trace the
evolution of the Games' rules changes, develop a system of potential future risks and
challenges, based on intentions of aggressive countries and try to predict the possible
further flow of decisions and changes

Firstly, great attention should be put to the issue of excessive aggression of
several countries, in their political strategy and decisions as well. Defining the
reasons of such a behaviour won't probably destroy the whole crisis, but it will
definitely solve several problems related to the use of aggression by those countries.
This goal may be achieved by a number of steps made, such as measuring the paces
of weapon industry development or making the defense policy more transparent.
Other steps need to be agreed with both sides of the conflict.

Secondly, the ability to negotiate itself is being lost due to engagement of the
politicians to one person and his political interests. This fact doesn't sound like a
thesis for defining 21st century with it's democratic ambitions and promises of
peaceful sky above. However, it does exist and creates a lot of obstacles during the

! https://www.gov.uk/government/speeches/queens-speech-2015
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attempts to achieve a goal, which will be suitable for both sides. In my opinion,
solving this issue will be possible only deprivation of limitless power from one
person. Other minor reasons, such as unprofessionalism of people responsible in
those spheres, also cause numerous problems.

Thirdly, breaking the Rules of the Game may be caused by the imperfection of
the Rules themselves. It means inability to be flexible and appropriate for different
outlooks, goals, religions, etc. Solution of this issue can be found in rethinking the
principle of the Game, because major goals may have been changes within time.
Consequently, the rules are in need of remaking, as well. Such a step will allow to
make the Game suitable for various political regimes, goals and visions of
prospective future

Of course, it's not the whole list of steps, which need to be made in order to
find an exit from the crisis the world experiences, but even the issued mentioned in
this essay create a huge amount of work to do. In order to be capable of completing
such a great mission, we need to make a deep analysis of number of issues. This goal
seems impossible without calling in professionals in the following sphere. So,
holding events like the one we will all take part in 1s a great chance to reach the goals
been set and to overcome the crisis.

NATO: SECURITY CHALLENGES

Olha Balaban
Ivan Franko National University of Lviv, Faculty of International Relations

The problem of security and stability in the world is acutely relevant for each
country and for the international community in particular. The development of
communications, increasing interdependence of political and socio-economic
processes in the world set the stage for the rapid spread of any danger. Today the
threat to international security linked not only with the beginning of hostilities, and
can begin with a simple pressure of a button. It can lead to major and devastating
consequences and victims. So first of all we have to analyze the factors that make up
the international security and ways to improve its effectiveness.

Nowadays, mankind faces many problems that need attention and coordinated
actions: nonproliferation and arms control, including international terrorism; the
peaceful use of nuclear energy; environmental security; protection of human rights
and fundamental freedoms, including the fight against human trafficking. There is the
question of cooperation at bilateral and multilateral levels to solve these urgent
problems. Therefore, great importance is the cooperation of NATO member countries
among themselves and with their partners, especially towards the eastern direction.
And Ukraine isn’t an exception. Today is the first attempt of NATO, which
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systematically unify the work on issues that increasingly affect the security of the
allies on both sides of the Atlantic.

At first glance it may seem that among these challenges is nothing common.
But if you look closer, you can see they merged conceptually. These challenges don’t
only have certain similarities, but they also require NATO to have another approach
to the solidarity of the Alliance and its interaction with the international community,
including civil actors and the private sector.

The first common feature of these challenges is that they have not necessarily
the same impact on Allies. The terrorist attack on a particular ally may cause
collective anxiety, but not necessarily be considered as an attack on the alliance as a
whole. The decision on whether and how to react depends largely on a country that
has experienced an attack. So NATO allies should reconsider a way to identify totally
new situations using solidarity.

Another common feature of new challenges is that they do not necessarily
require a military response. Well-organized cyber attack can paralyze the country in a
manner which in the past could be achieved only through military intervention; while
NATO is unlikely to threaten military response.

In turn, the proliferation of weapons of mass destruction may require new
military means of protection, such as missile defense. However, the most suitable
approach remains a motivation to liquidate distribution through resolving regional
security problems and the application of economic and political actions.

In short, while transatlantic cooperation remains an essential element to
overcome the new security challenges, military "toolbox" of NATO is no longer
enough.

This leads to the third common feature of new challenges. As they are both
external and internal, both military and economic, they require a common approach.
So they require NATO to build structured relations with a number of civilian actors.

This applies to other international organizations such as UN and EU, but also
non-governmental organizations and the private sector, such as sectors of energy and
information technology. All these actors become partners, trying to overcome the
security challenge.

If the Alliance wants to be an effective security provider for its members, it has
to be a team player.

So we need a new balance between the present and the future: NATO should
develop a culture of political debate, not limited by the matters that directly affect
NATO's military side, and those that involve questions that may have "only" political
importance.

This will help to stimulate debates between Allies and reinforce NATO's
unique value as the main forum for security consultation between Europe and North
America, the world's strongest community of like-minded nations.
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CRISIS OF THE CONTEMPORARY WORLD ORDER -
CHANGING THE GAME RULES IN THE EURO-ATLANTIC
SECURITY SYSTEM

Oksana Blahovisna
Ivan Franko National University of Lviv, Faculty of International Relations

Deepening of interdependence and perception of necessity of peaceful
coexistence are the foundations of a state strategy for future development and
principles of foreign policy. However, there are factors that may cause reformatting
of existing global balance of power and interests, cause destabilization of the
situation and its development of undesirable scenarios — including spread of violence
with the use of armed force.

Modern global trends predetermine rapid and complex changes in the security
situation, and cause the emergence of new and transformation of old risks and threats,
against which no state has sufficient opportunities, and international institutions feel
more inefficient. Termination of “Cold War” without adequate rebooting
international law, the foundations of international relations and world order led to an
increase the turbulence that has engulfed every aspect of the world community life,
and threatening without the appropriate response unforeseen consequences.

The modern world has not become and in the medium term will not become
more stable and safe. Most of the actual threats have global (environmental pollution,
climate change, resource depletion) and network (terrorism, cybercrime, drugs and
arms smuggling, etc.) nature. The emergence of new threats, changes in their nature
and scope are faster than the acquisition of governments and international institutions
to effectively counteract them. All this requires adequate approaches to deal with the
threats and safety precautions.

Many theories explain the world order as rivalry or dialogue of civilizations,
through the appearance and disappearance of the centers of power, their struggle for
resources, leadership and the right to influence others. But the world is a much more
complex mosaic of all these puzzles and systems, where the centers of power, instead
of performing the functions of interdependent and interrelated bodies engaged in
competition with each other.

The main differences between the excising centers of the forces, in particular,
are that the basis of power of the USA and the EU are liberalism, anthropocentrism,
global network structures, finance; and China and Russia - authoritarianism, state
hierarchical structure and resources. The asymmetry of the foundations and their
instability determine the balance of power and instability of relations in the
international arena.

Instability of balance between the centers of power with alternate strengthening
of some and weakening of others — stimulates the growth of mutual distrust and fear,
aggravates the international relations and the security situation. The future of world
order will depend on the success of integration projects between the centers of power,
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their ability to unite other countries, to determine the overall values and interests, as
well as their willingness to compromise.

After the collapse of the socialist bloc and the emergence of new independent
states, European continent satisfied with certain balance of power and stability thanks
to substantial demilitarization of the region, through the Treaty on Conventional
Armed Forces in Europe, the refusal of Ukraine, Belarus and Kazakhstan from
nuclear weapons, and the settlement of the crisis restoration of the Baltic countries,
Eastern Europe and the Balkans.

Disintegration and reintegration processes taking place in the European
Continent (in particular, with the participation of Ukraine), the manifestation and
exacerbation of ideological, economic and political differences between ‘old’ and
‘new Europe caused an instability and the emergence of ‘frozen’ and potential
conflicts, national, ethnic, religious confrontation. This situation and its rapid changes
need constant attention of national authorities and the international community.

The painful loss of Russia's former satellites, its claim to superpower status,
regional leadership and exclusive sphere of influence — aggravate the tension and
cause instability of political, economic and military strength arrangement. The
presence of zones of ‘frozen’ conflicts, increase the risks of transition the existing
contradictions in armed clashes. The Russian-Georgian war in 2008 and the Russian-
Ukrainian conflict in early 2014 are the best evidence.

Negative phenomena in the field of Euro-Atlantic security in the region are
taking place in spite of the operation the high number of international organizations
which in varying degrees, concerned with security: NATO, EU, OSCE, CIS, BSEC,
the CSTO and GUAM. The absence of a single the principled position of the Euro-
Atlantic community against values, interests, threats to regional security, as well as
effective ways to prevent crisis effects and counteract them caused the failure to
agree on a new architecture of Euro-Atlantic security.

The role of a key link in the rivalry between the EU, US and Russia belongs to
Ukraine as a potential component of the integration of two competing processes: on
the one hand, the EU's Eastern Partnership and the expansion of NATO, on the other
— the Eurasian project in Russia. For EU with its bureaucratic approach to partnership
— Ukraine recently has not been a top priority, for Russia the prevention of
withdrawal of Ukraine from the orbit of its influence is a question of principle. In
these circumstances there is a risk of transformation of Ukraine into an object of trade
between the global players. To avoid this, Ukraine has become a real subject of
international relations - with strong domestic, foreign and defense policy, supported
by the majority of citizens.

Nowadays growing the importance of the reconfiguration of the global
institutions and mechanisms, regional and national regulation, in particular in the
field of security. On the success of this reconfiguration can be counted provided
coincidence position for the widest possible range of international actors relations and
the conclusion of legally binding agreements between them.
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The increasing influence on the processes of competition and cooperation the
world's centers forces will provide non-State actors: transnational companies, non-
governmental international organizations, online communities, etc. In the prevention
of modern threats and countering the main priorities subjects of international relations
must be the creation of a secure environment, establishing strong partnerships,
strengthening of collective security, the strengthening of trust between them and
fruitful cooperation, strong opposition to any attempts to unilaterally break the norms
of international law.

RUSSIAN-UKRAINIAN ARMED CONFLICT — A VIEW FROM
BRUSSELS

Yuliia Borys
Vasyl Stefanyk Precarpathian National University,
International Relations Department

“The main conflict for today is Russian-Ukrainian Armed Conflict, Ukraine is
on the central stage, all the world knows about our problem and care about us, Russia
1s aggressive, our government can change nothing, we are just suffering, Europe is
doing nothing but observing, NATO can help, but it’s not hurrying...” — that’s what
people think here, in Ukraine, watching television and reading news. They even can’t
think that there are other points of view, for example European vision or Brussels’s
perception. Chairman of the Ukrainian Parliament Oleksandr Turchynov said "It's a
hybrid war that Russia has begun against Ukraine, a war with the participation of the
Russian security services and the army." It’s true for all of us. But so many men, so
many minds. That is the point. Who knows the truth, if everyone has own?

We can analyze different points of view through different sources, the main, of
course, is press. Different magazines, newspapers and public internet pages are
publishing articles and interviews with our influential apex. For instance, Amnesty
International considers the war to be "an international armed conflict" and presented
photos proving involvement of regular Russian army in the conflict. Amnesty has
expressed its belief that Russia is fuelling the conflict, 'both through direct
interventions and by supporting the separatists in the East'. If Europe and “wise”
world is trying to stop Russia, how would it work? Al called on Russia to stop
violations of the laws of war, to 'stop the steady flow of weapons and other support to
an insurgent force heavily implicated in gross human rights violations.'

As for Nordic countries — on 9 April 2015 a joint declaration by the ministers
of defense of Norway, Denmark, Finland and Sweden and the minister of foreign
affairs of Iceland (which does not have a ministry of defense) was brought by the
Norwegian newspaper Aftenposten. The declaration first asserts that the Russian
aggression against Ukraine and the illegal annexation of Crimea is a violation of
International law and other international treaties and that the Nordic countries must
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judge Russia not by the oratory of the Kremlin, but by the actions of the country.
After pointing out that Russia has increased its military exercise and intelligence
gathering activity in the Baltic and Northern areas violating Nordic borders and
jeopardizing civilian air traffic, the declaration states the intention of the Nordic
countries to face this new situation with solidarity and increased cooperation. The
Nordic unity commitment is extended to include solidarity with the Baltic countries
and to collaboration within NATO and EU to strengthen also the unity within these
entities and to maintain the cross-Atlantic link.

But what about our main hero — Alliance? NATO Secretary General Jens
Stoltenberg hinted that NATO will not intervene in the conflict in the Donbas, but
will continue to assist Ukraine. Ukraine is not a member of NATO, and this is the
difference between Ukraine and NATO. Security assurances apply to members of the
alliance. It provides strong political support for Ukraine, practical assistance,
promoting reforms in defense, increasing the ability of self-defense. The most
important thing is to support the implementation of the Minsk agreements.

But still, as a lot of countries and organizations can stop the aggressor by some
sanctions. The Russian government's decision to send a truck convoy into Luhansk
on 22 August without Ukrainian consent was condemned by NATO and several
NATO member states, including the United States. NATO Secretary General Anders
Fogh Rasmussen called it "a blatant breach of Russia's international commitments"
and "a further violation of Ukraine's sovereignty by Russia".

The truth is, that Russian intervention in Ukraine and the annexation of Crimea
have changed the security environment in Europe. Not only did these events show
that the European Union’s policy towards Eastern Europe had to be redesigned, but
they also proved that many years of mutual efforts to build trust, transparency and
peaceful space between Russia and the EU had failed. Although it is difficult for
some politicians to admit, the European security system, which was seen as one of
the most stable ones, has crashed.

The Ukraine conflict is a crisis of the broader European security order. As
Brookings Institution’s Jeremy Shapiro has written, “Ukraine is actually just one
battleground in a broader struggle between Russia and the West over the regional
order in Europe.” Key players in the EU and the US have realized this. Up until now,
the common denominator between the allies has been diplomacy and sanctions,
coupled with economic support for Ukraine.

The events, which took place just beyond the Eastern border of Europe, were
unexpected. However, there should have been no shock. The European Union had
ignored some important actions made by the Russian government before the Russian-
Ukrainian crisis emerged.

So how can we prevent further events and actions? Not only Russian actions,
but also North Atlantic Treaty Organization steps concerning world safe and security.
Does the sixty-six-year-old alliance still matter today? I suppose yes, and it can stop
any kind of aggression. It is still effective, just needs some reforms and world will be
on safe.
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HYBRID WARFARE AS THE NEW THREAT TO THE SYSTEM
OF COLLECTIVE DEFENSE

Alina Cherkas
Ivan Franko National University of Lviv, Faculty of International Relations

Hybrid warfare can be defined as the use of a combination of conventional and
irregular methods such as military operations, cyber-attacks, propaganda, and
terrorist acts. The main aim of state and non-state actors is to create their own
information space in the weak country. The thing is that hybrid threats exploit the
“full-spectrum” of modern warfare; they are not restricted to conventional means.

The term ‘hybrid warfare’ appeared at least as early as 2005 and was
subsequently used to describe the strategy used by the Hezbollah in the 2006
Lebanon War. Since then, the term “hybrid” has dominated much of the discussion
about modern and future warfare, to the point where it has been adopted by senior
military leaders and promoted as a basis for modern military strategies.

Most conflicts in the history of mankind have been defined by the use of
asymmetries that exploit an opponent’s weaknesses, thus leading to complex
situations involving regular/irregular and conventional/unconventional tactics.
Similarly, the rise of cyber warfare has not fundamentally changed the nature of wars,
but expanded its use in a new dimension.

Warfare, whether it be ancient or modern, hybrid or not, is always complex and
can hardly be included into a single adjective. Any effective strategy should take this
complex environment into account and find ways to navigate it without
oversimplifying.

Concerning the role of NATO in the process of Collective Defence it has
traditionally stated its general aim as being to "safeguard the freedom, common
heritage and civilisation" of its members by promoting "stability and well-being in
the North Atlantic area". Today in fact it’s aim includes defence against hybrid war.
"Hybrid warfare combines different types of threats, including conventional,
subversion and cyber," said NATO chief Jens Stoltenberg. «Our best weapon against
disinformation is information, based on our values of democracy, freedom of speech
and open societies".

We can ask such a question: if there’s a hybrid war, should be a hybrid
response? When a country is attacked by conventional land, sea or air forces, it is
usually clear how to best respond. But what happens when it is attacked by a mixture
of special forces, information campaigns and backdoor proxies?

Nowadays hybrid warfare involves four threats: traditional, irregular,
catastrophic terrorism and special technology to counteract military superiority. The
environmental context in hybrid warfare is one of the chief characteristics of this type
of war. Hybrid war takes place on three distinct battlefields: the conventional
battlefield, the indigenous population and the international community. Today
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Ukraine becomes a testing ground for all these techniques. Russia’s main source to
influence people minds and brains is totally «independent» medias.

As the conflict in Ukraine illustrates, hybrid conflicts involve multilayered
efforts designed to destabilise a functioning state and polarize its society. Unlike
conventional warfare, the “centre of gravity” in hybrid warfare is a target population.
The adversary tries to influence influential policy-makers and key decision makers by
combining kinetic operations with subversive efforts. The aggressor often resorts to
clandestine actions, to avoid attribution or retribution. Without a credible smoking
gun, NATO will find it difficult to agree on an intervention.

Nevertheless, facing the current Russian threat, NATO considers it a necessity
to develop a set of tools in order to prevent hybrid warfare. Russia has risen its
military budget and has announced an ambitious military modernization.
Informational war, propaganda and cyber-attacks are already taking place in Eastern
Europe, especially in Baltic States. General Sir Adrian Bradshaw said that Putin
could use “hybrid warfare to seize former Baltic States™.

Hence hybrid warfare constitutes a far-reaching institutional challenge for
NATO. A solution would be to increase cooperation with the European Union as well
as Ukraine. By intensifying consultations and by engaging in joint planning, NATO
with the EU and Ukraine would be a solid counterweight to hybrid threats.
Undoubtedly, two parties should deepen their future relations.

Moreover, NATO needs to be present during the first step of hybrid warfare
and even before. Prevention represents the best possible means of countering hybrid
warfare since irregular threats are far more difficult to manage once they become an
over attempt at destabilization. That is why NATO encourages the Security Sector
Reform. The latter aims at strengthening a state’s resilience of their security sectors,
while embracing transparency and accountability.

More specifically is that Russian President Vladimir Putin’s hybrid war in
Ukraine has achieved two fundamental goals. First, it has reestablished a fault line
between Europe’s East and West, this time running along the Bug River and the
borders of the Baltic states. And second, it has injected into Western Europe a degree
of buyer’s remorse over post—Cold War NATO enlargement. Today, the limits of the
West’s collective response to Russia’s irredentist policies are in plain view,
foreclosing (for now) the prospects of any meaningful Western military aid to Kiev.

Putin and the Russian military have incorporated these tactics into a larger
strategy of 21st-century hybrid war. Valery Gerasimov, chief of staff of the Russian
armed forces, rolled this out in a January 2013 speech. He announced the Russian
military would engage in a “new kind of war” fought with “nonmilitary methods to
achieve political and strategic goals.”

These methods, Gerasimov explained, would involve fomenting popular
protests, using covert military measures and deploying special operations forces,
often under the guise of peacekeeping or crisis management. Such tactics, Gerasimov
insisted, had been used by the U.S. for decades. Now Russia would fight back in the
same way.
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Because of what Putin perceives as an asymmetry of military capabilities and
economic strength between Russia and the U.S. and its Western allies, he feels Russia
has to be more aggressive and smarter than its opponents in fighting this new kind of
war. This asymmetric, hybrid war, Gerasimov noted, requires “the close coordination
of military, intelligence and information operations.”

Russia’s military intelligence, the GRU, and the Federal Security Service have
been at the forefront of operations in Crimea and eastern Ukraine, as many observers
have noted. Russian diplomats and media have helped to maintain a coordinated
information-support campaign to persuade domestic and foreign audiences of “the
futility of any forms of pressure on the Russian Federation and its allies.” Gerasimov,
in another speech in February 2014, explained that this was also a goal of hybrid
warfare.

To sum up, the hybrid war poses an enormous threat to the international
community. The states, especially NATO and the EU, have to work closely and
elaborate an efficient plan to overcome it. If not, the consequences will be dreadful.

NATO MATTERS - IT IS ONLY THE MATTER OF APPROACH

Marta Ganushchak
Ivan Franko National University of Lviv, Faculty of International Relations

What is the main reason people violate each other’s security in the first place?
It is even better to say our security, for everything today is interrelated. Is it the elite
system, that is disrupting the stability, imperialistic background of some countries, or
maybe it is the human nature itself, which is conflicting and violent per se? There is a
huge list of such factors to consider. The point is that reaching a state whereas
stability remains on the same level is utopian. Although, it is very real to create the
optimal environment where all the actors can work alongside in order to create a
better security system. It is only the matter of time before the regional security will
regain its stability and will return to the usual flow.

New challenges arising do not leave neither time nor space for maneuvers and
adaptation; hence, NATO has to adjust quickly in order to be able to cooperate with
the global security issues, outbursts of aggression and other atrocities caused by
illegal and terrorist activity.

A debate about emerging 21st century challenges will remain elusive unless
every debate in NATO is not viewed as preparing military operations. Moreover, new
challenges affect the Allies in different ways. Hence, sometimes it is very hard to
agree upon the decision-making process and coordination. A terrorist attack on a
single Ally may generate collective concern, yet it may not automatically be regarded
as an attack against the Alliance as a whole. The decision about the response lies with
the country that has been hit. In contrast to the Cold War, when a Warsaw Pact attack
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on one NATO Ally would have triggered a collective response by the other Allies,
today’s challenges do not necessarily lend themselves to such a response.

Overall, there is a lot of work to be done in order for NATO to be compatible
with the modern challenges. Especially taking into consideration the recently
emerged Ukrainian crisis and Russian aggression. Many argue that NATO turned out
to be incapable of tackling the issue and stays in many parts ignorant of what is
happening in the Eastern Ukraine. Although, one must understand all the subtleties
NATO’s members are facing. Wrong decision can easily depict the Kosovo scenario.

However, NATO has been trying to adjust to the new challenges. Its 2010
Strategic Concept displayed the Alliance’s promotion of cooperative security through
partnerships with non-member governments, international organisations and non-
governmental organisations as one of its key goals. Unfortunately, it is less obvious
on practice.

Another point worth mentioning is the hybrid war. The lack of reaction on
NATOQO'’s side can be justified in terms of inexperience in such matters. The hybrid
war poses a tremendous threat to the regional security and calls for an immediate
response; NATO’s close location to the crisis unfolding and unconventional kinds of
combat and weapons, Russian forces are employing, makes us realize how fragile
“peace” in the world is.

Russia’s application of hybrid warfare in eastern Ukraine is a recipe not so
much for defeating Europe outright as for peeling the post-Soviet space away from
the rest of the continent. The war in Ukraine has already put paid to the idea of a
Europe whole and free and at peace.

Hybrid warfare neatly undoes NATO and its clear-cut territorial defense
commitments; which is understandable on one hand. Although, what about the 2010
Strategic Concept that displayed the Alliance’s promotion of cooperative security
through partnerships with non-member governments, etc.? What does that count for?
How is Ukraine to handle the “predator’s” invasion on its own? On the other hand,
the employment of hard power can trigger something even bigger capturing the
whole Continent in a nasty imbroglio.

The most important task for Europe is to recognize threats at an early
stage. American analysts including John Nagl, Daniel Bolger, John Schindler,
and John Arquilla have been pointing out for almost a generation about so-called
special wars, in which politics, the military, terrorism, cyberwar, and economic
pressure blend to form a destructive offensive wave.

Although NATO is one of the greatest society’s achievements of modern time,
it seems to be too week to meet present and future needs. Several times during crisis,
NATO has proved to be completely by-passed. Partially the problem is that NATO is
a union based on units of diplomacy rather than being a more democratic federal
union based on sovereign citizens.

Unless NATO members come as close as possible to the unanimous approach
towards the Ukrainian crisis, the stabilization and de-escalation are not likely to take
place.
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ACCESSION TO NATO AS WAY OF SOLVING THE DONBAS
CRISIS AT ITS INITIAL PHASES

Dmytro Holovchenko
Donetsk National University

During almost last two years Donbas crisis is one of the biggest problems of
European security. This problem could be solved according to example of Kharkiv
and other cities of South-Eastern Ukraine at its beginning. In spring of 2014 there
weren't so many heavy weapon for resistance to full army. But the main problem of
Ukraine was absence of full-acting army in gear. In 20 years Ukrainian army became
powerless because of total ignoring by the government. Ukrainian leaders thought
that international treaties with Russia, USA, GB and other states could protect our
country more effective than powerful army.

Such an attitude to the national armed forces could exist only if the "neutrality"
of Ukraine between the West and Russia would continue. In late 2013 the country
emerged circumstances that subsequently made very probable expansion of the euro
area close to the Russian borders. This situation has made the inevitable Russia's
attempts to stop the process of European integration of Ukraine. With the accession
to the EU Eastern border of Ukraine would become the external border of the EU.
Arrangement and protection boundaries in this organization is very seriously aspect
of its functioning. Therefore, using the experience of Georgia and Moldova, Russia
decided to create a pseudo-republics in Ukraine. Due to such formation in the
Russian-Ukrainian border formed gap, making it impossible (except political and
economic problems and inconsistencies) to accept Ukraine to the European Union.

This kind of situation, despite the partial isolation, satisfied Russia. Thus,
under the guise of "militia", the Russian government may maintain the status quo as
long as it need, because it is obvious that the Ukrainian army still inferior to the
Russian in its potential.

Therefore, there is a logical question - was there at least a theoretical decision
that would resolve the conflict in the Donbas in the early stages of its development?
Such solution could minimize loss of dead and wounded and damage to infrastructure
of two regions.

With the "ideality" of our world, Russia couldn't use force against Ukraine (and
even more so to annex part of its territory), as Russia was the guarantor of the
territorial integrity of Ukraine under the Budapest memorandum.

In my opinion, if we consider the military campaign of spring-summer 2014 in
Donbas as most productive as it could be at all, there is only one available option to
end this conflict at this time. It is Ukraine's accession to NATO. It is clear that
Ukraine even in theory had no time to go through all the formal procedures for
accession to NATO. However, it seems appropriate to consider the possibility of
solving the crisis in the Donbas in this way.
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April 8, 2014 special forces of MIA carried out cleaning of Kharkiv Regional
Administration from separatists in the ATO. However, despite the possibility of
holding such events in Luhansk and Donetsk, cleaning weren't carried out.
Argumentation of this kind of delay was that terrorists in these areas had too many
heavy weapons, while equipment for Ukrainian army only reactivated and was
preparing to return to operational status. Indeed, at the moment militants have not
only automatic weapons and machinery, "which were bought in voyentorg". Exactly
during the "awakening" of Ukrainian army, pro-Russian groups increased power to
hold positions in the area of Sloviansk and Kramatorsk for a long time.

On one hand, crisis that continues more than year, could be completed in a few
weeks in case of timely start of the integration of Ukraine into the NATO. The first
signs of gaining of considerable stocks of weapons by separatists began to appear in
the winter-spring of 2014, after they confiscated this weapon from power structures
buildings. Exactly in that time it would be appropriate to deploy significant troops
NATO Response Force in crisis regions of Donetsk and Luhansk regions and small
groups in areas, where there was risk of sabotage in other regions of the southern and
eastern Ukraine.

For understanding of speed of reaction and efficiency of NRF as an example it
is possible to cite the help of NATO to Pakistan in elimination of consequences of an
earthquake in Kashmir which happened in 2005. The first freights with humanitarian
aid were delivered in a disaster zone within several days after a request for the help
from the Pakistan government. In two weeks the first group of highly skilled military
engineers and physicians arrived on the territory where there was an earthquake. In
three months two air bridges (from Germany and Turkey) delivered 3500 tons of
humanitarian aid to Kashmir. For the same time specialists of NRF provided medical
care of nearly 10000 wounded and performed 160 major surgeries. NATO engineers
repaired nearly 60 kilometres of roads and removed over 41,500 cubic meters of
debris, constructed 9 educational and medical institutions and adjusted collecting
spring water for providing inhabitants.

Even if to take into account properties of NRF to transportation, but not
actually fighting capacity of this division, already in few weeks the Ukrainian army
would be completely equipped for carrying out military operations. And in practice
we have that even in one and a half years our army is substantially delivered not by
the government, but by the people.

On the other hand, if Ukraine joined NATO before the conflict in the Donbas,
the need to deploy NRF should partially disappear. Because in this case the Armed
Forces of Ukraine should be brought to the state, which would correspond to the level
of alliance. This level of readiness and equipment of the army would let them not
only remain in their positions, but considerably narrow the territory controlled by the
separatists in the short terms. That is use of forces of NATO (the main forces or
NRF) would be expedient only in case of obvious use of force from the Russian
Federation.
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However, it is obvious that neither actions of the previous or current
government nor the political crisis 2013-2014 helped Ukraine's membership in
NATO.

Whatever it was, in my personal opinion, timely Ukraine's accession to NATO
would not only prevent or stop all attempts to create pseudo-republic in Ukraine, but
also prevent the annexation of Crimea and could force Transnistria to self-destruct.
Thus, Ukraine's accession to NATO would bring much more positive effects as
compared with non-aligned manoeuvring between Russia and NATO.

CRISIS OF THE CONTEMPORARY WORLD ORDER AND THE
ROLE OF NATO

Marta Hryniuk
Ivan Franko National University of Lviv, Faculty of International Relations

In the end of 2013 the world system of collective security entered a new phase
of crisis. Illegal actions of Russian Federation against sovereignty and territorial
integrity of Ukraine have become a basis for the crisis of international organizations,
international institutions and international law in general.

In terms of scale of consequences for the system of international relations
Ukrainian events are being compared with the fall of the Berlin War, the Balkan
conflict and the United States’ struggle against terrorism. Today we’re the witnesses
of the creation of «Ukrainian precedent" and pattern of conflict resolution. In other
words, manner and consequences of resolving conflict in eastern Ukraine determine
the future world order. Rapid and radical solution of the Ukrainian crisis would help
keep intact the principles of the existing international order. But, due to the fact, that
the level of tensions is still increasing, the issue of the reorganization of the world
system of collective security becomes urgent.

Under the UN Charter, the Security Council has primary responsibility for the
maintenance of international peace and security. However, recently the Council has
demonstrated its incapacity and inability to meet the challenges of the contemporary
international life, as it was in Rwanda, Kosowo, Irag and Syria. Russian aggression
against Ukraine has opened a new dimension to the problem of the contemporary
security environment in the world, when a Security Council permanent member is de
facto a country-aggressor, that is under the immunity of the right of veto. So, Russian
Federation is able to block any unfavorable decisions and paralyse the work of the
Security Council even in the most critical situations. It also puts the issue of the
Security Council reform to a standstill. Under such conditions it seems that soon the
Security Council will loose its status as a core guarantor of international peace and
security, delegating these functions to the regional security institutions such as
NATO, EU, SCO and others.
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Proceeding from new realities of international relations, when the United
Nations recedes into the background, the role of the North Atlantic Treaty
Organization plays more and more important role. Russian desire to restore its Soviet
status leads to the revival of the old East-West division in strategic thinking. Those
tensions are visible in the debates over NATO enlargement to countries in the post-
Soviet space. Under such conditions, NATO is deeply concerned about its European
member-states, especially those, which are near Russian borders. For instance,
Lithuania, Latvia and Estonia are concerned about the possibility of Russian
aggression spreading from Ukraine to the Baltic region. Furthermore, after the
destabilization of the situation in Ukraine Russian Federation has frequently violated
the Baltic region airspace. It resulted in strengthening the defensive capacity of the
states of the region and incouraging the NATO partners to increase the
Organisation’s presence in the region.

It was reported in June 2015 that over 100 US armored vehicles roll into Latvia
in order to conduct the NATO Operation Atlantic Resolve, which aim is to
demonstrate Russia the willingness of NATO to provide defense and security of
Baltic allies - Latvia, Lithuania and Estonia. In response russian representative said
that Russia will strengthen its forces on the western border if the US and NATO
decided to place their heavy weapons in Eastern Europe. It was also noticed, that it
would be the most aggressive step of the Pentagon and NATO since the "Cold War of
the last century." Furthermore, Moscow has announced it is "completely" ending
activities under the Treaty on Conventional Armed Forces in Europe (CFE). So,
tensions between East and West are still increasing, reflecting the situation similar to
the Cold war. It should be also noticed that such notable figures as Mikhail
Gorbachev warned in 2014, against the backdrop of Russia—West political
confrontation over the Ukrainian crisis, that the world was on the brink of a New
Cold War, or that a New Cold War was already occurring. While the new tensions
between Russia and the West have similarities with those during the original Cold
War, such as rivalry for influence in Europe, there are also major dissimilarities such
as modern Russia's increased economic ties with the outside world.

Since the beginning of Russian military aggression against Ukraine in the West
have been talking about the revival of the role of NATO in the European security.
Today NATO demonstrates its full readiness to protect all member-states in
accordance with Article 5 of the North Atlantic Treaty. However, there are two major
challenges which may prevent NATO’s remaining the cornerstone of Euro-Atlantic
security system. The first is the global economic downslow, and, particularly, the
financial crisis in the European Union. European countries, which comprise the
majority of NATO members, may cut their defence budgets in order to manage their
financial predicaments, thus undermining their ability to cooperate effectively with
transatlantic partners. For instance, the leaders of NATO member-states at the 2014
Wales Summit agreed to spend a minimum of 2% of their Goss Domestic Product
(GDP) on defence. But in reality, only Estonia has fulfilled this plan, not taking into
consideration the United States, on whose shoulders falls a big share of funding
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NATO defence. According to the European Leadership Network report, only Baltic
states, Poland, Romania, Norway and the Netherlands has increased their spending on
the army. While, key NATO countries such as Germany, Italy and Britain even
reduced their spending on the army. It should also be pointed out that NATO
Secretary General Jens Stoltenberg called a 2014 year a “black one” for European
security. As it was reported in the annual report of the Alliance, in 2014 26 countries
have invested in defense Alliance 250 billion dollars, approximately seven billion
less than in 2013.

The second is the issue of cooperation with emerging powers (Brazil, China,
India and Russia) in the area of international security. The main question is whether
these states will cooperate with NATO in the global arena or they will pursue their
own security policies which will not coincide with NATO’s interests and goals.
Ukrainian crisis ones again showed that the NATO won’t be the main security
structure in the world. In 2014 Russian President Vladimir Putin signed a military
doctrine designating NATO as a the Number 1 threat. In response, NATO flatly
denied it is a threat to Russia and accused Moscow of undermining European
security. It’s also worth noticing that heads of governments of the 6-member-states of
the Shanghai Cooperation Organization (SCO) signed documents that pave the way
for the entrance of India and Pakistan into the grouping. Since these two states are de
facto nuclear powers, such spreading of the SCO can change the global balance of
power. Although the SCO is not going to be an analogue of the EU or NATO,
according to Russian top officials, a reason of strengthening this organization is clear:
the leading non-European countries of the world are ready to defend itself against
attacks on its sovereignty by the West and Russia 1s the mediator who provided such
union.

To sum up, the crisis in Ukraine has caused a drastic transformation of the
world system of collective security. The Security Council as a core guarantor of
international peace and stability was paralyzed by the veto privilege of SC permanent
members. Its role has been reduced to the general discussions and proclamations of
general declarations. So, UN has conceded its role in the maintenance of international
peace and security to regional security structures, such as NATO, SCO and others.
Possibility of Russian aggression spreading from Ukraine to the European NATO
member-states has become a reason for increasing of the Organisation’s presence in
the European region. Such news has caused indignation in Moscow. So, nowadays
we see the situation in international relations that is often called a New Cold War.
However, it has some significant differences from the Cold War in its traditional
sense. Although NATO's role in Europe has increased, we’re witnesses of imminent
strengthening of the Shanghai Cooperation Organization, which members are deeply
convinced that NATO is no longer the main military alliance on the planet.
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THE CRISIS OF THE INTERNATIONAL SECURITY SYSTEM:
CHANGES CAUSED BY "UKRAINIAN QUESTION"

Bohdan Ivakhiv
Ivan Franko National University of Lviv, Faculty of International Relations

Safety is the aim of the whole civilized world, one of the basic human needs
and the most topical problem today. With the end of the Cold War and the demise of
the bipolar world it could be stated about the appearance of not only a new system of
international relations, but also about the emergence of new unique situation that
requires effective safety systems that can adequately respond to all possible
challenges. And one could argue that the established system of international security
was really relevant for a long time, despite the significant global shocks (tragedy of
September 11, various regional conflicts, etc.). So, is it still able to provide peace and
security in the world?

One of the criteria by which determined is the effectiveness of any
international system is the effectiveness of existing security systems and their ability
to according to new tasks, to respond to modern realities and ensure relative "status
quo” at local and global level. And whether is it capable of, given current realities,
valid international security system, and in particular the UN Security Council - the
universal body set up with this purpose?

It should be noted that the UN Security Council itself is completely discredited,
because indigested in the 50 years of the last century system that was built on the
principle of compromise, as peace "hastily affixed" could not adequately exist. The
basic principle - reconciling the interests of the most powerful states that members of
the "nuclear club" did not justify itself, because such coordination is extremely
difficult, and sometimes impossible to achieve. The best illustration of the
inadequacy established by decision-making procedures are numerous meetings on the
so-called "Ukrainian question." In fact the UN Security Council turned into a useless
organization that is doing nothing but expressing concern can not make, it is blocked,
because when everything was created, no one could imagine that the state is endowed
with veto power, which was designed to protect peace and security in the world, will
itself become the aggressor. All resolutions and decisions can not be implemented
because Russia veto them all, which means actual blocking of legitimate way to
provide military assistance to Ukraine by other countries, so the logical question
arises about the urgent need to reform this organization or create a new to replace fit,
which would be consistent with geopolitical realities of today. There are many ways
for reformation, but none of them was implemented yet as there is an open
perspective of projects on reforming the UN and the Security Council in particular.

Events in Eastern Ukraine have once again proved that international peace and
security are under threat, especially when the aggressor is not "ghostly" terrorism, but
a real state that has a powerful nuclear potential. The whole conflict was the catalyst
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that led to increased security issues all over the world, and has forced all countries to
think about the defense of their own countries.

At first events in Donbas influenced the revision of NATO strategy, on its
eastern borders and the general concept of reacting. Recently, more and more news
are about the change of troops deployment and military equipment to be transferred
to the Baltic States, and Poland, which means that the Alliance leadership fears a new
"hybrid" attack from Russia further into the territory of Ukraine, and eventually the
borders of the Alliance.

Another important trend is the intensification of sentiment to build regional
security organizations. With the intensification of statements and actions of
Lithuanian leader Dalia Grybauskaite, who insists on rapid resolution of the conflict
in the east of Ukraine and strengthening sanctions against Russia, one could confirm
about the sense of real threat from the East, and the beginning of security sector
reform on the territory of the Baltic countries. Russia's actions against Ukraine
undermined regional stability and created a real threat to the Baltic republics, and so
next steps is the construction of the new strategy and the principles of cooperation,
formed a system of response and protection of the borders of Estonia, Lithuania and
Latvia. Numerous scandals with Russian military transport at the borders of foreign
countries are also a factor that accelerates the process.

A widespread view in the Western countries, including the leaders of Germany
and France, is to strengthen the security system. We can more often hear about the
necessity of establishing a new regional European organization, which would
strengthen the security of European countries, their systems of defenses and provide
the ability to act flexibly and preventively. The major impulse for the spread of such
attitudes serve to statement of European Commission President Jean-Claude Juncker
that Europe will convincingly react to the threat to peace both in the Member States
and in neighboring countries in case of a foundation of common European Military
Forces. . Certainly, talks and applications for the establishment of the European
armed forces have not turned into deeds (after all, this idea was considerably
criticized ), but it shows that many European politicians do not believe in the real
ability of NATO to resist the Russian Federation, and that the EU strives for more
independence from their American counterparts in the military and other fields.

So, with the beginning of a new phase of the crisis in international relations,
which started with the events in eastern Ukraine, the world began a qualitatively new
processes of restructuring and transformation of the security architecture. In general,
at the present stage there are the following trends: the spread of attitudes regarding
restructuring and changing of the UN Security Council, as one which has exhausted
itself, the desire to provide national security by all possible means, including the
formation of regional military alliances and review the efficiency of cooperation
mechanisms with existing military organizations. A significant role in the current
geopolitical arena is given to NATO as the only integrated community that has
enough political and military weight for conflict resolution not only in Ukraine but
also in Africa. This is the real force that is able to protect the international community
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from ISIL and other threats . But still the question remains whether can the North
Atlantic alliance give a strong-willed and adequate response to the aggressor and
whether we have another alternative in this situation?

CYBER SECURITY - THE PLEDGE TO THE FUTURE OF
UKRAINE

Yurii Ivanitskyi
Ivan Franko National University of Lviv, Faculty of Economics

Today's in the modern world more and more important role play cyberspace
and modern information technology in the life of the state, in economy and security.
We can't ignore the threats which associated with the use of high technology.The
international community is gradually beginning to realize that cyberspace becomes a
field of struggle, and this leads to the need elaboration of appropriate national
strategies and international security.

Today the most powerful countries in the world (US, EU, China and others) are
in the process of transformation of their own military capabilities in view of the
possibility of using the Internet. Many countries carry out or plan to carry out a
variety of information operations, and develop their capabilities in this area. Forming
special units that are designed to:

e Conducting intelligence work in networks;

e The protection of their own networks;

e Blocking and "drop" structures opponent.

The desire to regulate on internationally level the possibility of recognizing
cyber attacks "an act of war" indicates the level of concern of leading countries in the
field of cyber security.

Such attention to ensuring cyber security and creating means of cyber warfare,
forces the governments of countries to review its internal policies in cyber sphere.
This 1s due to the increasing number of cases using internet by intelligence services
and specialized military units other countries, technical capabilities and capacities of
transnational criminal groups specializing in cyber crime. This causes a change in the
policy of leading nations of the world to the possibilities restrictive and of censorship
policies as one of the forms of internal information policy. Increasingly countries use
so-called low-tech level of control, which includes bureaucratic, organizational and
restrictive methods of protect personal information and cyberspace from hidden
threats for data security and the dominance of foreign software.

It is easy to imagine the consequences of using Internet of some country in
order to destabilize the situation on the world market or in the defense system and
management other countries. For example, some states via organized hackers attack
can take control on computer systems of financial institutions in Europe and the US,
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as well as systems of energetics, safety of flying and even elements of the defense,
including nuclear defense of a country.

Thus, the policy of the West in the area of internal information space acquires
increasingly traits policies of the countries that traditionally belong to the
authoritarian, albeit with some significant differences. In authoritarian countries it is
observed policy of direct restrictions access. In the Europe the use way of increasing
amounts of data about users, national monitoring Internet traffic and the opportunity
to disconnect of individual network elements or its users. This emphasis on
"Monitoring discourse" caused by increasing number of telecommunication services
and networks, control of which are complicated for state police services.

Now we can observe the need to develop recommendations of transformation
in national security sector, caused by activity of the world's leading countries in
cyberspace, changes related to the internal information policy and the formation of
powerful transnational criminal groups specializing in crimes in cyberspace.

Most countries in the world are actively modernizing their security sectors in
accordance with the needs of our time, and especially - considering the potential use
of the Internet for military purposes. This process consist of:

e Active reforming systems of control of the security sector (creation of

specialized units, management structures);

e Streamlining the regulatory field that will ensure the integrity of

government policy in this area;

e Active explanatory work among the population about the dangers of cyber

threats;

e Increasing the number of units involved in cyber defense system;

e Development of cyber weapons and realization different test military

actions in cyberspace;

e Strengthening the control of the national information space (means of

access, content, etc.).

The trend of tightening control by the police for the content of the national
information space, network traffic, means of access to the worldwide network etc.
indicates a trend forming in the Internet classical rights and obligations of citizens
and the state, that exist in traditional country.

Ukraine needs to create adequate security system in a world that transformed,
where threats to national security are increasingly becoming features that different
from traditional threats. Domestic realities in the cyber security sector are showing a
number of important challenges that hinder create an effective system to counter
threats in cyberspace. These problems primarily include: terminological uncertainty,
lack of proper coordination of relevant departments, Ukraine's dependence on
software and hardware products of foreign manufacture, difficulties with personnel
filling the relevant departments.

Most of the agencies involved in the system of cyber security of Ukraine are
noted unsatisfactory staffing agencies relevant experts in the field of information
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security. Despite the fact that a number of higher education institutions (military,
civilian and departmental) provides training in various specialties, which can be
attributed to information security, but the quality of their training is largely
unsatisfactory. It should be noted that the inability to attract highly skilled
professionals (young professionals) to structures that are involved in the security of
the national cyberspace are associated not only with the quality of training, but a lack
of material and non-material incentives for such professionals to remain in the state
(military) service. In addition, there are no multidisciplinary research institutes
engaged in research to comprehensive information security (not just the problem of
restricting access to information or software technological security but also social and
humanitarian components and especially - a combination of both).

According to international experience, in addition to creating their own cyber
security strategy, Ukraine needs a comprehensive training program on combating
serious crime in the cyber sphere with purpose to the practical training of specialized
agencies and networking among institutions responsible for cyber-security state. In
addition to training at the national level is desirable Ukraine's participation in
European training programs on cyber security.

Despite the efforts of specialized agencies, according to some experts, Ukraine
is vulnerable still, not least because of overly broad introduction of foreign software
products and use of material-technical base of foreign production. The actual problem
is the creation of a national operating system for the use in the public authorities.
There are substantial comments from key national security organizations to this shift
to software open source. Ukraine needs to restore national capacities for the
production of material and technical base of telecommunication needs especially for
closed departmental information systems and incentives from the government create
a national anti-virus.

To form own strategy in the information sphere in Ukraine are required the
following steps:

e note the high level of activity and interest by the international community

in solving the problems of strategic information;

e consider the definition of information security that is comprehensive and

valued;

e examine the experience of other countries in this area.

Creating a real international consensus on this issue between the leaders-states
1s an objective necessity, because it is making impossible further rapid growth cyber
threats both nationally and internationally levels.

Ukraine is already feeling the effects of cybercrime and very interested in
actively participating in these discussions. International experience in combating
threats to information security is necessary for Ukraine as an example in shaping
appropriate policies and build their own system of cyber security.
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RECENT AND FUTURE CHALLENGES AND THREATS
TO UKRAINIAN REGIONAL SECURITY

Daryna Kacherovska
Ivan Franko National University of Lviv, Faculty of International Relations

Nowadays, the risk of intergovernmental armed conflicts and their uncontrolled
development increases, the practice of unilateral, illegitimate from the standpoint of
international law, actions which seriously undermine the stability becomes more
frequent, while the existing security mechanisms to support obviously can’t cope
with such challenges, even in level legal evaluation and regulation.

From outside the EU and/or NATO Ukraine can’t participate fully in shaping
the mechanisms of European security, and without their own powerful and effective
security and defense, in fact, is in the area of "security vacuum".

Modern processes of security and cooperation in the Black Sea region
experiencing major changes and create the basis for the formulation of new
approaches to regional stability.

The signing of the Association Agreement with the EU opens up an
opportunity for Ukraine to strengthen its positions in the regional dimension,
particularly in the Black Sea region, and give them a new quality. Ukraine should
propose a comprehensive approach that involves the formation of a system of
regional structures interaction Black Sea area in order to solve problems in the field
of politics and security.

Russian aggression dramatically worsened the security environment around
Ukraine and in the region. At the same time Ukraine received considerable
international support, both at the UN so in cooperation with the EU (political signing
of the Association Agreement), the OSCE and NATO. In terms of preservation of
national and regional security cooperation with NATO is essential. Russia ceased to
be a partner of NATO and is now regarded as the enemy.

In the new geopolitical conditions, taking into account regional processes and
the interests of the democratic world, it is clear that the Black Sea security system
should be based on a rigid counter the imperial ambitions of the Russian Federation,
which requires a wide range of flexible alliance of democratic states and their
associations. European Union focused on mass "soft power" is not ready to act in a
situation Russia means the use of "hard power". NATO's role in the new environment
greatly increases. In the conditions necessary confrontation "hard threats" NATO is
the basis of European security.

Given that non-alignment did not provide additional guarantees Ukraine's
national security, and national security sector and defense

i1s in crisis, the question arises as to more actively participate in collective
security systems operating in Europe and the wider Euro-Atlantic space. Political and
military cooperation with NATO is vital for Ukraine. The current focus of NATO to
protect its borders in Eastern Europe creates for Ukraine is extremely important
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chance to connect to the Alliance, to develop sectoral cooperation with Poland and
the Baltic states. Along with the military, Ukraine should initiate and coordinate
activities with the Alliance on energy, economic and information security.

It i1s advisable to separately put on measures of aggression diplomatic
confrontation, refusal of Russia imposed a political agenda for Ukraine by preparing
clearly defined from the position of Ukraine matters to be discussed at the diplomatic
dimension resolve the situation.

Given the signing of the political part of the Association Agreement between
Ukraine and the EU Ministry of Defense of Ukraine should launch cooperation with
the European Defence Agency and participate in EU initiatives «Pooling & Sharing».

It is also appropriate to initiate negotiations on nuclear states to conclude a
legally binding document that would supplement the provisions of the Memorandum
on Security Assurances in connection with Ukraine's accession to the Treaty on the
Non-Proliferation of Nuclear Weapons (Budapest memorandum) of December 5,
1994 Specific mechanisms auto the use of a number of measures to protect the
security of Ukraine and the leading countries of responsibility for breach of
obligations.

Because in terms of invasion and military threat remains, diplomatic
possibilities are limited agenda formulated Ukraine should bring to the Russian side
through western partners.

The failure of international organizations to make timely and appropriate
decisions in crisis management demonstrates the extremely low efficiency of existing
global and regional security mechanisms and puts on the agenda the issue of
reforming and adapting them to modern trends of world development.

Additional security guarantee Ukraine provide expanding economic ties with
the EU, in t. Ch. By creating a deep and comprehensive free trade zone between
Ukraine and the EU. Reduce the economic dependence of Ukraine from Russia will
boost the search for new markets for its products, t. H. On African and Asian
destinations, diversification of sources and routes of energy supply, attracting funds
from international organizations and private investors in energy conservation projects
and more.

Whereas, in the outer space around Ukraine formed new trends that are sources
of significant threats to the national security of the state to protect Ukraine's
sovereignty, territorial integrity, inviolability of borders, all this requires
understanding and making appropriate changes to key documents in the field of
national security and defense - Laws of Ukraine "On National Security of Ukraine",
"On Principles domestic and foreign policy of Ukraine "," On the National Security
and Defense of Ukraine "and the National Security Strategy and Military Doctrine of
Ukraine.
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NATO AND HYBRID WARFARE: COMPREHENSIVE
APPROACH FOR COUNTERING 21ST CENTURY THREATS

Kondrat Diana
Ivan Franko National University of Lviv, Faculty of International Relations

When country is under attack by conventional (air or sea) forces, it is usually
clear what respond should be given. But what if it is attacked by combination of
different special forces and information campaigns? There is no unequivocal answer,
so international organisations, responsible for secure, like NATO, have to adapt to
these attacks.

The recent Russian intervention in Ukraine has become a very controversial
issue nowadays. There are much debate about the effectiveness of hybrid warfare,
which i1s widely understood as a mix of conventional and unconventional, regular and
irregular, and also information and cyber warfare. Hybrid war exploits state’s internal
weaknesses through non-military means (like intimidation and manipulation), but is
still based on conventional military forces.

In the recent years important military forces in the world, including NATO,
have attempted to counter these so-called hybrid threats. The exact term appeared
approximately in 2005 and was used to determine the strategy used by the Hezbollah
in the 2006 Lebanon War. Hybrid threats possess the “full-spectrum” of modern
warfare; they are not restricted to conventional means. The North Atlantic Treaty
Organization representatives state that there is no agreed definition of the hybrid
warfare. So how can NATO leaders expect to develop any effective strategy if they
cannot even determine what they are facing. First of all, they should define what the
threat of the day is and focus on the specificity instead of hiding behind something
“hybrid”.

Responding to the conflict in Ukraine, NATO has decided to take on an
ambitious task: develop a set of tools to defend and deter against adversaries waging
hybrid warfare. In turn, Russia uses myriad tactics to achieve its target of diminishing
influence of the US in Europe and splinter EU’s ability to act collectively at different
levels of public life. ine shows, hybrid conflicts involve much efforts designed to
destabilize a functioning state and split the society. Unlike conventional warfare, the
“centre of gravity” in hybrid warfare is a certain group of population. The adversary
tries to influence influential key policy-makers and decision makers by subversive
efforts. The aggressor often takes the clandestine actions for avoiding retribution.
Without a credible smoking gun, NATO will find it difficult to agree on an
intervention.

Undoubtedly, prevailing in hybrid warfare presents NATO with an institutional
challenge.

NATO has a wide range of instruments at its disposal, but mechanisms of EU
Common Security and Defence Policy should also be taken into account. The
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Alliance needs to strengthen cooperation with international organisations, especially
with the EU to effectively counter irregular threats.

The Alliance has expended a great deal of effort recently to stay abreast of new
threats, especially in cyberspace. But still NATO as a military alliance will never be
able to embrace the full spectrum of challenges embodied in hybrid warfare.

The current NATO deterrence policy for hybrid warfare is based on a strategy
of rapid military response. This policy has three possible weaknesses. First of all,
member states may fail to agree on the source of a conflict, creating a significant
barrier to collective action. Then, to counter irregular threats, hard power only is
insufficient. Regardless of how rapid a response may be, deploying military force to
an area swept by hybrid warfare seems to be too late. Very often, the conflict evolves
under the radar. Finally, a deterrent built upon military force alone will not be
credible. To deal with irregular threats, NATO cannot simply rely on the strategy of
multilateral retaliation, or revive exclusively one course of action.

States that feel themselves vulnerable to destabilization can take measures to
strengthen the resilience of their security systems in advance. The transatlantic
community should call upon the countries prone to destabilization to take tools to
tackle the challenges of hybrid warfare. It means ability to provide public safety and
secure the rule of law, while embracing transparency and accountability. These
measures will not only prepare the country to counter external threats, but will also
help pave its way to prosperity and sustainable development.

The EU has incorporated this concept of Security Sector Reform into its
Common Security and Defence Policy operations. Effect of such approach is
illustrated by its first successful mission in the Democratic Republic of Congo. EU
also has recently launched an SSR mission in Ukraine. Combining strong security
sector and well-developed soft power serves as, NATO may secure peace and
stability in European and Transatlantic neighborhood, particularly against the
subversive threats witnessed in Ukraine.

NATO has no obligation to intervene in the conflict in Ukraine because
Ukraine 1s not a member of the Alliance, so Article 5 doesn’t work.. Nevertheless,
recognizing that Russia is not a country can be relied on not to attack member states
of NATO, basic shift in strategy is pressing. Today there are a few countries, who
may be the first to suffer from Russia’s hybrid war. Three Baltic countries are going
to ask for a constant presence of NATO troops on their territory to act as deterrent to
the Russian militaries. Russia is willing to intimidate neighbours and change borders
by using hybrid forces. NATO’s presence in the eastern borders of the organization
may serve as a deterrent.

I believe the Alliance should expand its capabilities and strengthen its
cooperation with the EU to effectively defend against hybrid warfare. Conflict in
Ukraine needs a comprehensive approach, through which NATO and the EU will be
able to employ an entire palette of instruments. By embracing the concept of SSR,
NATO and the EU can focus their efforts on the most vulnerable states and help them
to become more resilient against destabilising threats. Situation in Ukraine is the
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opportunity not to be missed for two organisations to advance their partnership to a
new level. By more closely coordinating their efforts, NATO and the EU could not
only avert irregular threats, but could help maintain peace and stability in the Euro-
Atlantic area at least for the nearest future.

WAVE OF FAILURE STATES

Olesya Kopchak
Ivan Franko National University of Lviv, Faculty of International Relations

Who can decide batter what the country need, NATO or the country itself? But
what if one country want another to be a part of it, I would like to concentrate more
on a future challenges.

As we see, nowadays, every superpower can start a war, can control politics of
smaller countries and even foreign policy, and even influence the results of president
elections. So, if they need some part on a globe, they can take it with no obstacles and
judgments. All they need is to create a legend, saying “We need to help, we can’t
sleep while our brothers live under the torture”. And the war started, but nobody
cares, it is batter to believe in legend than to be against superpower.

Our coin has another side, while we live in the world when international
organizations have not enough power to stop these injustices, reminding us toothless
tigers, in many countries liberation movements can started with ambitions to be
independent, so that’s the problem, nobody can control these movements, and
unfortunately any country can feel preserved of it. Bigger problem is that democratic
states can face it earlier and with increased possibilities to collapse.

International organizations have such a complex decision-making system, to
my mind, it is easier when not every member voice will be taken into account,
because international community will always stay on the same place. Discussion of
the problem does not save peoples life.

All around the world nations can see that nothing can stop them in willing to be
independent, and in my point of view, in recent years we will see the rise of state
collapse. The problem we all can see in Ukraine is a good example; we can see two
problems in one, first is that superpower want to take a part of it, and another that
they even don’t need to create this legend because people who live on this territory
were under the influence of propaganda for all twenty-four years of Ukrainian
independence.

International organizations like NATO, EU, and UN have to stay on a stronger
position, and not to wait for the moment when the situation reaches a critical level.

Only with the influence of international community world collapsing can stops,
only after simplification of the decision-making process actions will take place earlier
death of millions.
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COUNTERING TERRORISM IN CONTEMPORARY REALITIES

Kate Koptsyukh
Ivan Franko National University of Lviv, Faculty of International Relations

Terrorist act in September,11 2001 was the beginning of a new era of
terrorism. If earlier in the hugest terrorist acts were about one hundred victims, there
were approximately 5000 people, who died in the USA in September,11 2001. But
the main weapon, which was used by terrorists in US, was a psychological one. And
that 1s why any citizen of America can not feel safe.

All the nations of the world faced at least one time with the threat of terrorism.
Bombings in London, Madrid and Moscow added the the acuteness to the situation.

"The European Convention on the Suppression of Terrorism" (1979) defines
terrorism as the use of non-state violence or threats of violence in order to play havoc
in society and achieve political change.

The main trend in contemporary terrorism has became a terrorists reorientation
because of loathing of political regime, their leaders and fighting with them on ethno-
national and religious terrorism. Another feature of the new age of terrorism is using
in their attacks scientific and technological achievements, which are leading to a
fundamentally different scale of destruction and the number of casualties. The
terrorist attacks of modern times are quite difficult from a technical point of view,
they require a special professional training, which indicates a new level of
organization of terrorist acts.

The world came to the understanding that terrorism poses a threat anytime and
anywhere. Henceforth person, regardless of nationality, color, religion in any corner
of the world can not feel safe. No country (even the most powerful) is unable to
defend itself from terrorist attacks. This indicates how the world is vulnerable to
terrorism and reaffirms that this issue should be solved together by all countries. The
problem of prohibition of international terrorism should unite all the entire civilized
world. And the example of this was the creation in 2002 of the international anti-
terrorist coalition led by the United States. More than 100 countries have declared
their support in the fight against terrorism. There was agreed a military concept for
defense against terrorism, which sets out four categories of possible military activity
of NATO such as:

e defensive measures;

e overcoming of the consequences;

e active anti-terrorist activities;

e and cooperation between military and civilian.

The concept requires NATO to deploy armed preparedness with the aim of
containment, interruption, preventing terrorist attacks or protecting them there, where
it will require without any geographical restrictions. It also provides willingness of
Allied forces to assist the country's leadership, at its request, in dealing with the
consequences of terrorist attacks.
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The most effective fight against the terrorist threat is a preventing terrorist
attacks and the high level of preparation of security services.

Numerous government agencies around the world are struggling with the
terrorist threat. Some - with more, others - with less success.

Madrid, March 11, 2004. Bacause of the railway bombings 191 people from 14
countries were killed, and almost two thousand were injured. Terrorists of "Al
Qaeda" hoped for panic and great public attention and they got it. Then Spain
withdrew its military from Iraq and was one of initiators of coordinated pan-
European fight against terrorism.

London, summer of 2005. A series of explosions shaked London subway and
caused panic. 52 people were killed and more than seven hundred people were
injured. British are improving its strict anti-terrorism legislation. Among other things,
it is allowed to use as evidence in court the observed telephone conversations, to
arrest without trial and to deport foreigners suspected in terrorism. And also declares
it to outlaw visiting camps of terrorists and provides judicial responsibility for
promoting terror.

French anti-terrorist activities intensified after every huge attack. In 1995,
when Islamists attacked the subway in Paris, France used the law to combat
terrorism, adopted in 1986.

In France, since 2006 an anti-terrorisn law joined the action. This law allows
police to fire on a car that did not stop at the request of law enforcement at the test
point. The term of temporary kept in custody was enlarged till 6 days and the
measure of punishment was increased.

In 2008 in the direction of international direction there was a beginning of the
control test of documents at a distance of 20 km from the French border.

In November 2014 the National Assembly of France passed a law against
terrorism. According to him, it is forbidden for persons suspected of terrorism to
entry and exit the country, intercept calls, blocking web sites etc. Also the passport of
suspected terrorists can be seized for a period from 6 months till 2 years. And
entering France is prohibited for his family.

This paper also introduces the term "individual terrorism" against attacks of
so-called "lone wolves". One of them - Mehdi Nemmush who killed four people in
the Jewish Museum in Brussels last May.

This law 1s also struggling with radicalism in the Internet. Providers must
delete information (which may contain calls for terrorism) at the request of
authorities or editors.

Therefore, to overcome the negative phenomenon of terrorism, we have to look
for effective ways of combating it.

To do this, all countries should work together in the fight against terrorist
organizations, which sometimes justify their actions because of highest goals: the
struggle for independence, the right of any ethnic group to defend their religious
interests. If herewith any terrorist methods will be used, then such activities should be
considered negative and unacceptable to the global community. In the XXI century
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we should create other mechanisms - mechanisms that exclude acts of aggression and
violence.

DESINFORMATION IN THE RUSSIAN-UKRAINIAN
CONFLICT OF 2014-2015

Alina Kovalenko
Taras Shevchenko National university of Kyiv,
Institute of International Relations

Powerful information campaigns have always been a precondition of any
military conflict. Their aim was, first of all, discreditation of an enemy and formation
of a its image. One can face numerous disputed facts when dealing with the Russian-
Ukrainian conflict. Russian information warfare has started long ago and is aimed
against every country where Cremlin has got a geopolitical interest. Among the
peculiarities of this war is the fact that many people does not feel they are being
desinformed. In many cases it is absolutely difficult to predict the aim and instrument
of every attack.

The main objective of the Russian government is to change the main theatre of
war from the physical to psychological, where NATO might appear to be absolutely
useless and uneffectve. As was stated by Russian experts: “It appears that wars will
be carried out not on lands but in the heads of people™.

Information warfare is connected with a psychological warfare. There are
specific American terms, which emerged after WWII such as PSYWAR
(psychological war) and PSYOP (physiological operations). Psychological operations
are aimed at transmitting to outer audiences certain messages, which are to affect
their emotions, motives, objective thinking and to make an impact on the behavior of
governments, organizations, groups and individuals. Psychological operations are an
integral part of economic, diplomatic, military and information measures of any state.

PSYOP can be aimed at fueling tensions, paralyzing the mechanism of
decision-making by undermining control instruments. Russia Today is trying to
desinform the world community and, to put it stronger, to make everyone doubt the
situation in Ukraine.

Russia controls the information space in some regions of Ukraine and is
outraging a massive informational warfare against Ukraine. Among its main
objectives, for example in Crimea are neutralizing the pro-Ukrainian supporters and
integrate Crimea into the system of the Russian propaganda media. In Luhansk and
Donetsk regions it is trying to fuel separatism and intolerance to Ukraine.

Among the main instruments of the Russian propaganda towards Ukraine are
the following:

e Desinformation

e Emotionally colored rhetoric
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Negative images formation

Psychological pressure

One-sided information

References to anonymous or doubtful sources

Church and different celebrities can be used to strengthen the message and its
impact. Pro-Russian movements can play a great role in Russian propaganda. Among
the most active ones are the following:

e In Donetsk region — The Donetsk People’s Republic which sees itself as

“People’s and Democratic Movement” and claims power in the region;

e In Odessa — “Kulikovo Pole” which is an amorphical union of different
organizations and movements in the city, who carry out their own
information campaign aimed at decentralization and anti-Ukrainian
activity.

e In Luhansk — “The Luhansk Guard”, this stands for the idea of
federalization, and Cossack organizations such as “Rusichi” and “Russian
community”.

e In Kharkiv — single individuals of federalist movements.

It 1s important to note that the Russians carry on the information warfare not
only in mass media. For many years Kremlin has considered the importance and
effectiveness of social networks. That’s why hundreds of highly-financed “trolls” are
active in social media, disseminating pro-Russian information and desinforming
users. Their main objectives are provocations, commenting, pro-Russian propaganda
and popularization of the Russian external policy.

To sum up, it is important to understand that the events of 2014-2015 has
clearly demonstrated that Russia has numerous instruments to carry on a full-scale
information warfare. The increase of media grammar among people is the only way
to combat this danger. Today Ukrainian users can easily indentify pro-Russian bots
and trolls in social networks. But for the sake of the media knowledge Ukraine can
successfully win in this information war, in which many well-known technologies are
useless.

BALTIC SECURITY AS AN INTEGRAL PART OF
TRANSATLANTIC UNITY AND THE RUSSIAN THREAT

Taras Kozachenko
The National University of Ostroh Academy

Since the Baltic States joined NATO in 2004, Baltic region has become one of
the most important courses of actions of NATO’s activities. The Baltic States have
been endangered by the presence of Russia, which considers this region to be its
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geopolitical space. It means that providing safety for this region is one of the most
important tasks that NATO has been facing for the last ten years.

Baltic region is strategically consequential territory both for NATO and Russia.
As for NATO its members can use this region as deterrent aspect of Russia’s
imperialistic aspirations. In case of Russia this region is essential because of the need
to build overland connections to its enclave Kaliningrad, to get wider access to the
Baltic see and to discredit NATO as an international military-political organization.'

At the present time, when the conflict between Ukraine and the Russian
Federation is continuing its escalation, Baltic security becomes more vital for NATO.
Not only Estonia, Lithuania and Latvia consider the possibility of Russian aggression
in the region to be quite real, but NATO in general as well. There are many reasons
for such a conclusion, for example, the great accumulation of the most experienced
Russian military forces near the Baltic borders and numerous announcements of
Russian state officials about the possibility to occupy Baltic region in two days.” It
looks quite realistic because of the low quantity of troops in every Baltic State, taking
into consideration the fact that in 2014 their number was 20 000 in the whole region.
Thus the necessity of taking measures to provide peace in this region is quite
obvious.’

On 4 September 2014 the Wales Summit was convened to approve a Readiness
Action Plan to ensure the Alliance is ready to respond swiftly and firmly to new
security challenges. Along with the problem of Afghanistan and Ukraine this plan
envisages accomplishment of numerous measures for guaranteeing peace in Eastern
Europe. They include increasing the number of NATOs squadrons from 4 to 16 for
patrolling the Baltic States. The number of warships was increased too in order to
perform military service. NATO conducted over 200 manoeuvres in 2014 and
several in 2015 to put some psychological pressure on Russian authorities and to
show its unity. The most known of them are “Loyal spear” in Estonia (16 - 23 May),
“Loyal Spear II” in the Baltic countries, Germany and Poland (2 - 8 September),
“Iron sword” in Lithuania (2 - 14 November), “Saber Strike” in the Baltic countries
and Poland (1 June 2015) and “Baltops-2015” in the Baltic Sea (20 June 2015).

' Baltic Security: Russia’s Threats, NATO’s Capabilities and the “Belarus Factor”
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Regarding the Action Plan NATO took adaptation measures, which have led to
creation of multinational command and control structures on the territory of eastern
allies. However, despite such measures, the security of the Baltic States is still on the
low level. The only things that can stop Russia from military intervention are the
Baltic States membership in NATO.' So, basically, security of Estonia, Latvia and
Lithuania is based on the political promise pointed out in the Article 5 of the North
Atlantic Tlreaty.2

During the last two years Russia did a number of actions focused on subversion
of NATO through Baltic vector. It has already started a hybrid war not only against
the Baltic States, but also NATO, whose unity depends on the security of all its
members. Russia continues subversive activities against Lithuanian, Latvian and
Estonian governances in the form of misinformation, propaganda of violence and
ethnic hostility, psychological pressure on society, cyber-attacks, interference in
economic and political life. Besides, there are many similarities within what is
happening in Ukraine and what might happen in the Baltic States, for example, the
ethnic factor, which is more apparent in Baltic region than in Ukraine. It consists in
the large number of ethnical Russians or Russian-speaking people. This factor can be
used quite realistically and cause Russia’s intervention as it was in Ukraine. The
“Kaliningrad factor” also has its place in the possibility of Russian aggression. The
safety of this enclave is very important for Russia because of its strategical location
and aggression against the Baltic States is one of the ways to insure this security. The
seriousness of such danger is confirmed by numerous Russian official
announcements. One of these announcements was done by Nikolai Tsykanov, who in
summer 2014 publicly claimed that the West is going to organize Maidan in
Kaliningrad and that Russia will take measures to secure this enclave. No wonder that
sometimes there is no dofference between “the Kremlin’s secure” and “Kremlin’s
aggression”. 3

Russia is currently flaunting muscles to the Baltic States. It is already planned
to organize large-scale Belarusian-Russian training “The Shield of Union — 2015” in
September 2015. Such actions cast an opinion on possibility of Belarus potential
participation in potential military operation against the Baltic countries. Moreover,
Russia is opposed to expanding of NATO military presence declaring that such
actions can increase tension between Russia and NATO. Kremlin even claimed about

' 30,000 troops, 6 rapid units: NATO increases military power in Eastern Europe
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the possibility of nuclear responds to NATO if it deploys forces in the Baltic. Such
threats were made to Denmark by Russian Ambassador Mikhail Vanin, who said that
Danish military ships can be a target of Russian nuclear missiles. '

However, when Russia threatens with nuclear weapon or announces its plans
regarding the Baltic, its main target is not the Baltic republics but the USA and
NATO as a military-political organization aimed to protect its members. The Baltic
security in case of transatlantic unity is one of the vital aims. Russia’s aggression to
Baltic region will destroy the NATO as the union, because no one would like to be a
member of the organization which does not fulfill its duties. Russia’s hybrid
aggression to the Baltic States jeopardizes the existence of transatlantic union. That is
why Baltic security is an integral part of NATO unity.”

The conflict in Ukraine is one of the most obvious examples of discrediting US
as the greatest world power. Russia violated the principles of Budapest memorandum
thereby jeopardizing the image of the United States and the United Kingdom that
signed the memorandum. The Russian Federation questioned the power of these two
global international actors and openly showed that their guarantees are worth nothing
and can be questioned by other actors on international arena. However, such political
declaration guarantee as Budapest memorandum cannot be compared to the security
guarantee confirmed by Article 5 of the Northern Atlantic Treaty.’

The Baltic States are endangered by the Russian Federation. During the last ten
years the security of this region in terms of transatlantic treaty was only symbolically
confirmed and now it aims to convince Russia that aggression in the region is
impossible. NATO members were deploying small amount of troops in the region,
but in general the situation looked like the Baltic region is alone to face Russia’s
threat. Safety of Latvia, Estonia and Lithuania was guaranteed only politically. The
state of affairs in Baltic region and NATO’s passive actions during conflict in
Ukraine only enhance the appetites of Russia.*

NATO has to take numerous measures for preventing such a scenario. The
members are already increasing their force deployment in case of Wales Summit.
Apart from that it should create appropriate conditions for more effective supplying
of the forces. However, the security of Baltic region cannot be only the NATO’s
duty. The Baltic States should increase the number of their troops and extend the
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defense budgets in case of their existence. To get new assurances of the Baltic States
safety Latvia, Estonia and Lithuania should increase the collaboration with Nordic
Battlegroups countries and expand the integrity of BALTBAT. The importance of
BALTBAT consists in the need for joint military command of the Baltic countries.
Besides, Estonia and Latvia can get new experience joining LITPOLUKRBRIG.
Participation in this brigade can teach the Baltic republics the methods of workfare in
case of hybrid war.'

Russian aggression to the Baltic States is quite realistic and has its geopolitical
reasons, which include the need of wider access to the Baltic Sea and solving the
problem of Kaliningrad enclave. However, the main target of Kremlin policy in this
region is a possibility to destroy NATO, which already has a land border in Baltic
region with Russia. Kremlin has already started the hybrid war against the Baltic
States and tries to question the authority of NATO as a global military-political
organization. That is why Baltic security is indeed an integral part of transatlantic
unity and it has to be strengthened.
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RUSSIAN PROPAGANDA: HOW DOES IT LOOK LIKE

Iliya Kusa
Taras Shevchenko National university of Kyiv,
Institute of International Relations

The occupation of Crimea by pro-Russian forces has been accompanied by a
remarkable propaganda push by Moscow — an effort that has infiltrated western
media and helped redefine the debate in Russia’s favor. This operation can be known
as the biggest information physiological operation in history, given the fact how
much resources were thrown into its realization.

And then media pressure has mounted on the peninsula. By shutting down
independent press, Russia controls more of the story; by spreading half-truths and
rumors, the Kremlin not only confuses opponents but also sows unwitting support for
its cause; finally, by pushing the boundaries with its version of events, Moscow’s
leadership can force other countries to play by its own very pliable rules. Win the
“information war”, as one Russian MP calls it, and you can gain the upper hand
without ever firing a shot. This 1s exactly the evidence of how Moscow realized all
the advantages of using information rather than military in the war against its
enemies.

Vladimir Putin’s Kremlin has been silencing independent voices one at a time
for months, effectively dismantling the press. In December, Putin ordered the
“restructure” of the state-owned but historically independent RIA Novosti —
liquidating most of the outlet, merging its remains with Russia Today and installing
as editor in chief Dmitry Kiselyov, a TV presenter notorious for saying gay people’s
hearts should be incinerated and playing up how Russia can turn the US into
“radioactive ash”.

Putin, for whom recent events in Kiev have been not only unfavorable but a
threat, wants to rebrand history in such a way that it protects him. To that end, a
constant theme spouting from Russian sources has been the Ukrainian revolution’s
alliance with “fascists” — a vague word that’s become a catchall for anti-Semites,
terrorists, insurgents, anarchists and thugs.

Though there were nationalists and far-right nationalists among Kiev’s
protesters, and there are some in the new interim government, there decidedly
weren’t and aren’t many — if any — bona fide fascists. This line has been both taken
up and debunked (thoroughly), but any discussion of fascists at all is a Kremlin win.
If you’re busy trying to decide how anti-Semitic Ukraine’s right wing is, then you’re
not busy watching Russian soldiers slip across the border. (Ukraine’s chief rabbi
is stalwartly pro-Kiev, by the by, and has taken up propaganda-busting, pointing out
that the diverse anti-Yanukovych coalition is now anti-Putin.)

Putin has also insisted that Yanukovych’s ouster was not just illegal but a coup,
and he has pointed fingers at the west for orchestrating and backing the culprits.
Again, slivers of truth work in Putin’s favor: Kiev’s parliament removed Yanukovych
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on constitutionally murky grounds, though everyone else has now accepted them,;
because Senator John McCain and European leaders visited Kiev, it looks like the
west really did back those obstreperous radicals. Considering Russia’s control over
media, this alternate version of events — it wasn’t a revolution, but a coup — is not
only not absurd, but a direct appeal to skepticism toward the west and its history of
meddling.

Skewed facts, half-truths, misinformation and rumors all work in the
propagandist’s favor. By playing up a law that would diminish the Russian
language’s official status, Kiev looks like it’s persecuting Russian speakers (though
the vetoed bill does not ban Russian).

The one thing the Kremlin loves more than misinformation is when the western
media pushes oversimplified stories. The idea that Ukraine is evenly split between a
pro-European west and a pro-Russian east actually fits with Putin’s preferred version
of events; saying there’s any “one map” you need to understand Ukraine’s crisis”
risks unwittingly spreading the Kremlin’s story.

By spreading talk of fascists, of gangs of unknown armed men, of coups and
self-determination and persecution — while sending armed men into Ukraine, egging
on real and staged protests, bribing politicians and blocking the media — the Kremlin
is enacting and realizing its propaganda on the ground.

Despite the obvious dangers of carrying on this way, the Kremlin looks
committed to its path. But as any actor, propagandist or politician should remember,
the law of unintended consequences means that not even Moscow can know where
this ends. Aggressive rhetoric can attract nationalists and ultraright movement to even
more radical behavior and what happens if Moscow fails to build the highly dreamt
post-imperial project of “Novorossiya” in Ukraine. Tricking with nationalists and
radicals is a path to nowhere for Russian government, which simultaneously tries to
exclude such radicals from the political life of the country.

So, to sum up, that is the concrete image of the Russian propaganda and its
goals in the war with Ukraine.

New Challenges in the Global Security
Environment — How to Counter the Threats

Oleksandr Kyrpych
Donetsk National University

Modern technological, economic, informational development has led to the
emergence of a wide range of threats and reinforced to a new type of action of known
threats such as terrorism, the "incapable" states, proliferation of weapons of mass
destruction, cyberterrorism. This increases the uncertainty of the international
security environment and in some cases provokes international actors to the proactive
use of force policy. Today's security threats tend to turn into a cross-border and
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transnational, and the threat of economic and environmental issues are global in
nature'.

In the period of the bipolar world major threat to international security was
considered a nuclear confrontation between "Western" and "Eastern" blocks. This
does not preclude the existence of such threats as terrorism, organized crime, illegal
migration, economic instability, threats to the environment, etc., but the problems of
military confrontation gave them second-class status. Only after the "cold war" all
these threats have been realized as the main source of risks to global security. These
threats also indicate how the new or innovative, which is, along with traditional
military threats, defining the nature of the modern security environment.

Because of rapid changes that are occurring in the nature of modern security
environment, there is a need to re-conceptualize and further refinement of new types
of threats. Accordingly, in addition to the distribution of the "traditional" and "non-
traditional" modern security threats is described as "hard» (hard security threats) and
«soft» (soft security threats). Actually "soft" and "hard" threats correlated with the
distinction of two types of safety - in accordance with "hard» (hard security) and
«softy (soft security)."Hard" security including military and defense aspects of
national security, while "soft" security focuses on the potential political, social and
economic challenges to national security. In other words, "soft" security includes the
virtually everything but the purely defensive issues.

In fact threats define by the degree and scale of their consequences as well as
by the tools that are used at the same time, and by factors that are involved.
Obviously, war, terrorism and proliferation of weapons of mass destruction fall into
the category of "hard", while the climate changes, environmental decay, poverty, the
spread of infectious diseases are considered as "soft". This list is not exhaustive. Also
the "soft" threats include illegal migration, human trafficking, ethnic conflicts and
cyberterrorism, which make a mess of enormous harm to the economic and social
structure of the countries against which it is directed.

Between "hard" and "soft" threats no clear boundaries®. In addition it is
important that their effect in many cases has the effect of mutual reinforcement. Most
importantly, the "soft" threats under certain conditions can easily turn into "hard" and
some threats are able to belong to both types simultaneously. Cases where the funds
derived from drug trafficking and illegal migration, are used to finance illegal
activities of terrorist groups, it could be an example of how terrorist organizations
transform "soft" threats to "hard". Terrorism is viewed both as "hard" and a "soft"
threat nowadays.
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In the context of globalization "soft" security threats are constantly increasing
their weight. According to some experts', the effect of some of these threats is
particularly noticeable is on the territories of post-communist states, in states of
transformation.

Division of threats to traditional and non-traditional and "hard" and "soft"
retains their value and other characteristics, including assessment of threats on the
scale of action, their division into internal and external, and so on. However, in the
present context, these signs are not sustainable; for example, there is no clear line
between internal and external threats.

The scale actions can tell us about global threats (the threat of world war,
international terrorism, global energy depletion, environmental disasters, etc.),
regional (regional conflicts) and local (within individual states) type. The nature
distinguishes geopolitical threats and challenges (imbalance of forces, division of the
world into spheres of influence, political control over other countries, etc.), inter-
civilization (the conflict of civilizations, world religions, West and East, etc.) or
international (conflict between states) or ethnic (between different ethnic groups)
level.

As we can see, all these threats or challenges are traditional, that is
accompanying mankind for a long historical time. In the process of overcoming the
international community has gained a vast experience, often by large-scale clashes -
religious and world wars, creation and collapse of the colonial empires nuclear
confrontation during the "Cold War" and so on.

To prevent such threats the global and regional organizations with their
powerful and branched structures were created. The international law and the contract
system perform the function in interstate communication. Norms of conduct of States
has been formed that is acting in an international environment according to their level
of civilization.

However, the processes of globalization are making adjustments to the
traditional understanding of the threats, to the nature and consequences of their
actions. E. Kaminsky” believes that the main sources of devastating conflicts in the
turn of the millennium, in particular, are in the gap of the pace in economic
development in different countries in combination with the population explosion in
less developed countries, environmental pollution in the backward countries, the
prospect of military operations, terrorists, technological backwardness as a factor in
the split of the international community potential total financial collapse.
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Asymmetric threats, or, in another classification, “soft” that are usually formed
by increasing the contradictions in world politics and economics from the uneven
development of countries - international terrorism, illegal distribution of drugs and
weapons, uncontrolled migration, information warfare, increasing the gap between
the leading countries and other countries of the world, etc. It affects the regional and
global security and it is the shadow side of globalization of world processes. The
current situation in the field of security is moving the center of gravity of the classical
(including armed invasion) to the atypical (asymmetrical) or "soft" threats. Among
the underlying causes of the emergence of new threats - poverty, lack of resources,
economic failure, selfishness of developed countries, unresolved conflicts and so on.
On the other hand, such threats may emerge as a result of the creation of appropriate
conditions within a particular country, or even with the assistance of certain
countries.

To conclude, new threats are complex and mostly directed against the
individual, his rights and interests, as well as against a normal life and development
of society and the state. In each of these areas the respective, more specific
challenges and threats are formed which significantly affects international security in
general or in some regional international relations.

CRISIS OF THE CURRENT WORLD ORDER AS THE REASON
OF LOCAL THREATS ALL AROUND THE WORLD

Natalia Liush
Ivan Franko National University of Lviv, Faculty of International Relations

Some issues of the Summer Academy are linked by the problem of Russian
aggression against the rest of the actors in the international arena. Continuing fighting
in Eastern Ukraine, lists of personae non grata in response to sanctions, earlier -
Victory Parade, aimed to see the balance of forces — all of this has shown Putin’s
preparation for some new attacks. Although we cannot predict his policy we have
only one option left — to unite and try to solve this conflict by efforts of diplomacy.

Under current circumstances it becomes easy to see incipient crisis of the
Contemporary World Order. Changing the Game Rules in the Euro-Atlantic Security
System will cause a new conflict in the system of international relations in general', if
it hasn’t begun yet. But from the other side the question arises — is there really an
order? Contemporary World Order, ideally, is a set of formal and informal rules,
which determine the development of international relations. But rules don’t work in
the system where everyone acts on the basis of their own interests. This is a chaos or
bellum omnia contra omnes. Some countries don’t appreciate an international law

' Systemic conflict is confrontation between different participants of international
relations, which significantly changes the balance of forces or rules of international
and non-governmental relations.
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and threaten to use nuclear weapons; others want to take all the world economics
upside down and occupy the dominant position step by step. I think that the principles
of transparency, loyalty and partnership are fading away and we return to the old pre-
Westphalia diplomacy system.

Prevention and Resolving Crisis and Armed Conflicts mean readiness to any
kind of a rising threat. On a contrary, NATO can’t predict any conflicts in the
peaceful time, as the Ukrainian situation shows. Even if it does - all your actions for
stopping or even preventing an incipient crisis were not as effective as was predicted.
It should be done with a little bit more of bravery and responsibility. You promised to
protect the world order - so do your best and don’t hide behind sanctions,
humanitarian aid, and cowardly excuses like non-partnership. American billionaire
George Soros in his blog wrote: “Defending itself Ukraine also protects EU. If Putin
succeeds in destabilizing Ukraine, he can then use the same combination of hybrid
peace and hybrid war to divide and conquer some EU members”.

Key structural elements of European and Euro-Atlantic security - NATO, EU,
OSCE - are still in a state of emergency search of answers to the regional and global
threats arising from the actions of the Russian Federation. Delay plays into the hands
of the aggressor, increasingly worsening situation in the international security
environment.

As a result of the current crisis not only manifestations of institutional
weakness of NATO, EU and OSCE came to the fore. It is primarily about tactical
mistakes in understanding post-bipolar security environment, which were made by
these organizations and key international players. The idea of reducing the role of
"hard threats", especially on the European continent, proved to be premature. The
Russian invasion of Crimea and its annexation violated military balance of power in
the region.

On the other hand, Ukrainian crisis can be seen as an opportunity for the Euro-
Atlantic Security System.

Firstly, recognition the scales of a threat: the danger of being destroyed in this
case should fulfill the role of mobilization factor. Experts and politicians are forced
to revise completely certain strategic bases over the last twenty years because of the
invasion of Russian troops on the territory of Ukraine and annexation of its territory.

Second opportunity, opened by invasion, is the ability of other international
actors to revise their duties concerning Russia as the state that conducts an aggressive
foreign policy. Concrete steps in this direction were proposed in the report of
American Analytical Center for Independent CEPA «Safety of the Central Europe
after the Crimea: arguments for strengthening of NATO Eastern defense system'",
which examines the Alliance defense capabilities in Europe. The report recorded a

Report No. 35: Central European Security After Crimea: The Case for
Strengthening NATO's
Eastern Defenses 25 March 2014 - http://www.cepa.org/content/case-strengthening-
natos-eastern-defenses
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new understanding of the role of Russia as an enemy, not a Partner to NATO, which
implies far-reaching consequences for the overall balance of power in the region and
the world, and for the future of the alliance.

Third - the last opportunity lies in Putin’s mistake in using Crimean resources.
Military and strategic use of Crimea crosses prospects of recreational resources use
and peninsula becomes a potential target for NATO, especially considering its
nuclear weapons arsenal.

All NATO needs is to make use of all those opportunities and provide safety of
the Eastern Allies Territories.

In fact, in Europe, due to the assumed alliance restrictions have developed a
two-level strategic reality. Less than 10% of the military forces of NATO (3 mln. and
1.5 mln. in Europe) now are situated on the territory of CEE and the Baltic states. 28
NATO bases are located in Western Europe - and only 5 in CEE and Baltic countries.
American troops concentrate almost exclusively in Western Europe with about 200
non-strategic missiles. Moreover, there are no nuclear weapons in the CEE and
Baltic.

In Eastern Europe NATO strategic problems arise in planning to counter the
latest regional challenges from Russia. The system of deterrence does not work in
conditions similar to the Crimea invasion. First phase of operation is critical: military
actions carried out very quickly, are low-intense and localized, and also create a
situation of "fait accompli", which further is rather difficult to change.

Moreover, other risks came to the fore. The situation of Ukraine highlighted
NATO essential weakness against energy blockades, economic sanctions and
information warfare, based on Russia's tactics in the region. To increase the defense
capabilities of NATO in Eastern Europe and strengthen deterrence of Russia military
forces and protect member countries, experts offer the following:

- Redeployment of US ground forces in Europe extended to the new members
of NATO in the CEE, to start with - from Germany to Poland. This step is considered
as one that will fulfill not only military, but also symbolic, political influence on the
function Russian behavior.

- Development of strategies to protect new NATO members, which attempts to
keep Russia from blocking access to the Baltic and CEE countries; to help Poland
and non-NATO members Sweden and Finland in acquisition appropriate equipment.

- Enhance regional air and missile defense system.

- Transfer of some US bases on the territory of new members NATO (for
example in Germany not to Aviano in Italy as planned before, but to Romania).

Another efficient step, proposed by Ukrainian analysts, is a consideration of
the ability to opt out of the ban on placing tactical nuclear weapons CEE and Baltic
countries. The events in Ukraine and Crimea occupation created reasons to review the
decision on the withdrawal of US tactical nuclear weapons from Europe, as well as
voluntary moratorium by NATO on placing weapons on the territory of new NATO
members in Central and Eastern Europe and the Baltic States.
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The withdrawal of even a small part of the nuclear weapons from German
territory and placing it in Poland could significantly enlarge deterrence capabilities
against a possible attack, which NATO has.

Finally, each of the sides of Ukrainian conflict has its own point of view. My
own opinion is controversial. As a student of international relations, I’m interested in
a process of a parley and disappointed by our rulers’ diplomacy and inner policy.
They don’t do well at all.

As an ordinary person, I’m sick and tired of seeing death and grieve and
helplessness in the news every day. We can’t resist Russian informational attacks, not
to mention armed confrontations in the Eastern Ukraine. We fully rely on EU and
USA financial assistance, but our own attempts at reform are so stupid and
unprofessional, that it reminds a train that goes nowhere.

A View from Brussels and Europe in general makes me feel only shame and
disbelief. They don’t see Ukraine as a partner, as a member of EU. Lord Petyr
Baelish from the serial “Game of Thrones” once said: “In King’s Landing there are
two sorts of people. The players and the pieces”. And Ukrainian warfare is, probably,
a game for Brussels as well. USA, EU and Russia are the players here. And we are
the pieces.

UKRAINE AND NATO: NEW CHALLENGES AND SOCIO-
CULTURAL DIMENSION

Andrii Luksha
Ivan Franko National University of Lviv, Faculty of International Relations

Speaking about the latest news, in the light of Ukrainian — Russian war,
conflict at the Donbass region, temporary annexion of AR Crimea, there are several
new issues and warning calls not only for Ukraine, but also for Euro-region, NATO
security system, even for world’s international order, democratic values, fundamental
human rights and “alert” for other countries with EU-choice, especially for Eastern
Partnership members and participants of Partnership for Peace. The Allies believe
that a sovereign, independent and stable Ukraine, firmly committed to democracy and
the rule of law, is key to Euro-Atlantic security. Relations date back to the early
1990s and have since developed into one of the most substantive of NATO’s
partnerships. Since 2014, in the wake of the Russia-Ukraine conflict, cooperation has
been intensified in critical areas. Some Allies, like Poland or the Baltic states are
really concerned about current situation. Once they were part of the Soviet Union or
belonged to the “Warsaw Pact”, and therefore, they are well informed, that Moscow
is capable of, and strongly, believe that this interesting form of military action, which
Russian President Vladimir Putin uses today in Ukraine, one day, can be applied
against them. Some call this, what it looks like, a new form of military action, so-
called "hybrid war". Today, NATO think mainly about how to resist it. "Hybrid war"
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- a fusion of open and secret military force; a combination of tactics of intimidation,
provocation and sabotage objections and evidences of own involvement. Now,
NATO uses Ukrainian expierence in fighting against this form of modern war to
learn much more about its case for future possible common protection of Alliens.

NATO countries also stepped up support for Ukraine, but with obvious
caution.US supply to Ukraine auxiliary equipment such as night vision, working to
identify and disposal of explosives, radio, body armor, helmets, fuel pumps and
diesel generators. They say the army also supplied by Humvee and radars to detect
mortar positions. Block NATO opened five trust funds to support Ukraine's defense
in the medium term. In fact, Kyiv wants to get combat weapons, but for this step
alliance is not ready. Experts emphasize, that although military support is important,
but it must be part of a broader policy on Ukraine. According to officials, this support
must be full-scaled, carried out at the government level and take into account a
number of elements: social and economic factors (such as attitudes towards Russian-
speaking part of the population), information, economic pressure, etc. Many experts
believe, that Russia should considered like the country, acting through reasons of
own weakness, not strength. However, the crisis in Ukraine shows that Putin —
Master of impromptu policy, able to exploit others' weaknesses. As said one
seasoned Western diplomat, "the essence of the Russian approach is to put in
jeopardy the key strengths of NATO, such as solidarity and understanding between
members of the alliance. That, in fact, is the threat from Putin's hybrid war". Moscow
carefully "calibrates" - selects their steps to avoid serious answers.

The great fact of social preparedness among citizens of NATO members states
is the will and sympathy of future becoming member of North Atlantic Alliance by
Ukraine. Yes, the strongest supporters of Ukraine's membership in NATO are
Canada, the US and Poland. More than half of the citizens of NATO countries (57%)
in favor of Ukraine's accession to the Alliance. This is evidenced by the results of a
survey, conducted by Pew Research Center. For the provision of weapons Ukraine
serves less than half of respondents - 41%. As evidenced by the data, the biggest
support Ukraine's membership in NATO are Canadians (65%), the USA (62%),
Poland (59%), Spain (57%) and the UK (57%). At the same time, the lowest support
Ukraine's joining NATO is observed among people in Germany (36%) and Italy
(35%). At the same time among supporters of weapons supplies to Ukraine - Poles
(50%) and Americans (46%) and Canadians (44%). Least of all - the Italians (22%)
and Germans (19%). In addition, half of the respondents citizens of NATO countries
advocated for Ukraine's accession to the EU, 70% - for the provision of Ukraine
Western countries economic aid. At the same, 39% of respondents voted for that the
main culprit of the conflict at the Donbass is the Russian Federation. There is a
negative tendency - according to a public opinion survey in six major NATO
countries in Europe, supporting the implementation of the principle of collective
defense, respondents met without enthusiasm. This is the main reason why small
countries - Russia's neighbors, such as the Baltic states, sought to join NATO.
Commitments to collective security were vital for them not to be left alone with
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Russia if their fears of invasion became a reality. On average, less than half (48%) of
respondents support the idea of using force to assist another country in case of attacks
on the country of. However, to assist another country serve an average of 42%. Most
opponents of this idea in Germany: 58% of respondents said that their country should
not use military force to protect NATO allies from Russia. The French also do not
support this idea, opponents of the use of force against Russia - 53%. Even in Britain,
which is considered a firm supporter of the idea of Euro-Atlantic partnership, the use
of force to protect allies support a minority. The ambiguity of the results of this
survey should not surprise. The conflict on the east of Ukraine - a complex
phenomenon, with many events, which are difficult to follow. Moreover, this crisis
has not easy solution, that many Western politicians readily admit. Even in Ukraine
itself, the picture is far from clear: on the one hand, there is hostility to Russia, on the
other — we have our own government criticism and disappointment in how effective
with solving the crisis is President Petro Poroshenko.
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CONSTRUCTING THE SECURITY, STARTING FROM THE
PEOPLE

Anatoliy Lytvinenko
Ivan Franko National University of Lviv, Faculty of International Relations

The security subject (involving the physical, psychic, virtual and other
subspecies) has been vexing the mankind for centuries. Within the dawn of the 21*
century, the challenges emerge in conjugation with newborn technology attainments,
combining oldstyle traditional threats and hybrid-driven hazards, namely various
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informational weaponry essenses, which is exploited so broadly that a conjectural
victim appears to be a private person within an electronic computational machine, an
industrial plant, a political party and even an entire state. The author desires to
illustrate an alternate security issue approach, involving a Ukraine’s citizen-based
viewpoint.

The local press’ exacerbation regarding a powerful security complex
construction is certainly doubtless and opportune. Still, practice depicts as follows:
the real situation, and the information supplied to the multitude, exhaustively differ
and even are inconsistent at times. For instance, the NATO-based issues were, and
still do remain unfounded considering its’ requirements and Ukraine’s status. What is
more, the NATO, not the alliance’s name, but merely the term, has transmuted into a
peculiar label used for political manipulations, which is exploited by most native
politicians all over the place. In fact, the NATO-related issues according to S.
Zelinsky and S. Krys’ko are nothing else as a psychologic squeeze aimed at
constituency or average people carried out by means of notion substitution,
neurolinguistic programming and intimidation. How does it become apparent?

First and foremost, one needn’t become a world-level analyst to comprehend a
primitive and terse axiom: it is 1impossible to integrate oneself into a
intergovernmental security complex without providing it to people inside the country.
Due to the current public administration system, Ukraine appears to occur at the
economic abyss edge and bancrupcy, this is why the economic, entrepreneur and
physical safety is out. Conformably, any politician claims regarding any global
security system appear to be oxymoron: without constructing safety to village and
town residents, it’s banally impossible to build it at an upper level — the state, or
supragovernment one. Another issue to deal with this complicated topic is an
extremely narrow security designation rendered to the society: due to mass-media
obtrusion it is bayonet to think that NATO, EU, OECD or a similar structure is likely
to solve all Ukraine’s challenges. It does not fulfil the reality.

The aforementioned labels using various international organizations names are
frequently used in manipulation techniques exploited by most native politicians,
opininon-leaders and other persons.

- Notion substitution. The frenzied expression “If Ukraine becomes a
NATO/EU/G-20/OPEC (use your own example, if you wish) member, we would all
live well!” (originally as: «Crane VYkpaina umenom HATO/€C/G-20/OPEC...
(moTpiOHe 3a3HAaYMTH Ha CBIM CMak), 1 3axuBeM.») 1s pretty familiar to Ukrainians.
It’s certainly not true. The aforegiven structures are not designated for dragging
mendicant countries out of the quagmire. What is more, far not everybody actually
does comprehend their designation. Practically, using such manipulations, the
communicator lathers people’s eye: whereas the state is unable to supply the people
with costfree medicines, and the pension fund is de-facto bankrupt (it’s debt equals
approximately 82-85 billions UAH), and the majority of plants are sold to unknown
propriators, the accession-to-a-benefator-organization, being a so-called virtue theme
looks really, extremely “topical” for the people. You would really imagine NATO
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strive to revive such factories, as Lviv Bus Plany, Dniprodzerzhinsk Metallurgy
Combine, Poliaron, Yuzhmash or Kyiv Electric Transport Plant? According to
populist’s speeches it goes like the ephemeral structure would drag the economy from
the default swamp, create work positions or help the People of Ukraine to return it’s
legitimate property? It seems to be equated. Well, not at all: it is just a technique to
distract people from their problems.

- Intimidation, or bluff. One of the most striking psychological squeeze species,
usually combined with any other manipulation species. The best example for local
mass-media, is, doubtlessly, the Donbassian massacre. What for is it made so? It is
quite obvious: to intimidate the masses and force them to subjugate the opinion-
leader issues, which are mostly third-party fantoccini and the same good-old
manipulators, as the group communicators are. Consequently, the people are to leave
their problems behind, in particular, the social ones. The most cynic, among the other
intimidation techniques, is the trick called “not-opportune-event” (originally as «ue-
Ha-yaci» in Ukrainian), a phrase adored by many native political parties.

Practically, it 1s called a situative manipulation — using the crisis condition as a
cover, a politico takes this method to vindicate his inertia, shaking this mantra as a
maraca and serves, as a deviation against nearly any social-economic issue. As is well
known, any hypertrophied idea gains quasiexistential, that means, teratic, shape. It is
exploited by political figures, mass-media constituents, the so-called opinion-leaders,
which are winning over popularity in virtual social network communities. For
instance, such a guy could claim one ought not to organize concerts or spend money
on visiting them. Some time will pass, and he says, the state ought not to spend
money on medicine for people, not to pay pensions, as it is basically “not-opportune-
event”. Another teratic intimidation and eye lathering example is a trick called
“recall-the-ones-who-feel-worse” (originally as «3ramai-Tux-komy-ripme» in
Ukrainian), which seems to be a oldstyle slogan mutagene, spun off from British and
American charity organizations active in mid XX century. For instance, firstly, a
comparison of youth clubbers and militarymen in Eastern Ukraine hits the fan. In its’
later stages, it turns into brutal, impertinent cynism, e.g. blaming a disabled person
for complaining about the impossibility to buy medicines, indicating him there are
disabled people which feel much worse than him/her.

It certainly sounds impudent and looks barbarous, however, morbid and
schizoid ideas, as the aforestated ones, find a pretty considerable support among one
more, pretty interesting social network character species — the pseudopatriots, also
broadly known as “the conscious people” (originally «cBigomi» Or «CBIAOMITH» in
Ukrainian, which was initially coined in Russian newspapers in the Orange
Revolution times, 2003-2004), who originated as a unique caste within the Kyiv
Independence Square events of 2013-2014, the “Euromaydan”. As time went on, “the
conscious people” got heavily influenced by political manipulations, as a result,
transmuting into somebody fanatic-like, having believed in any ephemeric “state
prosperity” maxims without any possible implementation plans, any conjectural
allusions to it or even not comprehending what do these maxims actually mean and
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stand for. However, “the conscious people” are likely to endow with anything in the
name of fiction, or obtruded ideas, sometimes, even with their property and lives.

- Populism. A crucial feature of every political party in Ukraine since it has
become an independent state. In practice it plays a role of a peculiar “warm shower”
for intimidated, indigent people. Probably everyone has heard the regularly exploited
phrase: “We must enter NATO block immediately..!”. We doubt one would really
expect NATO block accept Ukraine’s hypothetic application instrument just because
of a help-scream... and naturally, at the same time, would the life-level gain, the state
debt of 1,038 trillion UAH would vanish, Yuzhmash would build space shuttles and
lead out the product’s quality on Lockheed’s level, and LAZ would receive great
orders on modern citybuses, and rigorously compete with such giants as Neoplan?
No, no and no.

Practice depicts populism accounts on marginals, which has a disposition to
believe in sordid political manipulations. A great trick is the following phrase,
frequently exploited by native politicians: “We need to do everything to enter
EU/save countryside/husbandry/buy medicines for sick people/develop automotive
industries/etc” (originally: «Mu wmaemo 3pobutH Bce, m00... BCTYNUTH B
€C/BpATYyBaTH CENO/KYIMyBaTH XBOPHUM JIIKK/PO30yIOBYBaTH aBTOMPOM/1 TaK Jaiin).
For the 24 independent years, the politicos really have done everything from the
abovestated: the village dies out, the husbandry is ruined in debris, people die from
medicine shortage in the number of 1500 a day, 52 million UAH were stolen in 2015
designated for medicines only for HIV-positive people, and the state factory losses
counted in 400-480 million UAH in 2014!

According to Gabi Van der Berg, the politician is to depict himself as a
straightforward fellow, a guy from the masses: he is obliged to have (at least to act he
does) the same interests as the people have, to beat himself in the chest and to shout
himself to hoarse he would fight and overcome anyone who dares to clean out the
people (the most significant thing is — to do everything within this). The other
examples, which have already become nearly catchphrases are the underwritten:
“don’t be indifferent”, “everything is going to regain soon”, “we need to stay joined”,
“we have to keep patience a bit more” (in Ukrainian: «He OyabTe OalyKUMU», «BCE
IIBUJIKO BITHOBUTBHCSY, «Tpeda TypTyBaTUCS», «CI1 TPOIIKH notepituy). The result
reflects itself in real-life political party activities: that is, it’s obvious.

The manipulation species is definitely a hot topic, but let us return to the
beginnings. If it’s all about NATO accession, this notion should never become a
manipulation object, and, what is more, substitute itself the blatant social-economic
sphere issues in Ukraine. The NATO or any other supranational structure accession is
an analytic aspect, and is to be observed by specialists, instead of being exploited by
political parties, as and instrument to find support from hope-bereaved people.
Accordingly, the path to security is to be started up from the basement. So, among the
theses the underwritten is considered to be the most crucial for Ukraine at present:

- Immediate armistice in Donbass region;
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- A total public administration system rework, as the current one is putrescent.
Even a sincere, high-qualified politician would manage to do nothing within the
system;

- All, (let’s stress it, all) industry complex, primordially — the machinery plants,
as the most budget-filling state economy subjects;

- High-quality social policy with srutinized privilege and social guarantees
fulfillment, real, law-prosecuted discrimination prohibition regarding socially-
unprotected citizens irrespective of infringement subject;

- well-built and worldwide-directed investment policy, involving cooperation
with literally any (geopraphically) partners;

- the native land and the plant are to be the People of Ukraine property.
Implementation of public capital shareholder system, the folk capitalism, trade-
unions with great plenary powers are to be created. The directory board, the hired
(not ultimately authorized) managers and the trade-unions are to constitue the main
components in the plant decision-making.

- to return the People of Ukraine all the land and factories, that is, the property
wich was illegally bereaved and sold within Ukraine’s independence period.

- Decentralized state structure, built up by estimating a grouping economic
districts. It is to be lead to territorial communes with broad plenary authorities and
their respective representatives in the parliament.

- Full economic freedom: to give the people earn the money for a living, and
then, for prosperity;

- Planning the defence sector activity involving the best international
experience, irrespective of the state, alliance or territorial unit.

- Precedent law practice formation;

- To eliminate provisions, or any national legislation acts which prevent the
state from logic development, and do not fulfil international, especially, European
standards.

- to create a social, industrialized, liberal state, eligible for vigorous
international cooperation regarding it’s development level.

Bearing in mind all the aforestated, it has to be emphasized, that any
supranational structure membership is not a panacea, whether it is observed within
the people’s security angle. Therefore, the People of Ukraine is to decide itself, to be,
or not to be, by having analyzed all modern world tendencies from the critical, not the
thalamic viewpoint. So, Ukraine’s accession to NATO block is obviously an urgent
nowadays necessity, which is to be fulfilled in the activity of specially-organized,
responsible structures, confirmed by the People of Ukraine will and initiative. With
respect to the key political figures: we demand to hear a clear-cut plan, excluding
populism and manipulations. The people has to know it’s evolvement vector, as well
as the figures, who are responsible before the People of Ukraine for their activities.
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UKRAINE AS A FACTOR OF TRANSFORMATION OF THE
INTERNATIONAL ORDER

Olha Maksymets
Ivan Franko National University of Lviv, Faculty of International Relations

In late February 2014 Parliament of Ukraine ousted Viktor Yanukovych from
power in consequence of the Revolution of dignity. As a result a massive protest
movement appeared in in the south-eastern part of Ukraine. From mid April to
October 2014 in order to stabilize situation in the region a large-scale military raid
was conducted by government. In February 2014, at a time when Viktor Yanukovych
left Ukraine, it seemed that the West and pro-Western forces are winning and that can
be create a state which will be integrated in the European economic and western
military and political structures. However, when the Crimea announced its
sovereignty, and declared independence, and then teamed up with Russia without the
use of force, the rhetoric has changed markedly. Analysts have begun to argue that
the advantage leans towards Russia, Ukrainian problem threatens the very existence
of Russia as well as Moscow will fight for Ukraine to the finish.

From April to November 2014 the armed conflict at first was acting in Donbas.
Ukrainian state was defined it as anti-terrorist operation. This definition in general
was correct. From the point of view of international law, armed conflicts can be
divided into those which occur within the state and interstate conflicts. Some internal
conflicts may have an international character. Thus, if the events occur within the
territory of a single state, but the other one does not takes direct part in them,
supplying weapons and equipment, financing, recruiting and directing mercenaries
involved in the planning and coordination of military operations, it definitely is -
international war conflict.

It should be noted that after the March 2014 event began to build forecasts for
the next steps of Putin - how far he will go with his ambitions to happen and invasion
of eastern and southern regions of Ukraine, where is the majority of Russian and
Russian-speaking population. Particularly actively these forecasts appeared after
demonstrations in the southeast of the country in the context of possible claims of
Russian Federation on the entire Ukrainian territory. Many western analysts began
even claim that Putin will not stop and that he will occupy the Baltic States and
NATO will not dare to oppose him.

However, the strategic line of which the Foreign Ministry has formulated the
unification of the Crimea, was the formula, supported by many political scientists and
strategists in the US and the West in general: Russia supports the territorial integrity
of Ukraine, for the federalization of the country, for its non-aligned status , the
establishment of Russian as a second state language. In this context, Ukraine was to
be a buffer zone between Russia and the West. However, it is essential for Russia in
the military-political and ethnocultural terms in this region have a friendly country. It
is believed that if Washington and Kyiv agreed with the order of things, Crimea
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would remain a part of Ukraine, and large-scale civil war could be avoided. But
neither Washington nor Kyiv were prepared to compromise. Instead, they took an
antagonistic game with Russia.

Most Western politicians and analysts were willing to turn a blind eye to the
unification of the Crimea, if you do not recognize it, and to limit purely symbolic
sanctions if Russia does not stop and carry out the invasion to the east and south of
Ukraine. Russia expects that its American partners convince his Ukrainian protege
agree to these conditions, which did not happen. Washington began to follow another
strategic installation: insist on the concentration of power in Kiev to weaken Russian
influence in Ukraine and Russia take on the mountain. As a result, Ukraine civil war
broke out. Pro-Russian forces failed to prevail in Odessa and Kharkov, but in
Lugansk and Donetsk they have achieved the desired proclaimed independent
republics after the referenda in these new entities. Pro-Russian forces see themselves
as a basis for future of New Russia, seeking to unite his republic with other regions of
‘historical New Russia’.

The new pro-Western government of Ukraine did not meet the strategic goal of
Russia. Putin saw this situation as a call of the international ambitions of Russia and
its domestic order. But the answer to this challenge is real and means long conflict
with the US.

In this regard, note that the current struggle between the United States and
Russia is the struggle for a new world order. And for the foreseeable future, Ukraine
will remain a major battleground in this fight. Moscow's tactics may vary, but its
fundamental interests would not be amended. The main purpose - not to allow
Ukraine to join the NATO and the US military - in Ukraine. Among other goals -
preservation of the Russian cultural identity in the southeast of Ukraine and Crimea
as a part of keeping Russia. In the very long term status of Crimea could become a
symbol of the outcome of this competition.

However, in a broader sense this rivalry is not for Ukraine, but for Europe and
for the direction of its advancement. Unlike the Cold War, when there was a fear of
communism, the current situation in Ukraine and the conflict with Russia, can cause
controversy. Western Europeans generally see no threats from Russia. In addition,
they are dependent on Russian energy and Russian market is widely used for its
exports. Therefore, Russia will seek in the future to rescue economic relations with
the EU trying to maintain access to European technology and investment. It will also
struggled to defend market for the supply of domestic energy resources to Europe. In
its efforts in this direction Moscow pay attention to Germany, Italy, France and Spain
because of big commercial relations.

Ideally we would like Russia to Europe regained some degree of strategic
independence from the United States. Moscow hopes that the impact of it, carried out
mainly by the United States opposed the trade relations of the EU with Russia, will
lead to a transatlantic split and differences within the EU. However, in the Russian
Federation already felt that illumined the future of Europe will be heading for
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Washington, even at some distance. Thus, at least in the near future will have to
reckon with a hostile Europe.

Given the fundamental nature of the conflict with the US, Russia seeks to
strengthen its relations with non-Western countries. BRICS Group, which brings
together some kind of Brazil, Russia, India, China and South Africa, is a natural for
this area. BRICS Summit held in Brazil in September 2014, was the first step towards
creating an environment in its collective financial institutions. Russia gets some
moral support from its partners and is committed to improving relations with other
countries of Latin America, Asia, Middle East and Africa. But to truly strengthen ties
with non-Western countries, Moscow will need to significantly expand economic
relations with them. And it is - not an easy task. In this context, a key priority is
India, followed by ASEAN countries.

As for the Brazilian summit, in the course of his work, it was decided to
establish a joint fund that will act as an independent development bank and cash
emergency. Bank should play a role in strengthening the impact of BRICS countries
in the international community joining forces of developing countries.

BRICS countries conduct such summits on a regular basis, but gradually the
political environment there danger opinion on this structure. In particular, it has
attracted attention for its specific joint steps. BRICS Development Bank received an
initial capital of $ 50 billion. Dollars. He will assist infrastructure development in
Asia and Africa.

More international observers fear inspiring political challenge thrown so
Bretton Woods system, which was the basis of the world financial order after the
Second World War. The core of this system - the International Bank for
Reconstruction and Development and the International Monetary Fund - have played
an important role in forming and maintaining financial order, including assistance to
developing nations. While decisive vote remained mainly Europe and the United
States. BRICS countries that rallied economically, have good reason for
dissatisfaction with the system, led by the developed countries. Today the weight of
the BRICS in the world economy up to 20%. Naturally, these global players is to
listen to financial order remained stable. Therefore, it is necessary that Europe and
the United States were up to date and rebuilt the international financial institutions,
raising the percentage of investments in developing countries by supporting their
right to vote.

However American leaders do not seem to pay attention to it or simply do not
notice. In this context, causing some concern quotes uplyvovyh Americans. Thus,
Secretary of State John Kerry said: "During his trips abroad I like never before, notes
thirst American leadership in the world." It should be noted that candidates future
leaders show their support for military intervention. A candidate for the vice-
presidential Republican Campaign 2012 Paul Ryan said: "We need to recall that the
world needs American leadership." A major contender in the presidential nomination
of the Democratic Party Clinton said: "The United States can, must and will lead in
this new century."
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Russian-Ukrainian confrontation significantly undermines the mutual trust
between the West and Russia. In general, US-Russian relations sunk to the level of
the Cold War. NATO and Russia have refused the usual cooperation. The damage is
so serious that the impression of the impossibility to reach an agreement that could
prevent further escalation of the crisis. The current situation in the east of Ukraine
directly affects the process of disarmament and non-proliferation. After the Cold
War, the US and Russia, which were armed with more than 65 thousand. Nuclear
warheads, significantly reduced their arsenals. The deterioration of relations between
the West and Russia may eventually lead to the failure of international policy on
nuclear, chemical and biological weapons.

We can also say that the UN Security Council is not able to influence the
negative course of events. This can lead to the collapse of the coalition countries
(Germany, China, USA, UK, Russia) who are negotiating with Tehran on the [ranian
nuclear program, as well as adversely affect the performance of the International
Atomic Energy Agency (IAEA). Ukrainian crisis likely will affect the work of the
session of the General Assembly, as well as informal arrangements in the field of
non-proliferation of weapons of mass destruction.

The fact that Ukraine affects the formation of a new international order, and the
actions of our country threaten the entire post-war world order - say almost all
political leaders. So, speaking at the UN General Assembly, which opened September
24, 2014 in New York, the American leader condemned the Russian aggression in
Europe, noting, however, that Washington will eliminate sanctions against Moscow if
it goes through the peaceful settlement of the crisis in Ukraine. Obama also spoke
directly about the deep gap between the West in Russia, which threatens to paralyze
the work of the UN Security Council. He outlined details of Moscow's actions in
Crimea and eastern Ukraine, has called these moves a threat to international order
established after World War II and implemented the UN. "This world view provides:
who is strong is right. In such a world, one country can redraw the boundaries of
another, and civilized people can not receive the remains of their dead relatives to
truth is not opened - said Obama. - America stands for a completely different world .
We believe that who is right, he is strong - that big countries should not inhibit small
and that people have the right to choose their own future ".

Former Secretary General of NATO A. Rasmussen called aggressive Russian
behavior towards Ukraine the biggest challenge to security of Europe for the last ten
years. His successor in office Jens Stoltenberg, in turn, called on Russia to contribute
to a peaceful solution of the conflict and Ukrainian ceasefire is a prerequisite for a
political solution to the difficult situation in Ukraine.
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UKRAINE-NATO: BILATERAL REFORMING IN THE CONTEXT
OF MUTUALLY BENEFICIAL COOPERATION

Oksana Manchulenko,
Chernivtsi National University

Nearly 24 years after achieving independence Ukraine is in trouble. A portion
of it was annexed in March 2014 by a neighboring country, a move eliciting
international condemnation. As I write this, tensions can not stop rising in Ukraine’s
eastern part to the point that they are subject of discussion by foreign diplomats and
coverage by the foreign press. Politically, within less than 10 years, our young
democracy has seen two revolutions- the Orange Revolution of 2004 and the Kiev
Euromaidan a few months ago. Economically, my fellow citizens have watched with
envy as countries which were once fraternal socialist states or Soviet republics have
surpassed us in economic development and in improved standards of living for their
citizens. This is an especially bitter pill to swallow, since my country is well-
endowed in natural wealth and in high-quality human capital. Finally, the public
exposure of the corruption of the recently overthrown government has reminded
Ukrainians of a situation we have been broadly aware of for a long time- namely, the
pervasiveness of corruption and its sapping effects on our national political and
economic life.

Irrespective of their origin, the recent events have highlighted the failure of
Ukrainian national security and defense policy. The recent decision to not defend the
territorial integrity of Ukraine resulted from an (accurate) assessment of the
inadequacy and unpreparedness of Ukraine’s defence sector.

While the discussion within the country is concentrated around the
“integration”- i.e., how to bring Ukraine’s armed forces to a professional level that
would notionally permit Ukraine to be a member of NATO or the European Union, it
has become evident to me that security sector reform in my country must also be a
matter of:

e creation of a new body of defence legislation;

e an informed and serious debate as to which defence model best suits
Ukraine’s needs (The U.S/NATO professional force model fashionable
since the first Gulf War? The Finland model? The Israel model?)

e dedication of adequate national resources to fund defence, a need which
should be met in the context of a national economy which itself desperately
needs reforming;

e creation of a national consensus (currently essentially non-existent)
regarding defence, a need which should be met in the context of a national
political system which itself desperately needs reforming.

The above are themselves matters of breath-taking difficulty, and are matters of

national policy. Ukraine’s armed forces themselves must be reformed when it comes
to professional military technique. How does a hierarchic armed force whose
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existing leadership is not vastly skilled in “tradecraft” self-reform? How do non-
specialist civilians in government or parliament precipitate military reform on the part
of unwilling or unknowing or resentful military specialists? What must be done,
legislatively, to make military service an honored and valued and properly rewarded
civic obligation among Ukraine’s citizens? How is military morale or esprit de corps
created?

What is completely evident, that such profound reform and deep changes are
impossible to be done without effective cooperation with the leading and professional
organization as NATO. Truth to be told, not only Ukraine must and step by step is
reconsidering its defense and security system, but the Crimean annexation and further
military escalation, forced NATO to rethink the strategic conception and to reinforce
state-members.

Just like Ukraine, NATO during last decade left behind the 90-s policy, thanks
to partnership, cooperation, strengthening the stability and security in Europe, in a
way to improve the security environment and to prevent from any conflicts. Before
the Crimean annexation, which motivated NATO to reconsider its strategy, the
Organization was transformed into mostly political alliance. Today, NATO is facing
new changed environment and have to back to basics and deal with 2 priorities:
practical security implementation and defense capacity; the revisionism of the
relations with the specific countries.

Those priorities were dealt during a significant event — Wales summit, where
the path of new reforms and changes within NATO were justified. First of all,
NATO-members fulfilled their commitment to collective defense pointed by an
Article 5. Also, it 1s worth to be mentioned, that the last decade or even more, the
spending on the defense issues is at its lowest level since the end of Cold war or even
more. In such a vulnerable situation NATO has found itself, it is too luxury to save
on security and defense, so the Summit addressed this issue and the members agreed
to increase their spending on defense towards 2 % of its GDP within a decade.

The Summit also made the cyber security a significant part of collective one. A
cyber-attack will be treated as harmful as the conventional armed attack and the
North Atlantic Council will decide whether or not to implement the Article 5 of
Washington Treaty.

Moreover, Allied leaders formally adopted a Readiness Action Plan to ensure
the Alliance is ready to respond to new security challenges. The plan provides a
comprehensive package of measures to respond to the changes in the security
environment in and out of Europe. It responds to the threats posed by Russia as well
as the risks emerging from the southern neighborhood, Middle East and North Africa.
These measures are defensive, proportionate, and fully corresponding with NATO’s
international obligations. The RAP is aimed at reassuring Eastern European member
states’ doubts as to whether NATO would even be capable of mounting a military
response to Russian aggression at all. A new “spearhead” force of 4’000 troops with
the rather lengthy designation of Very High Readiness Joint Task Force (VJTF) is to
be combat-ready within two to five days and should be capable of reacting to
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challenges, especially on the periphery, from the end of 2014 onwards. The much
larger NATO Response Force is also to be improved. Moreover, NATO will establish
permanent command-and-control assets and store vehicles, weapons, and other
equipment for the VITF in Poland, Estonia, Latvia, Lithuania, and Romania, as well
as adapting its command structures.

The last, but not least, NATO has started its own path of transformation to
respond new threats and challenges. In terms of changing, the Alliance is
strengthening its cooperation with those countries that are threatened the most and are
able to make a valuable contribution to reassuring the Trans-Atlantic security. This
mutual benefit is evident within the framework of bilateral cooperation between
Ukraine-NATO. It covers a wide range of topics and issues, including military
operations, security sector reform and science. Ukraine was acknowledged as
significant contributor to NATO operations : Ocean Shield (1% partner country to
contribute a ship); troops to KFOR and ISAF missions; Operation Active Endeavour
(ships contribution). Due to Ukrainian intentions to reform its security sector several
measures were taken: NATO-Ukraine Joint Working Group on Defence Reform,
Defence Education Enhancement Programme, Building Integrity Programme,
Professional Development Programme. Worth mentioning, NATO is not a purely
military organization. Science for Peace Programme aim is to support effective
cooperation between scientist and civilian experts from NATO and partner countries.
Ukraine is receiving assistance in key priority areas such as environmental security,
counter-terrorism, the protection of critical infrastructure and protection against
chemical, biological, nuclear and radioactive threats.

Next step is the new Defense Strategy which focuses on threats and challenges,
joining EU and strong cooperation with NATO (with further membership) was lately
approved by the President P.Poroshenko. Mentioned above strategy pays a lot of
attention to NATO standards to be achieved : integrated education system (NATO
instructors); budget planning policy; military cooperation with NATO members;
special operations forces; military intelligence; interoperability between the Armed
Forces of Ukraine and the armed forces of NATO-members. The priority is the
NATO standards implementation and interoperability to ensure the future
membership in the Alliance.

Moreover, Ukraine has cancelled the non-alignment status that prevented us
from membership in military organizations (mostly NATO). This step demonstrates
well-defined willingness of Ukrainian authorities to lead the country towards
effective cooperation and further membership.

All of this brings us to the very beginning: bilateral reforming in the context of
mutually beneficial cooperation. That’s the way how Ukraine-NATO relations must
develop due to the Crimean annexation, fighting in the East of Ukraine, ISIS,
terrorism, piracy and other challenges we must deal with.

Mutual cooperation will give Ukraine the possibility to actively reform its
security sector basing on NATO standards, use the experience of organization; the
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Alliance will obtain the strong ally, the contributor to different military operations
and the stabilization on its eastern borders.

Bilateral reforming means the simultaneous changes for effective responses to
new threats and challenges. As Ukraine, NATO for the last two decades was mostly
the military outdated political organization. The lack of changes prevented NATO
from being more effective and up to date. As well as Ukraine with its archaic political
system and inadequate defense and security strategy, was unable to respond to
Russian threat. That’s why the bilateral reforming will help to more effectively
promote the reforms and changes, as well as use different instruments in its
implementation. It is hard to expect that all mentioned above would be realized
within a very short period, but step by step Ukraine will approach towards NATO, as
well NATO will approach towards Ukraine.

HYBRID WARFARE AS A PART OF RUSSIA'’S IMPLICIT POLICY

Ihor Medvid
Ivan Franko National University of Lviv, Faculty of International Relations

One of the prominent defense analysts describes hybrid threats as “Any
adversary that simultaneously employs a tailored mix of conventional weapons,
irregular tactics, terrorism, and criminal behavior in the same time and battlespace to
obtain their political objectives.” In its 2011 Field Manual 3-0 Operations, the U.S.
Army defined the term as: “The diverse and dynamic combination of regular forces,
irregular forces, and/or criminal elements all unified to achieve mutually benefitting
effects.” Former U.S. Secretary of Defense Robert Gates observed that “[t]he
categories of warfare are blurring and no longer fit into neat, tidy boxes. One can
expect to see more tools and tactics of destruction — from the sophisticated to the
simple — being employed simultaneously in hybrid and more complex forms of
warfare.”

In recent years, Russian policy makers have skillfully mixed military and non-
military tactics to achieve geopolitical gains at the expense of the United States and
its partners and allies. Recent Russian aggression against the country’s neighbors has
involved cyber attacks, information operations, psychological pressure, media
manipulation, economic threats, proxy actions, sophisticated propaganda, exploitation
of ethnic strife, and courting deliberate and accidental agents of influence in foreign
countries through influence-buying and framing issues in attractive ways to
sympathetic audiences. While these tactics do not cause significant harm
individually, when combined they can weaken a country and prime it for invasion or
insurrection.

The aggregate effect of employing these tools has also presented a potent
hybrid mix that NATO and the United States have found difficult to counter. For
example, Russian actions in Ukraine and elsewhere have deliberately fallen below the
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threshold normally deemed necessary for invoking NATO’s Article 5 collective
defense guarantee. Russian tactics have also exploited ambiguities to make it more
difficult for Western leaders to reach a consensus that all these activities are
orchestrated by Moscow or any other single aggressor.

The Russian government’s Ukraine campaign highlighted how Moscow
orchestrates strategic communication, psychological operations, psychological
pressure, economic threats, and sub-military force as well as conventional military
power. In summary, Russia’s hybrid tactics on display in Ukraine and elsewhere have
included:

e Information operations entailing a mix of propaganda, disinformation,

diplomatic duplicity, media manipulation, and outright falsehoods designed
to confuse and divide opinion in the targeted state and elsewhere (i.e.,
failing to keep pledges to deescalate a crisis). The subsequent ambiguous
operating environment makes it increasingly difficult for Russia’s
opponents to craft an effective counterstrategy or mobilize support against
Moscow. Russian information operations also exploit political, economic,
regional, ethnic, sectarian, social, and other divisions in the targeted state.

e Psychological operations employing Russian-controlled media and agents
of influence in order to create a narrative favorable to the Kremlin, incite
subversive activity by the targeted state’s population through “controlled
chaos,” intimidate civilian support networks (such as military contractors),
spur flows of refugees, and create other distractions that weaken the
targeted government’s ability to resist Russian actions.

e Covert deliveries of weapons to pro-Russian fighters under the guise of
rendering help to distressed populations. This tactic involves rendering
relief aid to territories in which Russia has created the conditions for a
humanitarian crisis in the first place, thereby allowing Moscow to provide
both “bullets and bandages.”

e Economic destabilization involving formal sanctions, Russian-induced
labor stoppages, transnational criminal organizations, threats to cut energy
sales and other vital commercial ties, and additional implicit or explicit
economic coercion designed to weaken the targeted population and deter
external intervention on its behalf. Russian officials have also consistently
warned about the high mutual costs of economic sanctions and publicly
denigrated the effectiveness of foreign sanctions.

e The employment of “paramilitary proxies” such as “little green men”
(undeclared Russian military personnel operating without insignia or
official affiliation), retired Russian military personnel, active duty Russian
soldiers “on vacation” and other Russian ‘“volunteers” who join local
irregular units, self-declared “Cossack™ fighters, and other regional
militants including criminal gangs.
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e Seeking “partial deniability” by employing Russian soldiers irregularly,
patriotic Russian hackers not belonging to government agencies, and other
groups not formally part of the Russian government or armed forces.

e Cyber attacks against critical public and private infrastructure networks that
delay and disrupt the target’s response to Russian actions, along with cyber
disruptions or other anti-access attacks against NATO communications,
information, and other critical networks.

Russia seems to be applying reflexive control in a similar manner in Ukraine.

The rebels were at first bolstered by Russian “volunteers,” all of whom were allowed
to travel to the warzone unmolested by the Russian government, many of whom may
have been armed by the Russian government, and some of whom may even be
Russian soldiers or intelligence personnel.

Looking ahead, the United States and its allies and partners need to consider
how to better respond to Russia’s hybrid threats. For example, NATO could partner
with other organizations more effective for dealing with specific non-military hybrid
techniques, such as collaborating with the EU to promote energy independence,
minority rights, and political reform. The United States and other NATO members
might develop unified national security budgets to accompany the separate defense,
state, etc., budgets generated by their individual departments and ministries to ensure
that they adequately fund the non-military capabilities needed to counter Russian
hybrid tactics.

In terms of military power, if more NATO forces are able to rapidly deploy to
subversion-susceptible front-line states, they can give a targeted country’s armed
forces a shield behind which they can concentrate on suppressing a Russian-backed
insurgency without worrying as much about triggering direct Russian
intervention. Furthermore, Russia’s activities, especially its willingness to employ
conventional military force and violate arms control treaties, have implications for
U.S. and NATO nuclear policies. In addition to raising the readiness of Russian air
defenses near eastern Ukraine and making other conventional military preparations to
intervene in Ukraine, Russian officials, including President Putin, made implicit
threats to counter NATO military responses and to reinforce Russian control over the
Crimea by bringing it under Russia’s nuclear umbrella. Therefore, Western policy
makers need to address NATO’s nuclear policies less as an arms control and alliance
management issue and consider more the operational and deterrence implications of
their nuclear policies.
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EVOLUTION OF CHALLENGES
IN THE MODERN SECURITY ENVIRONMENT

Daria Menshakova
Dnipropetrovsk National University

Today we understand the real value of the security, better than ever. This is
why we should understand that the Safety system is needed to be change in accord
with the modern challenges and threats of security. The world of 21™ century is the
world of pervasive transformations, breakthroughs connected with the degeneration
of traditional and modern structures. One of the tendencies are forming the new
global order is developing of globalization process and the impact of it. Modern
security environment is also has a strong interconnection with the globalization. Both
of these concepts are all embracing.

Despite the fact that today the world is globalized and united more than ever
before we have to respect and estimate the idea of boundaries, sovereignty and
independence of a state, right of a state to lead its own humane policy. So firstly, we
should realize the concept of unity in diversity. The world is a puzzle and each part of
it is vital.

We should create a system where each citizen would feel himself as a part of
his country and as a part of whole world at the same time. This is the hardest thing
because this is a question of worldview. It is important because security environment
should be based on a principle of respect to each other practically, not only
theoretically. So first of all we should change our mind. This is the only one way how
to save this world, how to guarantee the real equality and avoid wars.

Secondly we need to find the real way to influence on aggressor. This is should
be preferably peaceful way, because accumulation of weapons is not a solution. This
1s not a Cold War period. We have to learn the lessons of that time. We have to
understand that conflicts should be solved without guns; we should not compete who
1s stronger or more powerful. The wisest is the strongest.

For ensuring the balanced world order changes in the UN are also vital. The
UN i1s the biggest world organization; it has been a long time since the UN was
created. The world is different and the UN has to be different too. State members
need a blast of fresh air and temporal members of Security Council can make it real.

Collective security system is a prominent feature of 21™ century. And it should
be. Unfortunately we need more different and united levers of pressure in each
continent. This is why NATO like one of the biggest organization should be changed
too. Georgia and Ukraine want to be a part of the Alliance, by virtue of its rules this
is impossible, because the part of the territory of these countries is uncontrolled. This
new strategy of Russia ties the hands of NATO memberships. That should be
changed too. The NATO has to understand the value of its neighbors and should not
underestimate power of aggressor.
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Thirdly we have to control the world financial system. The impact of
globalization here is remarkable. Globalization worsened the situation. Today the gap
between reach and poor is huge and it is getting bigger. Poor people are getting
poorer; they are working more without the visible result, reach. This leads to the
“revolution of barefoot”. This revolution would worse and bloodier than all of the
previous upheavals, because of the amount of the poor people and because it is
impossible to control them as soon as they may not know what do they really want.
“Reach” should stop use “poor”. This is not only about people, disparities in salaries
but also about the depletion of resources of a planet.

People should concentrate on saving lives, overcoming starvation, any types of
additions; people need to find a way how to treat illnesses: AIDS, cancer and many
more of them which are thriving especially in poor countries.

In a new world order we should pay attention on security of social needs. We
have to guarantee health care, rights protection and rule of law for everyone and
everywhere. This can create a health environment with a people do not even think
about wars and think only about humanitarian security. This is a vicious circle: state
solves an 1issue of comprehensive evolution of nation; guarantees ability to
developing; create a really save environment for people and peoples appreciate it and
continue keeping peace in the world.

The next challenge of new security environment is educational system. Only
rationally-minded generation can protect a world from self-destruction. People
should analyze the information. Population should destroy the illiteracy. Today one
of the five people in the world is illiterate; two-third is women. It is not strange that
in world where not everyone can read we face the problem of wars.

High-educated society is the best protection from cyber-wars, virus of
nowadays life. Ability to think logically, desire to learn, discover are the real engine
of progress. Intelligent, reasonable person is motivated on developing evolution.
Bigger amount of educated people in globalized world where we can communicate
with whoever we want can produce outstanding discovery, create a medicine from
terrible illnesses.

One of the most important challenges of modern security environment is an
ecology problem. Environmental pollution, greenhouse effect, depletion of ozone
layer, smog, soil degradation, deforestation, desertification, acid rains ets. This list is
not completed. We all live on the same planet, uncontested. We have to understand
the world 1s one, universal, this is our home and it has to be a house for our children.

Lastly and most importantly we all have to realize security is not about guns.
This is about our children because from the very beginning the most important thing
for people is ability to continue to race. This is what security mean. Security means
we feel ourselves safety in each corner of the world.

Security means equal rights everywhere, despite everything. Unfortunately new
tendencies of a modern world, made security threatens worse. We are thinking about
wars with the newest guns, about armed forces and nuclear weapon. We know how
dangerous is not to protect information space. We saw the revolutions, can read a
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lectures on living in corrupted world, or how to forget about social policy. We know
a lot about weaknesses of modern security environment and we do not know a lot
starving people faced somewhere in desert. We are developing and develop our
problems. We understand a lot. We do not understand only one thing: security is like
a card-house it is guaranteed by each subject and object involved in it.

NATO SHOULD STRENGTHEN ITS RELATIONSHIP WITH
UKRAINE IN ORDER TO DETER FURTHER RUSSIAN
AGGRESSION

Solomiya Ostrovska
Ivan Franko National University of Lviv, Faculty of International Relations

Leading countries, including the US, the UK, Japan, Canada, South Korea,
Turkey accused Russia of breaking international law and violating Ukraine’s
sovereignty in an aggressive takeover of Crimea. The United States, the European
Union, and Canada threatened and eventually implemented sanctions against some
Russian individuals and companies. Despite these sanctions, instability due to the
situation in Ukraine’s Eastern region increases in Kiev. The Ukraine’s authorities
claimed that Ukraine militants can no longer maintain control over the Eastern parts
of the country. Russia’s military power in the country means that it operates
unbounded. The question is whether or not The North Atlantic Treaty Organization
(NATO) should strengthen its cooperation with Ukraine in order to deter further
Russian aggression? There are two opposing points of view.

First of all, the situation on the East of the Ukraine should be taken into the
consideration and analyzed seriously. This Russian aggression is most likely to occur
against other parts of the Ukraine, and potentially in other countries, first of all
countries that were parts of the Soviet Union, and secondary such East European
countries as Poland can suffer from Russian aggression.

Although Russia has not made any application threatening this other areas or
nations, individuals who are worried about Russian aggression, but the great reason
of concerning that Russian Federation can shutter peace in those areas is that Russia’s
President, Vladimir Putin, has always dreamed of returning Russia’s territory to be
consistent with what it lost when the former Soviet Union fell.

Providing some additional background, I should notice that NATO was
founded in 1949 in U.S. to protect Europe from Soviet influence. The former
members were 12 countries. One of the declared goals of NATO is to ensure
containment of any form of aggression against the territory of any member-state of
NATO. Russia was sure that NATO would not expand further east. In the late 1990s,
however, membership expanded to include many former East European nations,
including Hungary, the Czech Republic, and Poland. Then in the early 2000s Estonia,
Latvia, Lithuania, Slovenia, Slovakia, Bulgaria, and Romania become members. In
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2008, former US President Bush encouraged Ukraine to become a member, but he
wasn’t successful in his efforts. Naturally, Russia was against this continued
expansion. The reason is that Putin aims to build up again the former Soviet
Union and to push back against NATO expansion. This push back against NATO
expansion may have been partly responsible for the annexation of Crimea.

NATO is now strengthening ties with the Ukraine to help develop military
capacity, improve the armed forces of the Ukraine, and to improve the ability of
NATO forces and Ukraine forces to work together. NATO is also enlarging ship
movements in the Black Sea to restrain Russia. But of course the most essential offer
NATO could make to improve its relationship with the Ukraine would be the Ukraine
membership in NATO.

At the same time there are many criticisms of welcoming the Ukraine into the
NATO. There are a number of other proposals for strengthening NATO-Ukraine
relations short of bringing in the Ukraine directly into NATO, including troops on the
ground, advisors on the ground, and a pledge to protect Ukraine’s security. NATO
could also provide military assistance, including light weapons that have been asked
by Ukrainian authorities. Another heavily debated idea is for the US to provide non-
lethal military assistance, such as body armor and night vision goggles, to the
Ukraine.

There are different scenarios on how the situation can be developed. It would
have a bad impact on the Russia’s international relations if Russia engaged in more
aggression against the Ukraine. More aggression can lead even to wide-scale
escalation of war.

Also there are some points of view if Russia is really a threat to the rest of
Eastern Europe. On the one side — yes, on the other — Article 5 of the North Atlantic
treaty requires member states to treat the attack on one state as an attack on all states;
this fact might deter Russia from taking additional actions. As explained above, the
NATO alliance now includes some countries from Eastern Europe.

Also, as noted above, NATO has been increasing the security of its eastern
European allies by bolstering military presence in those countries. In comparison
with NATO power, Russian expansionism is limited by its economic and military
weakness. Common economic policy also serves as a restraint to Russian aggression.

In spite of the question of Russian further aggression, it is necessary for NATO
to provide strong support for the Ukraine at this time in order to maintain the
credibility of the alliance.

In order to settle the problem negotiations can be hold. As for me —
negotiations are not a better approach. Due to the recent events related to growing
instability, which show that Russia will probably not agree to a negotiated solution.
Increasing financial support for the Ukraine is needed for the regulation of the
conflict.

To conclude, there are two general points of view whether NATO should
strengthen its ties with Ukraine or not. I am definitely sure that it should. Russia is a
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threat; economic penalties shutter its policy, but do not stop aggression. Only by
expanding NATO-Ukraine relations Russian aggression can be restrained and the
future of other eastern countries will be prosperous and safe. I hope it will be so.

RUSSIAN-UKRAINIAN ARMED
CONFLICT - A VIEW FROM UKRAINE

Dariya Oveshchenko
Ivan Franko National University of Lviv, Faculty of International Relations

The origin of the conflict is an invasion that was made by Russian federation.
Twenty years ago Ukraine had abandoned its nuclear arsenal, the third largest in the
world at that time. In return, it was guaranteed territorial integrity and sovereignty.
The Russian Federation signed the memorandum to that effect; yet, it’d broken that
promise. Ukraine is committed to its nuclear non-proliferation programme, but
Ukraine need guarantees of territorial integrity, security and independence.

This conflict began after the regime change in Ukraine. It is obvious that
Russian President Vladimir Putin tries to control the power in Ukraine but it became
impossible after the regime change. That’s why Russia is trying to achieve complete
disintegration of Ukraine now. Ukrainian political analysts believe that Ukraine's
cooperation with the European Union will mean development of the country and the
possibility of joining NATO. No doubt, Mr Putin doesn’t want NATO was found
next to his country,because he made another geopolitical choice. EU policy towards
Russia at this time was based on permanent trying to convince Russia that the
European integration of the countries of the former Soviet Union is not really direct
against Russia.

We should understand if we do not stop this invasion at this stage Russian
aggressor will go on. There is a fierce war in the eastern Ukraine today. The
Ukrainian authorities had repeatedly sought to negotiate a peaceful resolution with
armed groups occupying eastern cities, and made clear that use of force was not its
"preferred action", but those provocations in eastern Ukraine had created a situation
in which the government had to respond.

Unfortunately, Ukraine cannot solve this problem alone. Russian Federation
was ready for this war and Ukraine wasn’t. And this is not surprising. If we analyze
the policy of previous government which related to the armed forces we can see that
Ukrainian army was becoming weaker and weaker during each year of Ukrainian
independence. It was special government policy aimed at the weakening of the
Ukrainian army for the purpose of reducing the level of our defense. So we don’t
have a large military force, and it is very hard for Ukraine to withstand such a strong
aggressor. This war will teach us how to fight but this experience takes too many
victims. The government of Ukraine needs to look for another way to solve this
problem. We need to involve the combined efforts. Ukraine can fight against this
aggression by means of diplomacy or guerilla war.
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I think if the trouble happened in one country, other members of international
community should join to solve it. In any case, national security cannot be guaranteed
without close cooperation with influential international Security organizations of
regional, trans-regional and the global level. Each country or group of countries
should more actively be involved in the process of maintaining the world
international order when they take care of their security.

However, we can see that diplomatic means are not very effective, because
Russian Federation neglects all principles of international law. Russian Federation
and its proxies in Donbas have repeatedly violated the Minsk agreements of
September 5 and 19, 2015 as well as of February 12, 2015. The assault near
Maryinka became the second large-scale assault after the February flagrant assault on
Debaltseve.

I should say that Ukrainians are greatly affected by this war. Ukraine is losing
its heroes every day. It is a real tragedy for the Ukrainian nation. In many cases,
soldiers are dying because they do not have reliable and qualitative equipment. The
state budget of Ukraine doesn’t equip our army with required outfit.

The war also affects the economy of Ukraine. We have lost a big amount of
inhabitants, several fields of gas and oil. Ongoing conflict against Russian and Pro-
Russian rebels in Donetsk and Lugansk region has affected the economic outlook
further, for the area’s economy depends highly on heavy industry. Factories and
infrastructure in Donetsk and Lugansk Region have sustained direct losses as a
consequence of military actions. These losses, in tandem with the significant fall in
the output of companies operating in the region, are among the main reasons why the
Ukrainian economy i1s shrinking.

In addition to direct destruction of industrial facilities, clashes in Donbas result
in regular damage to infrastructure, including roads and railroads, which is essential
for the operation of industry, distribution and sales. This damage is also impeding
production in other regions of the country since supplies of raw materials to plants
located outside Donbas have been either disrupted or withheld. The transport
paralysis will also adversely affect the financial results of the national railways, for
which freight transport is a major source of income.

This war also has a strong impact on the Ukrainians. The soldiers who
participated in the hostilities, have experienced very strong emotions. So the soldiers
often complain of misunderstanding, conflicts with family, friends, colleagues. They
can’t adapt to everyday life. It’s also very difficult to go through these events for
ordinary Ukrainians. First was the Maidan, and then there was the Crimea - a new
injury, then the war in the Eastern part of Ukraine... People do not have time to
recover. Post-traumatic syndrome will "shoot" a very long time. Here are the reasons
of depression and suicides.

This war has divided Ukrainian society into two blocks: those who believe that
the Donetsk and Lugansk region should move to Russia, while others think that it is
necessary to return these territories to Ukraine. Families have been divided by the
war's frontline, and some relationships have been torn apart on political lines:
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between those who support the self-proclaimed pro-Russian republics to the east, and
those who believe in a united Ukraine.

Nowadays Ukrainian society does not trust any media, some people consider
that this war is money laundering, and others think that this war is useless. So we can
see that there are different moods in society. Putin is also waging the information
war. Russian media will not tell you the truth. There is no ideology behind the
Kremlin media campaign. Instead it is founded on a nihilistic view that the ends
always justify the means.

Today, many people in Ukraine and abroad are trying to understand, when the
war in the Donbass will finally end. The most precise definition of the events in the
eastern part of Ukraine probably give experts, they call the current war “hybrid”. The
hybrid war is not for resources, not for territory, not for strategic targets - the war
primarily conducted on people's heads, their attitude to the world order, mental
values. This is an ideological war, there is a confrontation between two ethical
systems, two ideologies. Ukrainian journalist Oleksiy Leshchenko thinks that hybrid
war ends when the sociological survey at the enemy territory shows that the majority
of respondents support the world view and values of aggressor. This applies both to
Russia and Ukraine. If the 86% of Russians recognize that democratic freedoms, the
rule of law, independent courts, guaranteeing private property rights, free media,
representative democracy, human and civil rights - a higher state values, then the
winner in the hybrid war will be Ukraine.

Many Ukrainians think that the war in the east of Ukraine does not mean the
war between Ukraine and Russia, because it 1s not a war between two countries, it is
a war between two different visions of humanity - the archaic and innovation.
Ukrainians do not want to go to the bottom together with Russia. We want to go
further and to be well-developed country. Russia is always trying to control Ukraine
but we want to be finally free. Ukraine wants to get rid of these shackles and if for the
name of freedom, we must fight, we will do it. We have been fighting for our
freedom for many centuries, so we deserve to be finally free. Ukrainian nation is very
strong so we will not give up.

Mr. Putin can win the fight against the troops. But, he will never win the fight
against the nation, the united Ukrainian nation.

HYBRID WAR ON LITHUANIA? POSSIBLE THREATS TO
LITHUANIAN SECURITY.

Piotr Piss
University of Wroclaw

Current conflict in Ukraine changed situation in Europe and forced NATO to
convert determinants of security in Europe. Hybrid war is a problem for NATO. It is
unknown, how Alliance will act on this activities of hybrid warfare. From NATO
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countries, which are feeling most endangered by Russian Federation policy, are the
Baltic States.

Hybrid war is a complex threat. It contains following factors: conventional
war, irregular warfare, cyberattacks, information attacks. It also use nation factor.
Hybrid war is also hard to define. Nowadays in Ukraine it is called “counterterrorist
operation”, even that those “terrorist” use heavy equipment like tanks and howitzers.

Is there a possibility to launch hybrid war in Lithuania? In this article will be
shown possible threats which can be used in hybrid war in Lithuania. Also will be
describe measures, which can counter those threats.

Nation factor:

Russia uses nation factor to justify military action. Russia military doctrine in
2010 emphasize, that there is possibility to use armed forces in order to defend
Russians abroad Russia. Poland experienced this kind of action in 17 of August 1939,
when “peaceful” USSR attacked Poland, in order to “protect” Ukrainians and
Belarusians. There were no official declaration of war, even if that was normal
aggression. Can something similar happened in Lithuania?

Currently in Lithuania lives around 175 000 Russians (5,8% of population in
Lithuania). What is important, they do not live in areas, where they are majority.
Russians in Lithuania are living primarily in cities (Vilnius, Klaipeda, Viasaginas),
where they are minority (around 20 %). There is only one city, where Russians are
majority — Visaginas (around 52%). There is no threat of capture some territory,
where they are majority. Opposite situation is in Latvia (Latgale) or Estonia (Narva),
where Russians are majority in those territories.

What is important, Russian minority in Lithuania have Lithuanians citizenship.
Opposite situation is in Latvia and Estonia. Because of that, Russian minority have
less reasons to complain, that in other Baltic States.

Also Russian minority is less organized, than Polish minority. In Lithuania are
two parties, which fighting for Russians votes: The Lithuanian Russian Union and
Russia Alliance. For Poles only one: Electoral Action of Poles in Lithuania. It shows,
that Russians in Lithuania do not have apparent leader, who can bind representatives
of this minority. Also it shows, that Russians are not unity in one organization.

Information/cybernetic factor

Baltic states are aware of cybernetic threats. Estonia in May 2007 was first
country, which was target of cyberattacks. In Lithuanian National Security Strategy
(2012) cyberattacks are pointed as one of mainly threats. Nowadays every country
tries to ensure security of cyberspace.

Information security is especially essential for Baltic States. Russian media
served propaganda information’s, conforming Kremlin policy, which are forge. In
this media in Ukraine are fighting “NATQO’s foreign legion”. In Baltic States Russian
media have large influence, because not only minorities get information from those
medias, but also Lithuanians, Latvians and Estonians. It causes changes in perception
for example about conflict in Ukraine. 55 % of Lithuanians consider, that Russia is
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guilty of conflict in Ukraine. In minorities (Poles and Russians) only 16 % thinks
similar. 23 % of them think, that in this situation is guilty USA and EU.

Information factor can be used to incite national minorities or even
Lithuanians. Also it can causes disorientation of citizens during conflict, for example
by spreading false information’s.

Economic factor

Lithuania is depend not only on import of oil and gas from Russia, like other
states in Europe. After shouted down nuclear power station in Ignalina (end of 2009)
Lithuania have to import also power from Belarus and Kaliningrad Oblast. Baltic
states have currently no power connection with rest of EU.

It is a big threat, because during for example major political conflict between
Vilnius and Moscow, Russia can disconnect power to Lithuania. It can cause paralyze
on only of state but also military systems.

Lithuania tries to counteract of dependency from Russia in those economic
sectors. In October 2014 started to work LNG terminal in Klaipeda. In 2016 also will
be finished NORDBALT. Also now in construction is power link between Poland
and Lithuania.

Military factor:

In case of conventional aggression of Russia on Baltic States, there is only one
winner. Disproportion of military potential do not give Balts any chance for longer
defence. But explicit aggression should launch NATO’s article five and should cause
help from allies. In case of hybrid war, it is not so obvious. So Baltic States are now
strengthen their own armed forces.

Currently, expenditure on army in Lithuania are one of the lowest in NATO.
During long period, Lithuanians spend on their defence only around 0,8% GDP.
Russian aggressive policy finally changed it. Now there is a plan, to spend 2 % of
GDP for defence till 2020. In 2015 expenditure on army should reach around 1,1%
GDP.

More money gives more opportunities. Lithuania already bought new
equipment, like MPADS Grom from Poland, anti-tank missile Javelin from USA,
PzH2000 self-propelled howitzers from Germany. Also there is a plan to buy new
wheeled armoured personnel carrier. It will be the biggest purchase of Lithuanian
armed forces. It will improve situation of Lithuanian army.

To increase measures of armed forces Lithuania also will establish second
infantry brigade till 2020. In autumn 2014 also was created High Readiness Forces,
which contains 2500 soldiers, where part of them can be ready to react in two hours.
It is one of tools against hybrid war, which fast defeat potential threat.

Lithuania have restore conscription in 2015. There are plans to train around
3000 recruits every year, till 2020. Also there are new legal regulations, which
tighten penalties for wearing Lithuanian uniform and badges without permission.
Before that were similar regulations, in Lithuania it is banned to buy Lithuanian
armed forces uniform. It should avert problem of “green soldiers”, like in Crimea.
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Conclusions

Possible hybrid war in Baltic States will not look like conflict, which is in
Ukraine. One of important factor, which favor hybrid war is also weakness of
political situation in attacked country. Ukraine now faced of metamorphosis in
politics and policy. There are new president, new administration in country is facing
with many problems. Also society have still problem with post-soviet mentality.
Baltic States are democratic countries for more than 25 years, administration is
strong, society knows principles of democracy.

How can looks hybrid war in Lithuania? It seems, that nation factor cannot be
used to justify aggressive acts from Russia. Russian minority in Lithuania seems not
a threat for this country.

For Lithuania bigger threat is economic factor. But project, which are already
launched or even on finish, soon will help Lithuania to avoid this threat. Also
important factor, which can be use in hybrid war is cyberattacks and information.
Especially, that media in Lithuania are not interesting for Lithuanians and minorities,
so they are reaching for Russian media.

Possibility for conventional conflict is also very low. NATO policy shows, that
Baltic States are not leaved alone. US Army operation “Atlantic Resolve”, high
intensity of training, even plans to deploy equipment for 150 soldiers in each Baltic
States strengthen security of those countries. Also modernization of their owned
armed forces should show Russia, that offensive is a risky operation, which can cause
war with NATO.

For Lithuanian government now is important to hold this line of policy in their
homeland and also NATO and EU policy. Lithuanian armed forces plans of
modernization have to be fulfilled. Peace have their own cost. Years, when army was
underfunding, have passed and Lithuania should spend 2 % GDP for army not in
current, hot situation. But also, when the tension between Russia and NATO will let
up.

It seems, that nowadays Baltic States are safer, and the threat now is weaker
than one year ago. But unfortunately, Kremlins polity is hard to predicted. So
Lithuania and NATO have to be prepared, in many kinds of threats. One of them is
hybrid war. Not the same as in Ukraine, but adopted for situation in Baltic States.

THE STATE PERSPECTIVES OF THE RELATIONSHIPS
BETWEEN UKRAINE AND NATO

Olya Pomoryanska
Ivan Franko National University of Lviv, Faculty of International Relations

In today’s globalized world there is no one country cannot ensure its safety
only by their own and cannot prevent new security challenges as international
terrorism and the proliferation of weapons, the hybrid war etc.
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Great importance is the creation a new system of international security, NATO
expansion as a key international security structures, significant support for peace and
stabilization in the Euro-Atlantic space.

The main purpose of NATO - protection of freedom and security of all its
member countries by political and military means.

Ukraine is one of NATO’s longest-standing and most active partners, a founder
member of the Partnership for Peace. Over the past 20 years, NATO and Ukraine
have built up cooperation in a wide range of areas. On 5 March 2014, after Russia’s
illegal aggression in Crimea, NATO Allies agreed to strengthen their support to
Ukraine. Foreign Ministers are expected to agree on additional support measures at
their meetings. The relationship between NATO and Ukraine is defined in the Charter
on a Distinctive Partnership, agreed in 1997. The Charter sets out the principles of
NATO-Ukraine cooperation, including respect for international law, democracy,
human rights and the respect for the territorial integrity and sovereignty of all states.

Ukraine’s accession to NATO is actual and in the same time rather debatable
issue. There are active opponents of Euro-Atlantic alliance and its future accession
into the structure. Each side presents weighty arguments and evidence.

However, it should be noted that today the negative attitude to NATO and
categorical oppositions of cooperation and further entry of Ukraine often determined
by subjective factors. First of all, the lack of detailed information about Euro-Atlantic
Alliance which observed anti-NATO formation by using manipulation technologies.

The aspiration to membership in Alliance has deep social and political values.
The benefits of cooperation and further membership of our country is obvious. Above
all, Ukraine achieving high democratic, social, economic and defense standards that
works in NATO countries.

The development of special partnership relations between Ukraine and NATO
increases the level of political guarantee independence, territorial integrity and
inviolability of borders, promote counteraction in security threats and stability in the
region of Central and Eastern Europe.

The process of Ukraine accession to NATO is an incentive factor for internal
political and socio-economic reforms in all spheres of public life to harmonize
legislation on legal norms and democratic principles of NATO as well to accelerate
transformation of the Armed Forces of Ukraine.

The Ukraine crisis appears to be a potential turning point in Euro-Atlantic
security. Having come as a surprise to many, some senior Western officials and
politicians have talked of a changed European security landscape, and that the crisis
both creates new security realities for the twenty first century and demands a
significant response from NATO.

As we know, Russia and Ukraine are now at war. Many people have died in the
conflict, thousands more many die yet. That’s why the West needs to be honest with
Ukraine. It should talk as though this country were one of them — as if , one day, it
will become a member of the European Union and the NATO alliance.
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Russia would not stop there. Mr. Putin wants to undermine NATO and the
smell of weakness would tempt him further. It would be merely a matter of time
before Moscow exploited the Russians in the Baltic States to manufacture new
frozen conflicts”.

NATO has charged Russia with carrying out "hybrid warfare" in the conflict in
Ukraine by combining classical military techniques with unconventional guerrilla
tactics, as well as non-military means like cyber-attacks and propaganda.

The implementation of the challenges in the formation of public motivation
Ukraine’s accession to NATO will be effective for the conditions of the system,
coordinated public choice of Euro-Atlantic integration, the creation at national level
the effective coordination body of our Ukraine’s accession to NATO countries as
well as forming executive department structures that would implement integration
policy at all levels.

LATVIAN EXPERIENCE AS A NATO MEMBER

Diana Popfalushi
Ivan Franko National University of Lviv, Faculty of International Relations

The big danger that comes from our nearest neighbor and - in the past - a
strategic partner and "elder brother" of forcing our country to consolidate. I look for
ways out of difficult situation. The most important partner in this context, NATO can
act, which is the largest power nature of security as today. However, you must first
acquire a membership organization to take full advantage of its benefits.

These benefits already enjoyed more than a decade minded our neighbors - the
Baltic countries. We have much in common with them, but this community is often
negative. Lithuania, Latvia and Estonia could also feel the direct impact of, through
the examples of these countries should take into account Ukraine, which moves the
right way to the prospect of NATO membership.

This impact we can see on the example of Latvia.

But first, a little necessary information about NATO as whole.

NATO has twenty-eight members, mainly in Europe and North America. Some
of these countries also have territory on multiple continents, which can be covered
only as far south as the Tropic of Cancer in the Atlantic Ocean, which defines
NATO's "area of responsibility” under Article 6 of the North Atlantic Treaty. During
the original treaty negotiations, the United States insisted that colonies like
the Belgian Congo be excluded from the treaty. French Algeria was however covered
until 3 July 1962. Twelve of these twenty-eight are original members who joined in
1949, while the other sixteen joined in one of seven enlargement rounds. Few
members spend more than two percent of their gross domestic product on
defense, with the United States accounting for three quarters of NATO defense
spending.
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Going back to Latvia. The country became a NATO member in 1999. The
main arguments for joining NATO were:

- NATO does not represent militarism or the power of strength, it represents

a set of values;

- Latvia’s security is still threatened;

- Latvia cannot remain “neutral”;

- Latvia’s membership in NATO will be of benefit to Russia, too.

When Latvia reached full NATO membership in 2004, surprisingly, the Baltic
country had a well-functioning military system and military forces deployed in
international armed conflicts. When Latvia became integrated into NATO, its
defense military was one of the most modern in Europe. By 2004, the standing of the
Latvian army and its military affairs in society had improved significantly. A great
majority of Latvians strongly supported NATO membership.

The interaction process between the Latvian government and NATO was
characterized by the will of the former to institutionalize NATO’s
requirements. Despite this, however, it is difficult to determine to what extent that
intention was a compliance insured by internal mechanisms. Latvia had no
possibility of negotiating the criteria, unconditionally set by the security alliance in
the unbalanced process. Based on the obligations in Latvia’s 2000 Membership of
Action Plan, it had to submit individual annual national programs, providing
information about its efforts to gain NATO membership. The Latvian government
tried its best to show its efforts: bilateral contacts between the Latvian government
and groups of Latvian officials undertook informal, annual visits to NATO members,
attempting to persuade them from Latvia’s fulfillment of the requirements for the
acquaintance of NATO membership. Some criteria, such as the establishment of the
Corruption Prevention and Combating Bureau in 2002, were met. The Latvian
government has not fulfilled other criteria, however, particularly the military
expenditure of 2.0% of the annual GDP. This non-compliance was mostly based on a
lack of capacities by Latvian government rather than on an unwillingness to
comply. Consequently, since Latvia did not fulfill all of the criteria, its successful
integration into the security alliance mostly depended on the willingness of the
NATO member-states to admit Latvia into their circle.

The government and the society of the U.S. supported Latvia in its efforts to
get integrated into NATO. The motivation of the U.S. government in helping Latvia
was to build up a long-lasting and solid relationship to the Baltic country. After
being confronted with this good will, the Latvian government wanted to be a reliable
partner for the U.S. The close relationship between the U.S. government and the
Latvian government reached a first peak in the 1998 U.S.-Baltic Charter. Latvian
emigrants from the U.S. also played an important role in fostering the U.S.—Latvian
relationship.

Latvia’s military entities undertook a gradual socialization process, promoted
by education abroad in accordance with western military standards, and by
cooperation with western military entities. In the beginning of the 1990s, a
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significant impact on the westernization of the Latvian army was caused by the
education of Latvian soldiers at military schools in Western European countries and
the U.S. The outcome was the establishment of a classical military structure of naval,
air and army forces. Furthermore, in international missions, Latvia’s National Armed
Forces were able to overcome old traditions from Soviet time. By having contact
with foreign military units in those missions, Latvian soldiers internalized the belief
that inhuman Soviet traditions like Dedovshchina were counterproductive to Latvia’s
national security.

Actors in the Latvian society also played a significant role in influencing the
ordinary Latvian population. The Latvian Transatlantic Organization (LATO), a non-
governmental organization, had the most substantial influence on the positive change
of the standing of Latvia’s military affairs. From 2000 to 2004, its mission was to
show the benefits of the fulfillment of NATO criteria and to create a stronger link
between military and society. Public policy makers such as Ojars Kalnins and Atis
Lijens believed that only a stable economic situation in Latvia could be reached by
Latvia’s integration into NATO.

The following thesis can be verified: Based on cost-benefit considerations,
Latvia institutionalized NATO military standards during a process of social
learning. Both rational and social institutionalism must be considered to get a full
picture of Latvia’s quick integration into NATO. Latvia’s adaption of western
military standards has shown that the concepts of social institutionalism can only
grasp the high complexity of socialization processes of countries by taking a variety
of different entities in a country into consideration.

Looking back on the contemporary situation about the war in Ukraine, we can
consider, that Latvia and the other Baltic states are more or less safe.

If Russia were to threaten Estonia, Latvia and Lithuania, there is one simple
reason why the ensuing crisis would dwarf everything in Ukraine.

As members of NATO, all three countries are protected by the North Atlantic
Treaty. Article V of this agreement states that “an armed attack” against any
signatory “shall be considered an attack against them all”, requiring any counter-
measures “including the use of armed force”. Put bluntly, Britain is legally obliged to
defend Estonia’s 203-mile border with Russia just as surely as we would fight for the
White Cliffs of Dover. In case this needs to be spelt out any further, this would entail
going to war with a country that possesses the world’s biggest arsenal of nuclear
weapons. So conflict that begins on the shores of the Baltic could, in extremis,
escalate into one that threatens the survival of humanity.

For this reason, a Russian invasion remains highly unlikely. The greatest
danger is that Mr Putin would use methods that fall short of classic invasion. Look no
further than Ukraine, which provides vivid proof of Russia’s mastery of “hybrid
warfare”, namely the use of every method of force and coercion except full-scale
conflict.
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So 1n this case, we can consider, that NATO-scenario could be for Ukraine a
way out. But first we have to manage this situation by ourselves and only then ask
for external support.

THE ROLE OF NATO IN TERMS OF UKRAINIAN CRISIS

Sabluk Oleksandra
Ivan Franko National University of Lviv, Faculty of International Relations

The Crimea annexation and military conflict in eastern Ukraine caused by the
armed aggression of Russia, is starting a new phase of economic and political
transformation of Ukraine. The issue of protecting national integrity and sovereignty
of the Ukrainian state gained global importance.

In the modern world, the trend of collective security formation is developing at
regional and global levels. The idea of mutual help in providing security is an attempt
to project the democratic security model on the international community. Collective
security raises the possibility that the aggressor may face with a coalition of states
that have superior strength. Compared with the situation without collective security
aggressors might expect ,in the worst case, approximately equal confrontation.

Strengthening NATO's role in solving many fundamental problems of Europe
have transformed this alliance not only to a key regional security institution, but also
one of the decisive factors of the collective security system of in Europe.

NATO is an extremely powerful political-military organization that unites most
developed countries and each of them provides protection and national security. Post-
communist states that joined the Alliance have significantly strengthened the national
security system and reduced the costs of military-defense sector development .

Today, NATO is in the transformation phase into a global and universal
security organization. In terms of European integration activation as a strategic
security interest of NATO's North Atlantic region and Western Europe are largely
exhausted, with the emergence of new threats and sources of instability in various
regions of the world increasingly important to Alliance acquire global interests.
Global security can not be achieved by efforts of one region or international
organization, yet not by individual countries. Global security can only be provided by
stability at the national and regional levels.

With powerful military potential and considerable experience in resolving a
wide range of crisis situations, NATO should expand the scope of its powers. It’s
noted that the extension and transformation of the North Atlantic Alliance is one of
the most fundamental changes in the international security related to the formation of
a new post-bipolar system of international relations. This process is, without
exaggeration, fateful for European countries, since it not only establishes the past the
bipolar confrontation results, but also outlines the contours of a common European
civilization. Belonging to this community is the desire of many European countries,
including Ukraine.
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Having gained independence, Ukraine has occurred in a geopolitical situation
between the two worlds - the Euro-Atlantic (EU, US, Canada) and Eurasian (with the
center in Russia), that’s why its role in balancing between the latest global threats is
quite significant.

Being outside the NATO membership, Ukraine can not fully participate in the
European security mechanisms, and without having its own powerful and effective
security and defense system, Ukraine finds itself in a "security vacuum". In modern
conditions the risk of inter-state armed conflicts and their uncontrolled development
increases. The practice of unilateral, illegitimate actions that seriously undermine
stability are increasing. From this point of view , the "Ukrainian crisis" is of
particular global importance and as a drama for an independent state, forced to
survive and make its choice in the "conflict transformation" of the world.

INFORMATION POLICY OF UKRAINE IN THE MODERN
SECURITY ENVIRONMENT

Joseph Sava
Vasyl Stefanyk Precarpathian National University, Faculty of International Relations

In the 19th century, Nathan Mayer Rothschild said the phrase :«He who owns
the information, owns the worldy. But he did not suspect about its prophetic sense.
Information is a power, with the help of which you can take possession of the people
to control their mind and manage them. Not for nothing the media is considered to be
the fourth power. Traditionally, it has a powerful impact on the public consciousness
and plays a crucial role in shaping public opinion and the public interest. It confirms
also the amount of political advertising that appears on the eve of the election, the
main purpose of which is to control the views of voters. So we can see that it is
important not only possess information but also to use it skillfully. Because
information can benefit serve a useful purpose but can do the evil and be the cause of
many conflicts and problems.

In today's globalized world, where everything is interconnected and
interdependent, the significance of national borders is formalized and they lose their
classic assignment. However, despite the fact that the physical boundaries are
increasingly losing their assignment, the state creates a new border in the minds of
people which increasingly influences them physically. This new border once again
divides territories, nations and social groups. States conduct an active information
policy within the country and outside its borders. With the help of information
influence, the subjects of international relations, ranging from national states and
ending with terrorist organizations and transnational corporations, are preparing the
ground for further action or just control the events. If in the wars of the twentieth
century the preparation of the battlefield was an artillery bombardment, in the XXI
century it is the information impact. That is why well thought and effective
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information policy of the state, is one of the guarantees of the national security of the
country, and sometimes is the key element for the preservation of peace in the whole
region.

In 2014 the whole world could see the important role of information in the
conflict in Ukraine. After the abolition of by the Ukrainian Parliament a law that
equated the Russian language to the state-language. In eastern Ukraine, where is the
Russian-speaking majority, under the influence of Russian mass media such actions
of Ukrainian government were perceived as an infringement of the rights, nationalism
and chauvinism of the ruling political forces in Ukraine. Based on the information
that was submitted by the Russian media, the residents of the eastern regions have
believed in threat to their lives from the "Ukrainian nationalists" and decided to
secede from Ukraine. However, the question arises «whether it is possible to lay the
blame of occurrence of the conflict on the information policy of the Russian
Federation»?

The role of the Ukrainian information policy, in this case, won back much
more than the value of Russia's information attacks. Because the main task of
Ukrainian information resources up to the flare-up of conflict the East of Ukraine and
up to self-declaration of DPR (Donetsk People's Republic) and LPR (Luhansk
People's Republic) was to protect the Ukrainian information space and to neutralize
the Russian media. We must understand that in the case of preparing for war or any
conflict, the state uses the amount of information rather than the quality or
authenticity of it. Even Otto von Bismarck said: "People never lie so much as after a
hunt, during a war or before an election." In such cases, there is no sense in trying to
prove to people that the enemy lied to them because they do not believe you. The
only solution is to lie more than your enemy, or to overcome the amount of
information that your enemy produces on the air.

Ukrainian information policy should be transformed in the world's modern
security environment, because the execution of the tasks which are fixed in the law
"On the basis of national security of Ukraine" is not enough nowadays. It is necessary
to create a more specific strategy of action in the information environment because
the old legislation is abstract and does not provide concrete steps of development of
the information environment. Without a concrete plan of action, it is impossible to
recapture and defend Ukraine's information space. But it is only a theoretical part of
the information policy. Practical tools, e.g. new information technologies and data
centers are essential to its implementation. They can, for example, coordinate the
action of the media. This will help Ukraine to create a single Ukrainian national
information board, which can be expanded by Kiev for the resumption of the
Ukrainian mass media monopoly on the territory of Ukraine.

Unfortunately, also appears the need for the radicalization of information
policy in order to protect the public interest. Indeed it may seem that the ban of
Russian TV programs, channels, or some media censorship in general, does not
correspond to democratic principles and is a direct violation of human rights.
However, the Ukrainian authorities forced to do this little evil for the sake of a
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greater good. In another case, there is a huge risk that the Donetsk and Crimea
scenario could be repeated in the other eastern, northern or central regions of
Ukraine.

We can talk openly about the Russian-Ukrainian media war. That is why an
important task in strategic initiative the creation of the Ukrainian mass media on the
territory of Russia. This will help us in the future to prevent the emergence of
conflicts and in this way we will able to made some buffer zone between Russian and
Ukrainian informational space. The confrontation between two states must be in
frame of this zone. But for peace achieving this buffer zone must be situated in
Russian territory.This is only one of the two large components of Ukrainian
information policy in the modern security environment.

The second part, is to create a strong national idea within the state and its
implantation in the minds of the masses. After more than 65 years stay of Ukraine as
a part of USSR, Ukrainians, especially the older generation has become the Soviet
way of thinking, standards and values of USSR. It is difficult to reprogram people's
thinking, but it is necessary because when Ukrainians grow up and they do not realize
what they are Ukrainians, not Russian. Such people will not defend the national
interests of their country and on the contrary they will confront and try to harm
because they were misguided over the 69 years in the Soviet Union.

There i1s another aspect it is multinationality. In Ukraine, from 48 million. 11
million. are representatives of 17 national minority, including more than 8 million is
Russian, which have a strong sense of national belonging to the Russian Federation.
In any country, you must have strong national basis. Ukraine in this case is unique,
because it is not only 1/5 of the population which are not ethnic Ukrainians. But the is
more then the half of population which have neutral attitude to the issue of national
identity. It is why we need to move the priorities in learning the language, history and
culture from soviet to ukrainian. We need to renew a sense of belonging to Ukraine.
Because only with the help of information influence we could create a monolithic
nation. In this way we can prevent an ethnic division of society and conflicts that
emerged from it. It mean that we can save peace in the Central Eastern European
region too.

So, as we see the information policy of state have very important role in
protection of the national interests and in providing of national security. Mass media
act as an effective tool in informational war, which are very prevalent in XXI
century. For Ukraine is actual to reform its informational policy because established
norms are outdate, and it was one of the main causes of the conflict in the east of
Ukraine, because Ukraine was not ready to protect itself from Russian information
attacks that undermine the stability and peace in the region. This once again proved
the importance of the issue of information policy of Ukraine in the current security
environment.
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HYBRID WARFARE IN SOCIAL NETWORKS

Anna Seman
Ivan Franko National University of Lviv, Faculty of International Relations

"

Today, the term "social network" plays a significant role in the world
community life. This concept is used in the study of such diverse phenomena as
organizational behavior and interorganizational relations, dissemination of
information, political, cultural and scientific relations and so on. Since the value and
velocity of information is subject that can be changed at any moment, social network
is a powerful tool that is difficult to control. The problem of maintaining control and
information warfare on social networks has great importance nowadays. And the
main tool of this kind of war is information weapon.

Consequences of information network wars lead to conflicts, revolutions,
coups. The main purpose of information war — is to raise all cultural, moral barriers
among its members, put the goal - proving innocence and stir up strife between the
parties. No one can predict in advance what the outcome of the next information war
will be — a virtual conflict, hostility or even revolution. According to real examples, it
is observed that information warfare is everywhere. A social network is an ideal tool
for waging wars. Any existing conflict is reflected in global networks while ultimate
result often depends on the confrontation of competing parties. Social Networking is
a perfect place to control the human mind. Most countries today are waging a war for
"digital sovereignty," which means protection of information systems of the country.
Countries have their information policy and try to use network for their own interests.
For example, in the United States everything is bugged by the government security
services after the twin towers were bombed. And now the same situation is in every
developed country, where the government wants to control the situation in the
country and stop the processes that lead to destabilization in time. Therefore, world
leadership belongs to the countries with advanced information technologies.

The examples of the world's information wars that have occurred in
social networks are as well provided. Manipulation is defined as a great tool in
information operations. Among its proposes there are:

- Adding hostile, harmful ideas and views to the social and individual
consclousness;

- Mass confusion and misinformation;

- Weakening of certain beliefs, attitudes;

- Enemy Intimidation.

Another important point of the study is to analyze the development and
changes in political processes. The main actors that have impact on the public in
social networks are politicians, media organizations, corporations and individuals that
represent third party interests. The real political arena is not as popular as its virtual
dimension, where the effect can be much faster. However, there is one problem — it’s



NATO in New Risky Environment: Current and Future Challenges 117

difficult to control the political situation in the desired direction, according to
examples, sometimes it is impossible to control a crowd of people.

Each country has defined the notion of social and political processes.
Above all, the emphasis should be paid to the political component. Any activity that
occurs in the country involving society and authorities is associated with this term.
The active state policy is established in order to reach the democratization in most
countries. That is why the concept of the political process is closely linked with the
concept of democracy.

Each political process has the following steps:

- The constitution and formation of the political system;

- Reproduction of the components and features of this system,;

- The adoption and implementation of political and administrative decisions;
- Control of the operation and direction of political system development.

Now every conflict has its reflection in the virtual space. And the result
of this conflict often depends not on reality as it was before, on the Internet. Active
engagement of nations, creation a common thought for all and usage of manipulation
allow the influence on competing parties. A striking consequence of information
warfare in social networks is the revolution in the Middle East. People of the Arab
"street" felt the power and opportunity to express their dissatisfaction with
government. Security Services were weak in opposition to a new war. Turning off the
Internet and mobile communications during the revolutions in the Middle East did
not change anything, because the process had already started. "Twitter revolution"
aimed at reformatting the world map. Nobody knows what kind of power can be
triggered by the revolution, but one is always aware that in this revolution there is
someone who leads all the processes, whether in their own country or abroad. In the
example of Libya, you can see that it was the first real network information combat
operation headed by the West against one of the unwanted regimes. Also, it is
important to mention Syria, which has become a bargaining chip between the West
and other Arab countries. The consequences of such information confrontation should
also be noted. Although it was stated that the primary purpose of "network war"
includes only the elements of soft power, non-use of physical facilities, in practice
most of these operations led to bloody revolutions.

The same situation is seen now in Ukraine. There were 2 times of quite
effective social networks usage in the Russian-Ukrainian war that led to revolutions.
In 2004 text messages and calls were key means of mobilizing protesters and
dissemination of information. Today their superior promptness are social media.
Indeed, there are even more hostility and aggression concerning Russian’s attitude to
Ukrainian now, but objective reasons can’t be found. It sounds funny that Ukraine
oppressed the Russian-speaking population, even despite the fact that Russian
segment on television and the Internet is prevailed among others.

Today social media tools also enable residents of Ukraine to feel that
they belong to a political nation. Internet users do not just represent each other, but
see each other in messages and photos, and follow the events via online broadcast in
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real time. Dozens of thematic network groups in support to ATO and wounded
fighters were created. The main driving force is also volunteers who use social
networks as a tool for specific actions.
It is important to summarize, that during the last 2 difficult years the percentage of
people who started to filter incoming information has increased and now it is not so
easy to force Ukrainian believing in "fairy tale" on the monitor screen and TV.

Besides, the transition from information operations to influence operations is
observed. And so Ukraine has its internal and external conflicts. Internal conflicts are
associated with such "stimulants":

a) Political struggle;

b) Lack of consensus on many issues in the country and own perspective on
events;

c¢) Stronger international players who push their views in the information space
of Ukraine;

d) Economic interests;

e) The impact of external information campaigns.

Because of the uncertainty of the political direction and influence on internal
and external conflict, Ukraine can not develop its own model of reality, its own point
of view.

Currently the network began to dictate its own rules and affect partially or
completely on what is being done in the country. Now the average person trusts more
to what is written on the Internet than what 1s said by state policy in reality.

Mass media, as no one else is using this tool to 100% and create the agenda of
social networks.

Nowadays social networks play the key mediating role in the relationship
between society and government. It helps politicians to be closer to the common
people. Thus, social network is an ideal instrument for the formation of social
political situation.

UKRAINIAN CRISIS AS TRANSFORMATION MOVER FOR THE
EURO-ATLANTIC SECURITY SYSTEM

Volodymyr Shyshla
Ivan Franko National University of Lviv, Faculty of International Relations

Euro-Atlantic Security System has now faced a threat that has already changed
geopolitical game rules in the modern world. Both old and new imperial ambitions of
Russia caused tremendous effect on the security situation in the Europe. Immense
number of discussions is being held on the security challenges in Europe as well as
on the Ukrainian crisis and its effect on the whole Euro-Atlantic Security System.
Indeed, NATO as a main peacekeeper in the Euro-Atlantic region has to make itself
fully prepared to give Russia a confident response to destabilizing factor of Ukrainian
crisis. It should be mentioned that not so long ago the risk of aggression against the
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NATO territory was considered as minimal. Many allies were even inclined to
narrow down potential, intended for the purpose of collective defense.

The situation in Europe heated as Russia ignored Budapest Memorandum and
invaded Ukraine simultaneously blocking the sanctions of the UN Security Council.
This led to the disability of European organizations to provide sufficient support of
Ukraine and indicated a gap between Western world and Russia. The situation
occurred in which, due to the international liabilities, Western countries (particularly
the USA) should help in accordance with international law but they couldn’t do that
without violating the law. That was very concerning in terms of permissiveness of
Russian actions as well as possibility of aggression against NATO-member state.

Taking into account the emerging threat to the Transatlantic Security System,
NATO and EU leaders took confident actions to make sure the member states in the
Baltic and East European region will be able to resist possible Russian aggression.
Meanwhile the NATO officials indicate that North Atlantic Alliance is ready for an
adequate response to the new challenges of European security.

In context of current challenges to global security the Secretary General of
NATO Jens Stoltenberg mentioned Russia, “which is aggressively trying to change
borders and intimidate neighboring countries” and crating new challenges for the
system of collective defense. “The level of violence and extremism in the world
today has increased significantly. In these circumstances, NATO will continue to
protect every partner. But we try to adapt each NATO member state to the new
conditions. We have increased the presence of troops on the Eastern partners’
territories, and we are developing a Rapid Response Force. In addition, we are
developing our ability to resist "hybrid threats". At the same time we help
neighboring countries in strengthening their resistance, because the more stable is the
situation in these countries, the stronger is our security” — stated Mr. Stoltenberg. '

Due to the escalating of the conflict in the Eastern Ukraine NATO plans to
increase the number of its Rapid Response Force to 30 or even 40 thousand people.
Thus the number will be increased more than twice. Response Force numbered about
13,000 soldiers so far. Jens Stoltenberg also told about US plans to deploy weapons
in the Baltic States.

Indeed, American military equipment is to be placed in the former Soviet
republics of Estonia, Latvia and Lithuania, as well as Bulgaria, Romania and Poland,
US Defense Secretary Ashton Carter announced Tuesday. The equipment should
include about 250 tanks, Bradley infantry fighting vehicles and self-propelled
howitzers, to be "temporarily" staged in Central and Eastern Europe.

Speaking alongside defense ministers from Estonia, Latvia and Lithuania,
Pentagon chief Ash Carter said that the heavy weaponry would be transported around
the region for training and military exercises. “We intend to move those equipment
sets around as exercises move around,” Carter told a news conference in the Estonian

' http://ua.112.ua/svit/sohodni-v-nato-obhovoriat-metody-reahuvannia-na-novi-vyklyky-bezpeky-v-yevropi-

stoltenberh-228759.html
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capital, Tallinn. “They're not static. Their purpose is to enable richer training and
more mobility to forces in Europe,” he added, emphasizing that the US presence will
be "persistent" but "agile."

Russian Defense Ministry official said stationing tanks and heavy weapons in
NATO states on Russia's border would be the most aggressive US act since the Cold
War."' In response, Jens Stoltenberg stated that “it was planned, discussed, and in no
way violates NATO-Russia Founding Act on Mutual Relations. Everything we do i1s -
proportional defense and it fully meets our national commitments.”

Events in Ukraine showed that traditional security challenges, however, are not
a thing of the past. Violation of the territorial integrity and political independence of
Ukraine require active and effective action by the international community. It is
essential to extrapolate lessons from the Ukrainian crisis on the functioning of certain
international organizations. During the crisis in Ukraine it became evident that there
are weaknesses in the mechanisms of the Alliance, such as the lack of understanding
of the situation in the region, insufficient exchange of intelligence data, poor
awareness of the procedures of responding to emergencies in the structures of the
Alliance and 1nitial passive role of NATO Military Authorities.

All in all, the new security threat to the Euro-Atlantic Security System occurred
in Europe which caused a significant geopolitical shift. Nowadays it is almost
impossible to predict how the situation will evolve and how it will end, but it should
be mentioned that the winner of the Russian-Western confrontation will benefit a lot
as he will strengthen his positions in Eastern Europe region as well as globally.
NATO victory in geopolitical clash concerning Ukrainian Crisis will provide USA
(as NATO leader) with Carte Blanche in Europe and restoration of its leadership
positions in the world. In addition to that, the crisis situation gives NATO an
opportunity to place arms and troops in partner-countries as well as increase defense
expenditures, number of Rapid Response Forces, showing off ‘“muscles” by
conducting military trainings in European countries and improving warfare tactics.
But there is one thing Russia may informally appeal to in order to justify its actions —
the conflict in Kosovo in 1991where Western countries were using almost the same
tools as Russia does now.

COUNTERING TERRORISM IN CONTEMPORARY REALITIES

Maria Smotrytska
Vasyl Stefanyk Precarpathian National University, Faculty of International Relations

Terrorism is one of the tactics of the political struggle associated with the use
of ideologically motivated violence. It is one of the main threats to the modern
architecture of security.

! http://www.dw.com/en/us-to-put-heavy-weapons-in-baltics-eastern-europe/a-18536726
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And yet, what period of history can the roots and practice of terrorism be
traced back to? Experts differ in their opinion about this date. Some scholars believe
it goes back to 340 BC, when the father of Alexander the Great was killed in a
terrorist attack. Others consider the earliest terrorist group to be a Jewish Sicarii sect,
which acted in Judea in the 1st century BC.

It ought to be mentioned, that terrorism as we know it originated during the
French revolution. Its official beginning is referred to the 19" century. Terrorism has
been used in anticolonial conflicts, in disputes between different national groups over
possession of a contested homeland, in conflicts between different religious
denominations, and in internal conflicts between revolutionary forces and established
governments.

History affords many instances according to which the following types of the
modern terrorism can be distinguished:

1. Nationalist terrorism is referred to as terrorism pursuing separatist goals or
national liberation objectives;

2. Religious terrorism seeks to undermine the secular government and to
approve religious authorities.

3. Ideologically defined, social terrorism is aimed at radical or partial changes
in the economic or political system of the country, attracting public attention to an
acute problem.

It 1s worth mentioning that the 20th century witnessed the most significant
terrorist activity. The most prominent terrorist groups of 20" century are: the
Japanese Red Army, Italy's Red Brigades, the Puerto Rican FALN, Palestinian al-
Fatah, etc.

The monstrous and senseless tragedy enveloped New York on 11 September
2001, leaving green wounds in the heart of everyone able to think and to feel
compassion. Talking about the events of 11" of September, 2001, the U.S. answer
was the so-called “War on terror” proclaimed by George Bush. Its main aim was to
unite huge number of people and stop acts of terror not just in the USA but all over
the world.

But despite these actions international terrorism continues to grow. Today the
terrorists’ main targets are the governments and citizens of Israel, United States,
France, Italy, Great Britain and the Arab countries of Kuwait, Egypt and Saudi
Arabia.

Terrorism is present in nearly every country of the world. Each day this
phenomenon carries hundreds of lives of innocent people, making the problem of
international terrorism more and more global and dangerous. Therefore, starting with
the 20th century the question of solving this problem became relevant.

The history of the struggle against international terrorism began with the
decisions of the First International Congress of Penal Law, which took place in 1926
in Brussels. Their implementation was a series of conferences devoted to the issue of
terrorism. Efforts were made to develop the notion of an international crime in
general and terrorism in particular.
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A new milestone in the development of international cooperation in the fight
against terrorism was 1937 year. The Convention on the Prevention and Suppression
of Terrorism was adopted in Geneva. It hadn't entered into force, but had a great
influence on subsequent practice. In particular, on the character and content of the
Convention on the Prevention and Punishment of Crimes against Internationally
Protected Persons, including Diplomatic Agents (1973), and the European
Convention on the Suppression of Terrorism in 1977.

Since the 60s of the 20" century, the number of terrorist acts against the
official representatives of states and international organizations has significantly
increased. There have been hostage-taking and killing of major political figures.
Terrorist acts have been committed against ordinary citizens. All these urged the
international community to strengthen cooperation in the fight against such crimes. In
1973, under auspices of the United Nations a special International Counter-Terrorism
Committee was set up. On its initiative, in 1984, the UN General Assembly passed a
special Resolution “On the Inadmissibility of the Policy of State Terrorism and Any
Actions by States Aimed at Undermining the Socio-Political System in Other
Sovereign States”.

In 1990, Havana hosted the Eighth UN Congress on Crime Prevention, at
which a particular attention was paid, among other problems, to terrorist acquiring a
transnational character. Thus, the events of the second half of the 20th century,
characterized by a surge of terrorist activities, led to the creation of an international
regulatory framework for cooperation.

However, despite the measures taken, the terrorist attacks using explosive
devices became increasingly widespread in the late XX - early XXI centuries. The
terrorist attacks in the United States on 11 September 2001 shocked the world and
demanded quick and effective action by the international community. Shortly on 28
September 2001, the UN Security Council adopted resolution 1373 on a package of
measures to combat terrorism, particularly to suppress financial support to terrorist
activities. This resolution obliges member states to take measures against terrorism
within the framework of previously adopted bilateral and multilateral mechanisms
and arrangements.

The events of 11 September 2001 in the United States forced the international
community to take a fresh look at the problem of international terrorism. America
struck back at the terrorists and the Taliban regime in Afghanistan has fallen. But to
exterminate the evil by another evil is impossible, and taking aggressive actions
against terrorism can do nothing. Former Australian minister Evans said: “The
unhappy truth is that the result of the war on terror has been more war and more
terror”.

In this case, the following question arises: "What are the other methods of
dealing with such global and devastating phenomena? » With military actions and the
law there are several alternative ways of combating terrorism. But in order to give the
answer we need, first of all, to understand the essence and the basic characteristics of
modern terrorism.
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It should be noted that all terrorist organizations, regardless of their ideology
and features have common weak spots, namely:

* The activity of terrorists. (Terrorists cannot act in isolation. They will
inevitably maintain contacts with colleagues and associates).

* The ability to arrest or kill the leaders of terrorist groups. (In most cases, the
activity of terrorist cells depends on the activity of their heads. The terrorist attacks
require planning and careful preparation. Therefore, the capture or elimination of the
leader can destroy the plans of terrorists.)

* The power struggle within the terrorist groups. (In many cases, this
competition leads to the weakening and even the destruction of the powerful
organizations).

* Terrorist organizations are composed of people who can be killed or returned
to a normal life through persuasion and demonstration of good will.

* All states, even competing in the international arena, are forced to join efforts
in the fight against terrorism.

* Certain countries support terrorists, and therefore it is necessary to stop them
with the help of sanctions.

Based on the foregoing, it is possible to formulate the basic principles of the
fight against terrorism:

1. The destruction of the network of terrorist cells.

Terrorists used to have a strict hierarchy of leaders. Therefore, the elimination
or arrests of leaders act on them in a destructive way. However, it ought to be
mentioned that the elimination of one leader can destroy a single cell, but did not
destroy the entire terrorist network. Network structures are the most stable - they can
be recovered even after using force against them. However, even such structures have
some vulnerabilities. First of all, it is professionals in some areas that are difficult to
replace: hackers, gunsmiths and others.

2. The political transformation.

In some cases, it is possible to stop the destructive activities of terrorists
steered their efforts to the political struggle. This strategy was used, for example, in
the case of the Palestine Liberation Organization, headed by Yasser Arafat, which
began peace talks with Israel in the 1990s. Subsequently, members of the PLO
entered into the structures of the Palestinian Authority. Thus, terrorists can act
successfully only under certain political conditions, without existing of which they
are considerably weakened.

3. The deprivation of terrorists of popular support

Terrorist groups can act for a long time only with the support of the population,
or some part of it. This allows them to recruit new fighters; to receive the necessary
resources; to hide and conduct reconnaissance successfully. However, they can lose
such assistance. This occurs, for example, if the fear of punishment by the State is
stronger than the desire to help terrorists. Is also possible to deprive the terrorists of
support, giving for local residents more favorable alternative. This could be the
creation of new workplaces, the elimination of discrimination, etc.
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4. Conducting military operations.

In many cases, terrorists have been eliminated with the help of troops, but to a
greater extent it is the work of secret services and the police. Such operations were
carried out in recent years by the Turkish armed forces and armed forces of Sri
Lanka, Colombia and Iraq. However, these operations have shown that the use of the
army would inevitably lead to the deaths of civilians, to the deprivation of
governments of local popular support, to the economic collapse etc. All this creates
favorable conditions for the actions of terrorists.

5. The use of modern information technology.

Modern terrorists actively use information technologies for coordination of
actions and advocacy. Therefore it is necessary to monitor and prevent using of
information technologies by terrorists.

To sum up, it can be argued that in addition to the using the regular troops and
the adoption of the regulatory framework, there are a lot of ways to prevent the
emergence and strengthening of international terrorism. It is also important to
emphasize that it is necessary to combine the above mentioned ways of combating
against terrorism to eliminate it. The purpose of all governments as well as diplomats
is to enable people to join their forces against terrorism and win it by common efforts
in order to guarantee their country's territorial safety and independency while acting
in international relations. It is obviously that without a fight against terrorism in all its
forms, humanity will not be able to achieve peace at least for a short period of time.
Nowadays many terrorist organizations have already fallen, but the problem of
international terrorism is still an important issue on the agenda and the only solution
of this problem is the union of the whole world.

POLAND’S EXPERIENCE OF GAINING NATO MEMBERSHIP:
PROSPECTS FOR UKRAINE

Andriy Tabinskyy
Ivan Franko National University of Lviv, Faculty of International Relations

As a result of the political changes of the late 80ies - early 90ies of the
twentieth century, the foreign policy of Poland was under the influence of the
geopolitical processes occuring in Europe and was mainly directed at joining West-
European military and economic alliances (NATO, EU). The possibility to safeguard
continous safety was seen by the Polish elite through joining such a military union
which could protect the national interest. NATO was such an alliance.

NATO membership involved transition from the Parliamentary cooperation to
the cooperation in frames of integrated political and military agencies. Visegrad
Group’s joined achievements proved to be an undeniable success on Poland’s way to
NATO. From NATO’s viewpoint it was a “group experiment” aimed at the solution
of the Central and East-European problems of spreading NATO’s impact eastwards.
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Polish membership is not limited solely to integration into the NATO military
system. This process is constant and rights-devoid: it will require from Poland
considerable financial, organisational, and human resources. Now Poland’s chief
objective is to use the full scope of opportunities that the Alliance membership
provides. Poland’s membership in NATO is an undeniable success of all member
states of the Euro-Atlantic area and a primary prerequisite of Europe’s safety.

There is no denial to the fact that the majority of Poland’s objectives as a
NATO member state have been attained. The basic reason for such a success lied in
the fact that the prevailing part of the Polish society was supportive of the strategic
targets determined by the new democratic political elite. Interaction with Euro-
Atlantic agencies facilitated reforms through efficient patterns and cases. Bilateral
and multilateral cooperation and support of the NATO member states was significant
indeed: not only in the form of direct financial aid, but, more importantly, through
intellectual support of local institutions, political groups and individuals involved in
the process of introduction and implementation of reforms in the military sphere
predominantly.

The following aspects of Polish experience are considered to be the most
noteworthy for Ukraine:

e Logical succession of reforms implementation: the process should start
from the doctrine and legal basis and go further to piecemeal planning
approach grounded on detailed financial analysis. The primary stage is
viewed as the most important one consisting in determining agencies’
functions, duties and responsibilities, budget;

e Importance of creation of the legislative regulations functioning as the
foundation of reforms implementation in the military sphere in particular;

e The chief aspect of military and political planning (especially in view of
the complicated financial situation) both for Poland and Ukraine is the
relevance between the available financial resources and the cost of the
desired changes, 1. e. it is necessary to implement the reforms which will
lead to saving costs in future.

e The process of carrying out reforms depends on its backing and support by
both officials and the citizens, and unless the state and the society are
reformed simultaneously, there is a danger of failure.

As for the prospects of Ukraine and Poland’s relations, Poland’s interests in
Ukraine and the current state of affairs here after it enters NATO should be kept in
mind. Besides, the possibility of gaining both economic and social support from
Poland is significant for Ukraine. Moreover, the geopolitical changes should be taken
into consideration. In this respect, Ukraine’s initiatives will require a consistent and
responsible approach involving frequent (if necessary) coordination of certain
evaluative data and prognoses with Poland.

Enlargement of the North Atlantic Alliance and promotion of cooperation with
its partners is an integral part of its transformation into a political safety forum. At the
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same time, NATO is an influential organization possessing the necessary tools to
impact any crisis. This is the exact viewpoint that should be adopted when
considering the significant widening of the area of responsibility of NATO since the
end of the Cold War and it’s role in crises regulation in the Balkans, Afghanistan, and
anti-terrorist operations. In fact, it is NATO out of all international organizations that
possesses the most effective military tools to influence and direct the world safety
policy. In addition, further cooperation in the framework of the NATO Partnership
Programs is a major supplementary element in the sphere of counteraction to conflict
escalation in the neighboring regions. Collective participation of the member states in
common political forums (the Euro-Atlantic Partnership Council) and various
practical undertakings (Trust Funds and military exercises) together with the NATO
member states as well as the active development and realization of individual
programs of relations facilitation safeguard regional safety and stability.

Russian aggression as the fundament of a new concept of security area in
Central-Eastern Europe

The occupation and annexation of Crimea, warfare in the East of Ukraine as
well as the Russian Federation's conscious and ostentatious neglect of International
Law and contempt for the opinion of the majority of the international community
have provoked one of the largest crises in international relations, returning the world
to a "Cold War" agenda, to the language of threats and sanctions, and has put under
scrutiny the existing system of global security based on the Yalta-Helsinki principles.
At a time of growing tensions in the Middle East and other conflict-prone regions of
the world, Russian aggression becomes one of the driving forces for the dismantling
of the established global order, increasing the risks of new international conflicts. The
Russian leadership’s aggressive anti-Western rhetoric aims to consolidate around
itself authoritarian regimes and anti-democratic forces across the globe, and create its
own sphere of geopolitical domination grounded upon the traditions of bipolar
tensions of the Soviet times. This approach clearly contradicts with modern beliefs
about a macro civilizational unity of the globalized world with its principles of the
economic interdependence of all nations and their political responsibility for the state
of international security. The growing competition between Russia and the EU for
influence in this sphere has taken the form of a battle between two opposing
integrationist projects: the European and the Eurasian. The central place in this
conflict is occupied by Ukraine.

International mechanisms aiming to sustain peace and stability appear
inadequate in light of recent developments, whereby one of the world’s great powers,
a supposed pillar of global stability, refuses to act according to international law and
participates in the alteration of global borders in pursuit of its own agenda,
positioning itself beyond the law. Leading global institutions, most notably the UN
and OSCE have demonstrated their incompetence to timely take adequate measures
to fight global aggression limiting their actions to mere expressions of concern, and
endless calls to put a stop to ongoing aggression. As of today, The North Atlantic
Treaty Organization (NATO) is considered a more efficient mechanism of collective
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security in Europe, however this organization’s lack of sufficiently decisive actions to
counter Russia's blatant disregard of international law testifies to its unpreparedness
to respond to the hybrid type of aggression. Events surrounding Ukraine have also
testified to the insufficient effectiveness of EU policies concerning Eastern Europe.
Despite the ostensibly aggressive character of Russia’s foreign policy over a
prolonged period of time, the EU was unable to prevent and mitigate the risks for
Europe. Policies of "involving" or appeasing Russia, grounded upon the assumed
perspective of the country as a of a reliable and predictable partner, have suffered a
catastrophic defeat. After the annexation of Crimea, attempts to explain failures in
the relationship with Russia by claiming that the West does not sufficiently account
for the country’s interests have demonstrated their inconsistency and falsehood. The
current crisis has proven the low effectiveness of the existing global and regional
security mechanisms.

The situation at hand is pushing the democratic world, including Ukraine, to
look for new means to establish peace and stability, and find ways to respond
accordingly to the newest challenges and threats posed to the international
community. As a result of Russia’s actions, the general climate of trust, nurtured by
the world’s governments and international organizations for decades, is also in
danger. Russian Federation’s actions stand in violation of various international
treaties, including the Helsinki Act of 1975, the Budapest Memorandum of 1994, the
NATO-Russia Act of 1997, the Ukrainian-Russian Grand Treaty of 1997 and other
documents aiming to ensure peace and stability in Europe. Russia's refusal to comply
with these international treaties lowers their value to little more than that of the paper
they’re printed on and completely annihilates trust within the international
community. Politicians' ideas about the decreasing of the role of of "hard" threats in
favor of "soft" threats have turned out to be precocious. Evidently, new conflicts are
being planned according to hybrid warfare scenarios built on the application of a
complex of both soft and hard threats. Facts demonstrate at the increasing risk of a
global armed conflict, first and foremost on the European continent. In 2007 Russia
opted out of the regular armed European forces treaty effectively freeing itself of
surveillance of the movement of its armed forces. This allowed for Russia to initiate
full scale military exercises in the Caucasus, regrouping of a large part of its forces
and invading Georgia in 2008. A similar scenario was realized in Ukraine in 2014.
By increasing its own military potential potential, Russia instigates a new arms race,
contributing to an increased risk of armed conflict in Europe.

As international terrorism becomes more flexible, changing its courses of
actions and mutating into new forms of existence, it is becoming more of a factor in
the increasing threats to global security. New quasi-state entities such as the so-called
Donetsk and Luhansk People’s Republics in Ukraine, The Islamic State in Iraq and
Syria, which enforce a de facto “Might is right” principle on their controlled
territories, have come to replace virtual terrorist networks. Their tactics lie in brutal
violence, seizure of land from authorities, attempts to alter state borders, systematic
threatening and murdering of local civilian populations, who terrorists use as a living
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shield during armed actions, the establishment of control over resources etc. While on
the one hand, terrorist quasi-states aim to acquire signs of legitimacy,, at the same
time, they blatantly defy the norms of international law. The gravity of the situation
acquires an even greater magnitude when such groups get support from an influential
global power such as the Russian federation. In addition to pursuing its own agenda
in the region, Russia is able to use its permanent membership on the UN Security
Council as a way to block the international community's attempts to counter terrorist
threats. The Russian Federation’s aggression has led to a catastrophic deterioration of
security in Ukraine and the region. Ukraine, however, has also received substantial
international support both on the UN level as well as from organizations such the EU,
OSCE and NATO. Cooperation with these structures creates a fundament for the
construction of a new foreign policy dimension of Ukraine’s national security while
stimulating an increase in the efficiency and trustworthiness of international
organizations, which seem to be faltering. In the conditions of an armed conflict and
dismantlement of the existing inefficient model of national security, Ukraine must
make the shift towards a proactive foreign policy, aimed at the establishment of an
effective international checks and balances system in the sphere of security, able to
respond accordingly to existing threats and actively integrated into the global and
regional security system.

Radical changes in the status of security in Eastern Europe force Ukraine to
look for new ways and measures to guarantee its sovereignty and territorial integrity,
and respond accordingly to the challenges and threats which surface in today's
international environment. The issue that demands urgent intervention in this context
is that of the establishment of reliable mechanisms to guarantee national security.
Neither the safety guarantees given to Ukraine by the Budapest memorandum, nor the
network of strategic partnership with global powers, including Russia, that the
Ukrainian government has pursued over the past years, have been an effective
safeguard against Russia's aggressive actions. The attempts of the Budapest
memorandum countries (Great Britain and USA) to appeal to the UN Security
Council by implementing an international mechanism outlined in paragraph four of
the document have failed due to Russia's veto power, which it holds as a permanent
member of the UN Security Council. Ukraine is not a member of the EU or NATO
and hence is unable fully participate in the European security system. A relationship
of partnership with NATO, much like the association with the EU, are not a means to
oppose global threats per se. Ukraine collaborates with these organizations without
receiving actual guarantees of its own safety. Ukraine’s further positioning in the
gray zone of security turns into an object of geopolitical competition between the
West and the East. At the same time, the country's neutral status, which used to be the
cornerstone of Ukraine’s foreign and security policies of the past four years has not
created new opportunities for the realization of national interests.

In the conditions of a permanent destabilization of the regional security area,
this substantially increases the probability of of the realization of potential threats and
challenges for Ukraine. With the crisis of the internationals security system and the
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inefficiency of the mechanisms international law, Ukraine must find a way to ensure
reliable means to ensure external safety guarantees, established in legally binding
international treaties.

Accounting for a lack of strategic partners, Ukraine must carry out work aimed
at the acquiring of such among countries and international organizations, focusing on
the creation of "flexible alliances", permanent or temporary systems of collaboration
on a partnership lovely with states interested in opposing common threats. Ukraine
must integrate its security and defense potential in the existing system of collective
European and Transatlantic security, and, in perspective, become part of a unified
North Atlantic defense system. Upon the EU-Ukraine association agreement’s
coming into effect, the situation in the military collaboration sphere has taken a
change for the better. The Ministry of Defense of Ukraine expects to initiate
cooperation with the European defense agency and participate in EU initiatives
concerning the consolidation of efforts and the division of responsibilities of member
states in the process of promoting security.

It must, however, be noted that the EU-Ukraine cooperation in the sphere of
defense cannot fully satisfy the defense requirements of of our state. The European
Union, fixated on the application soft power methods, is unable to act in a situation of
Russia's application of hard power. In the context of Russian aggression, we can
observe the significantly growing importance of the role of NATO on the European
continent which, in the conditions of the necessary opposition to hard threats turns
into a major link in the system of European security.

NATO’S ARTICLE 5 AND HYBRID WARFARE IN UKRAINE

Vladyslav Vorobkanych
Ivan Franko National University of Lviv, Faculty of International Relations

Article 5 of North Atlantic treaty organization proclaimed that: “The Parties
agree that an armed attack against one or more of them in Europe or North America
shall be considered an attack against them all and consequently they agree that, if
such an armed attack occurs, each of them, in exercise of the right of individual or
collective self-defence recognised by Article 51 of the Charter of the United Nations,
will assist the Party or Parties so attacked by taking forthwith, individually and in
concert with the other Parties, such action as it deems necessary, including the use of
armed force, to restore and maintain the security of the North Atlantic area. Any such
armed attack and all measures taken as a result thereof shall immediately be reported
to the Security Council. Such measures shall be terminated when the Security
Council has taken the measures necessary to restore and maintain international peace

29 1

and security” .

' The North Atlantic Treaty, Washington D.C. - 4 April 1949,
http://www.nato.int/cps/en/natolive/official texts 17120.htm



130 NATO in New Risky Environment: Current and Future Challenges

The “hybrid warfare” in Ukraine showed that any Eastern European countries
can’t be in safety. “Europe has never been so prosperous, so secure, nor so free”! is
the first sentence of the current European Security Strategy (ESS), adopted back in
2003. European contemporary situation is opposition to the sentences proclaimed in
ESS and on the European continent we has the biggest war after Second World War
and this war is not in tradition understanding is so called “hybrid warfare”. The
Economist gave characteristic to the hybrid war in Ukraine - “a combination of
instruments, some military and some non-military, choreographed to surprise,
confuse and wear down an opponent, hybrid warfare is ambiguous in both source and
intent, making it hard for multinational bodies such as NATO and the EU to craft a
response”.” The most controversial issue which now facing in front of NATO is, can
be article 5 use during “hybrid warfare”?

Just a few years ago only the most convinced diehards in the West imagined
that a change of government and the Maidan protest in Kyiv, would initiate a Russian
invasion and the annexation of Crimea, break previous international agreements
regarding borders, and destabilize the situation. Unfortunately, again as in its history,
Europe is facing war in its doorstep. And we are once more caught out, unprepared
just like in 1938 when sacrificing Czechoslovakia was assumed to ensure peas.

The Russian “hybrid war” in Ukraine rise many questions to the Transatlantic
security system, even the definition of aggression becoming more widely in case of
information and cyberwar which Russia use against not only Ukraine but against all
Western values. The quite example is the instrument of information warfare which
Russia use and the situation in Baltic states, the Lithuanian President Dalia
Grybauskaite said that Russia provides aggression against Lithuania in the form of
information warfare, so in this situation can the NATO article 5 guarantee security?

According to Mr Stoltenberg, deciding whether an Article 5 attack has taken
place means both recognising what is going on and knowing who is behind it. “We
need more intelligence and better situational awareness,” he says; but adds that
NATO allies accept that if the arrival of little green men can be attributed “to an
aggressor nation, it is an Article 5 action and then all the assets of NATO come to
bear.” * But the “hybrid warfare” is not only green men it has a large number of
components and green man is only one of it. It must be put clear line in modern
definition of aggression and measures which must be use in this case. The Baltic
states now under information aggression but EU and NATO can’t to bun the

' A secure Europe in a better world. European Security Strategy, 12 December 2003,
http://www.iss.europa.eu/publications/detail/article/a-secure-europe-in-a-better-
world-european-security-strategy/

What Russia wants from cold war to hot war, Feb 12th 2015,
http://www.economist.com/news/briefing/21643220-russias-aggression-ukraine-part-
broader-and-more-dangerous-confrontation

What Russia wants from cold war to hot war, Feb 12th 2015,
http://www.economist.com/news/briefing/21643220-russias-aggression-ukraine-part-
broader-and-more-dangerous-confrontation
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propaganda channels because it is contrary to the basic principles of freedom word
and here we must put the priorities national security and sovereignty or democracy
during aggression. As statesmen Churchill once put: “No one must, however,
underrate the power and efficiency of a totalitarian state... The rulers for the time
being can exercise a power for the purposes of war and external domination before
which the ordinary free parliamentary societies are at a grievous practical
disadvantage... We must recognize that the Parliamentary democracies and liberal,
peaceful forces have everywhere sustained a defeat which leaves them weaker,
morally and physically to cope with danger which have vastly grown.”' European
governments need time to digest and analyse current challenges to previous as well as
still existing Security Architecture constructed during and after the fall of the Berlin
Wall. Part of this process includes lessons not yet learned from the Ukrainian
situation. Nearly a quarter-century after the collapse of the Soviet Union, the West
faces a greater threat from the East than at any point during the cold war. Even during
the Cuban missile crisis of 1962, Soviet leaders were constrained by the Politburo
and memories of the second world war. Now, according to Russia’s chief
propagandist, Dmitry Kiselev, even a decision about the use of nuclear arms “will be
taken personally by Mr Putin, who has the undoubted support of the Russian people”.
Bluff or not, this reflects the Russian elite’s perception of the West as a threat to the
very existence of the Russian state. Such situation is the part of information warfare
to destabilize the situation and to create nervous atmosphere and to attract intention
said: “looks on us we are so powerful and we can manipulate with the people and
we hasn’t any responsibility for it.” The object of “hybrid warfare” first of all to crash
the unity of the state or any international organization with the help of information
create the field for secret military intervention for example in the case of annexation
of Crimea.

System of security architecture in Europe now it necessary to change in a few
ways first of all normative and practice. The Russian aggression has explicitly
challenged the post-Cold War international relations that aimed to overcome
geopolitical divisions, respect the choices of small nations, and set diplomacy and
cooperation far ahead of military intervention. Russia has made parody of the noble
principle of protecting human rights. All of these signs should be alarming to small
states and raise many concerns: how secure can these nations still be? And what
should be done to restore security for small states? Aggression without strong
responsibility could bring the world into the new stage of relations and such regional
power totalitarian state with global ambitions like Russia in future can bring to the
new more huge conflicts.

! Winston S. Churchill, into Battle, (London: Cassell, 1941), 83-91.
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RUSSIAN-UKRAINIAN ARMED CONFLICT — A VIEW FROM
UKRAINE

Mariya Zaremba
Ivan Franko National University of Lviv, Faculty of International Relations

In fact, that the main goal of The North Atlantic Treaty Organization (NATO)
is to keep peace in its member states. Actually Ukraine is not a member of NATO,
but it is one of the eight states which have an Individual Partnership Action Plan.
Nevertheless the situation on the East of Ukraine should appoint that NATO has to
prepare to make its further actions more efficient, because Russia with its capacity
and its methods of fighting can become a threat to the world’s defense. So in the text
bellow I am going to look through the hostilities in Ukraine.

To start with I want to make an analogy between the hybrid war and the chess
game. Let’s turn on the imagination and see the Eurasian continent as the chessboard.
I can suppose that Russia is the king, Germany is the queen, some European countries
are knights and some of them are pawns. Some of them are white pieces and some of
them are black. The questions are what figure is Ukraine? What is her role at the
current situation? How can we cope with the Russian-Ukrainian conflict?

Recently Vladimir Putin has claimed that Ukraine is doomed to the common
future with Russia. As I understand he wants to emphasize that Ukraine should obey
because it is extremely depended on Russia. I am sure that it is not an adequate
estimation of reality. In fact, our countries have some connected parts of history, but
it does not mean that our state cannot develop by its own in the future. Especially
after current confrontation that has notably affected on people’s minds and ways of
looking.

Firstly, it is necessary to mention the preconditions of the conflict, such as the
unstable situation in our country, the oligarchy’s power, the absence of a functioning
army, ethnic Russians as citizens of the East, the lack of pro-Ukrainian policy, the
propaganda as a form of public opinion, the inner problems like corruption and
bureaucracy, the energetic dependence, the orientation of Ukraine to the European
Union (EU) and the last but not the least is the aggressive politics of Russia. What is
more, Ukrainian territory is highly appreciated by Russia. The reason is in the fact
that the availability of this territory makes Russia not only Asian, but a Eurasian
“empire” too.

Undoubtedly, all these play an enormous role, but the most influential is
political manipulation. As Sun Tzu, the author of the most significant work on
military strategy and tactics of ancient China, wittily remarked, “All warfare is based
on deception.” I absolutely agree with him. So we were ruthlessly deceived, and it
was made intentionally. Nevertheless we should find the point of the lie that forced a
man to take a weapon to his arms. Actually, we were told that Ukrainians on the East
and on the West are so different that they cannot live within one united country. Also
we were told that diplomacy had failed and there was no other way, but the armed
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confrontation. Personally I do not believe it. I am convinced that Ukraine is capable
to put an end to this useless fighting. One of the variants is using genuine diplomacy.

Now we see the reasons of the conflict so we can make the decisions. Mainly
experts have four sceneries for the future of problematic areas:

e The situation will be the same as in Bosnia, there will be an united state

formally, but with autonomic parts;

e There will be only an escalation of the conflict;

e The conflict will be frozen, like it was in Moldova and there will be the

constant area of instability that is useful for Russia;

e So called bad peace.

I want to add that perhaps we can end the conflict by recognizing the Crimea as
Russian territory. After that Russian government will not have any use from keeping
fighting in the East of Ukraine, because it was like insurance for Russia. None of
these variants is acceptable for me. Actually, the war itself is not a tool for solving
problems. How can soldiers shooting at each other create any solution? I am quite
sure that there are other ways to regulate and prevent the conflict. So let us try to find
them.

Generally people cannot even solve the problems within their own families, so
they cannot do it within the country either. Therefore, for this aim there should be a
leader who must be a kind of dreamer and an inspired person with an open mind,
because all problems cannot be solved by bored skeptics. He will be brave enough to
raise our country and our hope.

Unfortunately, he does not exist. So we should rely on ourselves and on those
who have power nowadays. We should understand that other countries have their
own interests as priorities. As we have noticed meetings in Minsk have no results.
Required reforms are not friendly accepted among Ukrainians. The reason is that we
cannot change our society by the new bills. We can do it only by upbringing. That is
why it is essential to spread ideas about promoting peace, about renewing our
country, about the way we see Ukraine in the world arena of international relations
and about some basis of international law like Human Rights. Also people must be
informed about all events and decisions as well. The information has to be operative,
clear and objective. In addition it is time for Ukrainian representatives and
government to speak to the world in the language of numbers and reports. Thus
international community will see that we are active and we are trying to cope with
our problems. Finally, I want to offer an alternative. What if everything that we have
to do is to stop for a minute and to turn our relation to this situation upside down? We
have to rethink all facts and become more open to cooperate instead of arguing.

As a result, Ukraine does not have any other choice, but to play the role of a
figure that is extremely dependent on the other figures. It cannot provide its own
strategies; diplomacy and policy as well as it cannot influence on the situation on the
international arena. Therefore, there are constant threats to Ukrainian interests,
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economy and security. We are like an observer who follows all steps of the game and
waits for time when checkmate will be done.

For the ending I can suggest that the figure that resembles Ukraine does not
exist. You know the special rule when a pawn reaches the end of the chessboard and
becomes a queen, do you not? So this is the only comparison that I can make for this
extraordinary case. I guess that Ukraine is far away from the start now, and it will
achieve the transformation to be a more influential figure soon. It strikes me that if all
political processes are just a boardgame, there should be someone who is managing
it. The manipulator. So whoever he or she is, I hope they have some incredible secret
plans for the figure of Ukraine.

GEO-ECONOMIC WARFARE AS AN INSTRUMENT OF THE
SECURITY PRESERVATION IN THE ATLANTIC REGION:
MODERN CHALLENGES

Kyrylo Zhmurenko
Oles Honchar Dnipropetrovsk National University

Competition has its own laws of development, and it had a long path of
evolution. It is necessary to distinguish orientation and specific features of this
evolution. For example, foreign doctrine implies and requires the formation of the
strategic methods. These include, for example, a series of continuous trade wars with
their inherent fundamentals of strategies and tactics that are well learnt in practice.
But globalization has fundamentally changed our understanding of the competition,
as well as geo-economics have brought the latest developments to this field: we have
witnessed the transition from war to geo-economic warfare.

Geo-economic war (GW) — damage caused by non-military methods on a pre-
planned strategy of operating in the geo-economic space using high tech geo-
economic, often global technology management.

If we consider the modern system of international security as a system which
main equalizer is the threat of nuclear weapons, the most important tool of the non-
military impact on enemy is just geo-economic war. This prudent strategy carefully
neutralizes, or transforms rival forces in mostly economical way, without threat of
full-scale war, which in the context of the modern situation may have no victors.

Geo-economic warfare is characterized by the following features:

1) Features: "invisibility", the absence of destruction;

2) The strategy of "indirect action";

3) Weapons: developed geo-economical, geo-financial, informational
technologies and other types of global governance;

4) Objective is to obtain national income of the opponent, preventing him from
world income distribution (often by creating a negative image on the international
arena);
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5) Crimes: marginalization of people, bringing them to the status of "outcasts";

Economic sanctions of the West against Russia are a part of the geo-economic
warfare. One of the "impacts" of such war was, for example, the decision of the
Hague court that the Russian Federation should pay the former foreign oil company
“Yukos” and its investors compensation in amount of 50 bln. $.

Obviously, the West represented by the member countries of the NATO
alliance can influence the policies of their opponents, not just by military force, since
NATO is primarily a military alliance. The economic instruments, economic
technology of global governance can become the security instruments of the Western
Civilization. At the same time, we can talk about the possibility of the geo-economic
war as an effective instrument of non-military influence in the range of strategic and
tactical means to achieve the goals of NATO.

In the context of contemporary challenges and threats to European security, it
may be noted that the use of military methods of influence, especially against
powerful actors such as the Russian Federation, is not effective, but threatening,
because it cannot change the policy of the object in the desired direction, but also can
backfire with aggressive actions that can destroy the contemporary world order, as
much as the world itself. On the other hand, using the full scale of methods of the
geo-economic warfare can inflict such economic damage to the object of impact, that
in the long turn the object will not be able to continue its independent policy.

It should be noted, that in the situation of contemporary world geopolitical
conflict, we can determine not only the geo-economic war of the West (NATO)
against Russia, but also the reversed geo-economic warfare of Russia against the
West with well-known attempts to detach some members of the European Union
from the common policy (these are well known Greece, Italy, Slovakia and Czech
Republic). This is considered to be quite efficient because of a large amount of
economic connections between Russia and Germany, which are the cause of the
infliction of damage not only to the object but also to the subject of geo-economic
warfare. What is important, the greater is the connection, the greater are the losses of
the subject of the geo-economic warfare.

It is important to determine the difference between "global geo-economic
poles" and "global geopolitical poles” in the frame of transatlantic security.

At the end of the twentieth century there were three world poles of economic
and technological development - the North America (NAFTA), Western Europe (EU)
and Asia-Pacific. The United States have the absolute economic power; the USA is
far ahead of Japan, which ranks second in the world in macroeconomic indicators. In
Western Europe, Germany is in the lead. In the Asia-Pacific region, China is
developing dynamically; experts predict it will become the second world power in the
future. According to international statistics, the global economy entered the third
millennium with the largest centers of power, which accounted for over half of world
GDP, calculated on the basis of the official exchange rates and purchasing power
parities of national currencies.
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There 1s a constant geo-economic civilizational dialogue between the poles,
which is based on multidimensional energy space. Transportation links and free
economic zones become its material relays.

Geo-economic poles do not always coincide with the geopolitical poles. In
military and political terms, Western Europe is not a world pole (90% of NATO
power is accounted for US), while Russia retains the position of one of the World
Nuclear Power Leaders.

Because of this, the preservation of the transatlantic security should be
considered through the prism of geopolitical power of the Russian Federation, and of
course transatlantic region should also be considered as the extremely vulnerable
space for geo-economic warfare interactions, because of European dependence on
energy exports.

In order to represent contemporary challenges for the world, it is worth noting
that today’s situation is constantly deepening the controversy between world’s key
civilizational pillar states. The world order now faces the challenges it has not seen in
decades, and the resilience of NATO, as the main and only defensive alliance of the
West should become the basement for consolidation around the West’s pillar state —
the USA. The clash of civilizations as it was known in the early 2000’s is now
becoming more and more economically diversified. The new strategic alliances are
forged, and many scientists continue to state that the bipolar world order will be the
next configuration of the international relations. New alliances of the USA-EU and
China-Russia will definitely be the two opposing fronts of the new geo-economic war
for control.

That is why geo-economic warfare is one of the most efficient ways of shaping
the world, changing the way the adversary acts, relieving the adversary of its power is
the main point of today’s warfare, because the world has passed the edge, where
military warfare (especially worldwide) is acceptable. The huge amount of nuclear
weaponry can strip the world of its existence, thus the clashing powers should arm
with new methods of harming the opponent.

NATO as the supreme power of the West should understand, that its military
determination is not the main way to protect its interests in the modern world of
constant clash of interests. Representation of the new era for strategic clashes on the
edges of civilizations — Russian, Western and Asia-Pacific — is absolutely determined
by the conflicts that are waged around “The Heartland” — Eurasian space occupied by
Russia. Ukraine and Georgia are only two places where NATO can represent the way
NATO sees the new world order with constant restraint of Russia’s ambitions.

The transformation of NATO is needed if the West wants to secure its leading
positions in economic, geopolitical, military and cultural influence, (“the unique case
of the USA as a world leader is its leadership in all these four areas+ - as once stated
by Z. Bzhezinsky). The 21% century will be the era of Asia-Pacific rise, and the
economic indicators of China only justify that point. The USA as the pillar of
Transatlantic and European security policy should undermine the task of reforming,
regrouping and specifying NATO for the new challenges of today and tomorrow.
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Representing NATO as not only military and political block is obviously
needed. It should become the union of cultural, informational, ideological, economic
and military power of the Western countries.

GEO-ECONOMIC WARFARE AS AN INSTRUMENT OF THE
SECURITY PRESERVATION IN THE ATLANTIC REGION:
MODERN CHALLENGES

Kyrylo Zhmurenko, Elyna Zhmurenko
Oles Honchar Dnipropetrovsk National University

Competition has its own laws of development, and it had a long path of
evolution. It is necessary to distinguish orientation and specific features of this
evolution. For example, foreign doctrine implies and requires the formation of the
strategic methods. These include, for example, a series of continuous trade wars with
their inherent fundamentals of strategies and tactics that are well learnt in practice.
But globalization has fundamentally changed our understanding of the competition,
as well as geo-economics have brought the latest developments to this field: we have
witnessed the transition from war to geo-economic warfare.

Geo-economic war (GW) — damage caused by non-military methods on a pre-
planned strategy of operating in the geo-economic space using high tech geo-
economic, often global technology management.

If we consider the modern system of international security as a system which
main equalizer is the threat of nuclear weapons, the most important tool of the non-
military impact on enemy is just geo-economic war. This prudent strategy carefully
neutralizes, or transforms rival forces in mostly economical way, without threat of
full-scale war, which in the context of the modern situation may have no victors.

Geo-economic warfare is characterized by the following features:

1) Features: "invisibility", the absence of destruction;

2) The strategy of "indirect action";

3) Weapons: developed geo-economical, geo-financial, informational
technologies and other types of global governance;

4) Objective is to obtain national income of the opponent, preventing him from
world income distribution (often by creating a negative image on the international
arena);

5) Crimes: marginalization of people, bringing them to the status of "outcasts";

Economic sanctions of the West against Russia are a part of the geo-economic
warfare. One of the "impacts" of such war was, for example, the decision of the
Hague court that the Russian Federation should pay the former foreign oil company
“Yukos” and its investors compensation in amount of 50 bln. $.

Obviously, the West represented by the member countries of the NATO
alliance can influence the policies of their opponents, not just by military force, since
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NATO is primarily a military alliance. The economic instruments, economic
technology of global governance can become the security instruments of the Western
Civilization. At the same time, we can talk about the possibility of the geo-economic
war as an effective instrument of non-military influence in the range of strategic and
tactical means to achieve the goals of NATO.

In the context of contemporary challenges and threats to European security, it
may be noted that the use of military methods of influence, especially against
powerful actors such as the Russian Federation, is not effective, but threatening,
because it cannot change the policy of the object in the desired direction, but also can
backfire with aggressive actions that can destroy the contemporary world order, as
much as the world itself. On the other hand, using the full scale of methods of the
geo-economic warfare can inflict such economic damage to the object of impact, that
in the long turn the object will not be able to continue its independent policy.

It should be noted, that in the situation of contemporary world geopolitical
conflict, we can determine not only the geo-economic war of the West (NATO)
against Russia, but also the reversed geo-economic warfare of Russia against the
West with well-known attempts to detach some members of the European Union
from the common policy (these are well known Greece, Italy, Slovakia and Czech
Republic). This is considered to be quite efficient because of a large amount of
economic connections between Russia and Germany, which are the cause of the
infliction of damage not only to the object but also to the subject of geo-economic
warfare. What is important, the greater is the connection, the greater are the losses of
the subject of the geo-economic warfare.

It is important to determine the difference between "global geo-economic
poles" and "global geopolitical poles™ in the frame of transatlantic security.

At the end of the twentieth century there were three world poles of economic
and technological development - the North America (NAFTA), Western Europe (EU)
and Asia-Pacific. The United States have the absolute economic power; the USA is
far ahead of Japan, which ranks second in the world in macroeconomic indicators. In
Western Europe, Germany is in the lead. In the Asia-Pacific region, China is
developing dynamically; experts predict it will become the second world power in the
future. According to international statistics, the global economy entered the third
millennium with the largest centers of power, which accounted for over half of world
GDP, calculated on the basis of the official exchange rates and purchasing power
parities of national currencies.

There is a constant geo-economic civilizational dialogue between the poles,
which i1s based on multidimensional energy space. Transportation links and free
economic zones become its material relays.

Geo-economic poles do not always coincide with the geopolitical poles. In
military and political terms, Western Europe is not a world pole (90% of NATO
power is accounted for US), while Russia retains the position of one of the World
Nuclear Power Leaders.
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Because of this, the preservation of the transatlantic security should be
considered through the prism of geopolitical power of the Russian Federation, and of
course transatlantic region should also be considered as the extremely vulnerable
space for geo-economic warfare interactions, because of European dependence on
energy exports.

In order to represent contemporary challenges for the world, it is worth noting
that today’s situation is constantly deepening the controversy between world’s key
civilizational pillar states. The world order now faces the challenges it has not seen in
decades, and the resilience of NATO, as the main and only defensive alliance of the
West should become the basement for consolidation around the West’s pillar state —
the USA. The clash of civilizations as it was known in the early 2000’s is now
becoming more and more economically diversified. The new strategic alliances are
forged, and many scientists continue to state that the bipolar world order will be the
next configuration of the international relations. New alliances of the USA-EU and
China-Russia will definitely be the two opposing fronts of the new geo-economic war
for control.

That is why geo-economic warfare is one of the most efficient ways of shaping
the world, changing the way the adversary acts, relieving the adversary of its power is
the main point of today’s warfare, because the world has passed the edge, where
military warfare (especially worldwide) is acceptable. The huge amount of nuclear
weaponry can strip the world of its existence, thus the clashing powers should arm
with new methods of harming the opponent.

NATO as the supreme power of the West should understand, that its military
determination is not the main way to protect its interests in the modern world of
constant clash of interests. Representation of the new era for strategic clashes on the
edges of civilizations — Russian, Western and Asia-Pacific — is absolutely determined
by the conflicts that are waged around “The Heartland” — Eurasian space occupied by
Russia. Ukraine and Georgia are only two places where NATO can represent the way
NATO sees the new world order with constant restraint of Russia’s ambitions.

The transformation of NATO is needed if the West wants to secure its leading
positions in economic, geopolitical, military and cultural influence, (“the unique case
of the USA as a world leader is its leadership in all these four areas+ - as once stated
by Z. Bzhezinsky). The 21% century will be the era of Asia-Pacific rise, and the
economic indicators of China only justify that point. The USA as the pillar of
Transatlantic and European security policy should undermine the task of reforming,
regrouping and specifying NATO for the new challenges of today and tomorrow.

Representing NATO as not only military and political block is obviously
needed. It should become the union of cultural, informational, ideological, economic
and military power of the Western countries.
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RUSSIAN-UKRAINIAN ARMED CONFLICT — A VIEW FROM
UKRAINE

Tetyana Zhukova
Ivan Franko National University of Lviv, Faculty of International Relations

The Supreme Council of Ukraine adopted the Resolution «About application of
the Supreme Council of Ukraine to the United Nations, the European Parliament, the
Parliamentary Assembly of the Council of Europe, the NATO Parliamentary
Assembly, the OSCE Parliamentary Assembly, the GUAM Parliamentary Assembly,
the parliaments of the world for recognition of the Russian Federation as the state-
aggressor" 27 January 2015. In the document also is noted that "Ukraine is the object
of military aggression of the Russian Federation, which it carries out by supporting
large-scale terrorist attacks...Taking into account the norms of the UN Charter and the
General Assembly Resolution Ne3314 "Definition of aggression" since 14 December
1974, the Supreme Council of Ukraine recognizes the Russian Federation as a state-
aggresson.

This resolution determines the state of the long Russian-Ukrainian conflict,
caused by the Russian expansionist policy on the territory of the former Soviet Union
which the Russian Federation considers as zone of its «privileged interests». Because
of it the Russian Federation tries to force Ukraine to Eurasian Integration and to
block Kyiv's course towards European and Euro-Atlantic integration. Russian
government wasn't going to establish truly equal mutual relations with Ukraine.
Russian policy was aimed to control our country.

Ukraine turned into a geopolitical epicenter of opposition of external centers of
power. The leaders of the Russian Federation understood that if Ukraine successfully
entered the EU, it would not only be a challenge to the Russian's integration projects,
but also an example for the other former Soviet countries. Therefore, their goal was
to prevent the European integration of Ukraine and to control our country. Ukrainians
destroyed Russia's geopolitical plans and in response to it Putin started the aggression
against Ukraine. During this hybrid war Russian mercenaries annexed the Crimean
peninsula, began military expansion of the Eastern Ukraine, Ukraine suffered large-
scale human, territorial, economic losses. Because of this war our peoples stopped to
consider each other as brothers or even just friendly countries. The «undeclared» war
of the Russian Federation against Ukraine has been continuing since the end of
February 2014.

2013 year was decisive in Ukrainian-Russian relations. The Russian Federation
activated all levers of political and economic influence to involve Ukraine to the
process of Eurasian integration and to block its Eurointegrational course. The
circumstance that Viktor Yanukovych was president helped the Russian Federation in
achievement of their goal. Yanukovych refused to sign the Agreement on association
with the EU at the EU summit in Vilnius on 29 November and almost immediately
after it signed the package of Ukrainian-Russian agreements since 17 December
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2013, including an agreement on granting short-term loan of 15 billion dollars and
reduction of the gas prices to Ukraine. It was "fee" of the Kremlin for Ukraine's
refusal of Eurointegration.

Such decision of the authority caused mass demonstrations — organization of
«Euromaidan ». The situation intensified because of forced overclock of the
«Euromaidan » in Kyiv on 30 November 2013. It led to opposition of citizens and
authorities.

The Supreme Council of Ukraine adopted a Resolution «On the withdrawal of
the Ukrainian President of constitutional powers and appointment of the
extraordinary presidential elections in Ukraine» 20 February 2014.

The events of November 2013 — February 2014 in Ukraine is called «The
Revolution of Dignity» and is perceived by the international community as an
evidence of European aspirations of Ukraine.

The revolution in Ukraine ruined Russian integration plans. Moscow didn't
recognize the new Ukrainian authorities and named the Revolution of Dignity as a
coup. As | have already said, the Russian Federation started the «undeclared» war
against Ukraine from the end of February 2014.

Except annexation of the Crimea and hostilities in the East of Ukraine this
conflict also covers other areas of relations. It's destruction of the legal framework of
the bilateral relations and the system of international institutional relations. The
invasion of the Russian armed forces on the territory of Ukraine destroyed the basic «
Treaty about friendship, cooperation and partnership between Ukraine and the
Russian Federation» since 1997 (first of all it is about the clause 2 about « respect the
territorial integrity of each other and confirm the inviolability of their borders» and
the clause 3 about « non-interference in the internal affairs»). In this manner the legal
framework of the bilateral relations needs revision (it counts over 370 documents).

The other area of conflict is economic discrimination. The Russian Federation
continues to impose unilateral trade and economic restrictions of the most vulnerable
sectors of Ukrainian exports, which are dependent on Russian market.

The Russian Federation also uses in political purposes energy dependence of
Ukraine. Now it's one of the major tools of war of Russia against Ukraine. The
authorities of the Russian Federation decided to implement the energy blockade to
create economic chaos and political destabilization in Ukraine.

The Russian Federation conducts active information war against Ukraine. Lie
and brutal attacks of the Russian media gained such proportions that even former
President of Ukraine — Viktor Yanukovych was due to respond disapprovingly on the
position of Russian journalists in relation to Ukraine. Russian authorities brainwash
Russians using television and other media, so most of them really think that Putin
only protects Russians on the territory of Ukraine because «we eat their children».

Russian-Ukrainian conflict is not «localy, it's «peripheral» event. It is
dangerous to the safety and stability not only in Europe but also in the whole world.
This conflict caused a sharp confrontation between the Russian Federation on the one
side and the Western countries and international organizations on the other. The West
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didn’t recognize the annexation of the Crimean peninsula and condemn the actions of
Russia in the Eastern Ukraine. The leading states of the world (EU countries, USA,
Japan, Australia) and influential international structures (UN, NATO, EU, OSCE)
demonstrated solidarity with Ukraine, active support of its sovereignty and territorial
integrity.

Introducing of political, economic, sectoral sanctions against Russia have
significant effect. Financial and economic aid to Ukraine is really important.
However, this aid will have some result only if Ukraine implement internal reforms
and reduce the level of corruption as soon as possible.

Russian-Ukrainian conflict has global and regional threats. Currently,
European and international community do not have an adequate response to Russian
aggression. Because of Russian violation of Budapest memorandum international
mechanisms of prevention of the proliferation of nuclear weapons are under the
threat. The war on the East of Ukraine can turn into «frozen» conflict — the source of
instability and threat to European countries and world society.

NATO STEPS FOR SAFETY OF THE EASTERN ALLIES
TERRITORIES

Anastasiya Zvada
University of Warsaw, Institute of International Relations

NATO Secretary General Rasmussen has characterized Russia’s military
aggression as “the most serious crisis in Europe since the fall of the Berlin Wall,” and
declared that NATO can “no longer do business as usual with Russia.” [1] NATO’s
response to the crisis thus far has focused on demonstrating support for Ukraine and
its territorial integrity, reaffirming the allied commitment to defensing Central and
Eastern European allies, and rebuking Russia. In early April 2014, NATO announced
the suspension of all “practical” civilian and military cooperation with Russia in the
framework of the NATO Russia Council.

Since Russia’s annexation of Crimea, NATO has sought to reinforce its
commitment to defending central and eastern European allies. Measures taken thus
far have centered on air defense and surveillance, maritime deployments, and military
exercises [5].

At the Wales Summit 2014 NATO member countries have approved NATO's
Readiness Action Plan. This Plan includes immediate reinforcements of NATO’s
presence in the eastern part of the Alliance, which have been in place since May 2014
(““assurance measures’), and longer-term changes to NATQO’s force posture which are
currently being implemented (“adaptation measures™) [2].

Adaptation measures are longer-term changes to NATO’s forces and command
structure which will make the Alliance better able to react swiftly and decisively to
sudden crises, whether these arise to the east or the south.
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The assurance measures are a series of land, sea and air activities in, on and
around the territory of NATO Allies in Central and Eastern Europe, designed to
reinforce their defence, reassure their populations and deter potential aggression.
These are a direct result of Russia’s aggressive actions in Ukraine. All 28 Allies are
contributing to these measures on a rotational basis. The measures can be stepped up
or reduced as necessary, depending on the security situation.

We can underline 3 main steps of NATO for safety of the the Eastern Allies
Territories:

1. Surveillance anf Air Defense:

NATO member states have deployed additional fighter jets to the alliance’s
Baltic Air Policing mission and NATO is carrying out aerial surveillance flights over
Poland and Romania. In April 2014, NATO increased the Air Policing Mission from
four to 16 fighter jets. The mission to protect Baltic airspace has been led by NATO
allies on a rotational basis since 2004. Denmark, France, Poland, and the UK are each
currently contributing four fighter aircraft to the mission. Canada has also deployed
jets to Romania to conduct training exercises with the Romanian air force. NATO
started AWACS (Airborne Warning and Control System) reconnaissance flights over
Poland and Romania on 11 March 2014, a day after the North Atlantic Council
decided to increase surveillance in the airspace over the two Allied nations and to
monitor the crisis in Ukraine [3]. The AWACS played an important role in NATO
operations such as in the United States after 9/11, in Libya and in Afghanistan. It also
provided air support to secure NATO summits or international sporting events such
as the 2004 Summer Olympics Games and the 2006 World Cup Football
Championship. Furthermore, NATO has used surveillance images to monitor Russian
troop movements along the Ukrainian border.

2. Maritime deployments:

NATO has deployed two of its standing maritime groups - Standing NATO
Mine Counter-Measures Group ONE (SNMCMGI) and the Standing NATO
Maritime Group ONE (SNMGI) on patrols to support NATO maritime assurance
measures. One group of 5-7 mine clearance vessels has been patrolling the Baltic Sea
since late April 2014. It includes ships from Belgium, Estonia, France, Germany, the
Netherlands, and Norway. A second maritime contingent of frigates has been
patrolling the Mediterranean since May 2014. It includes ships from Canada,
Germany, Norway, Turkey, and the United States. In mid-July 2014, a third NATO
maritime group participated in naval exercises in the Black Sea. The group of four
ships from Italy, Turkey, and the UK, conducted interoperability exercises with naval
units from Greece, Italy, Romania, Turkey, and the United States [4].

3. Military Exercises:

NATO member states have conducted several military exercises in Central and
Eastern Europe. Around 6,000 troops from Belgium, Denmark, Estonia, France,
Latvia, Lithuania, Poland, the United Kingdom and the United States participated in
the NATO-led "Steadfast Javelin” exercise which took place from 16 — 23 May 2014.
The exercise was based on a fictitious scenario and involved participating Allied
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forces repelling an attack on Estonia in an Article 5 context. Participating units
included infantry and reconnaissance forces, engineers, fighter jets as well as anti-
aircraft teams and a cyber security team [4].

Several NATO Allies have also sent ground and air forces to Eastern Europe
for training and exercises on a bilateral basis. For instance, The U.S. Army-led Rapid
Trident 2014 took place in western Ukraine in September. Approximately 1,300
troops from 15 countries including, Azerbaijan, Bulgaria, Canada, Georgia, Germany,
Great Britain, Latvia, Lithuania, Moldova, Norway, Poland, Romania, Spain, the U.S.
and host Ukraine participated in the exercise. The exercise consists of a
multinational field training exercise that focuses on peace support operations and
interoperability between U.S. and NATO forces.

Also the United States moved hundreds of troops and vehicles through Eastern
Europe with operation Dragoon Ride in April 2015. In May 2015, France is sending
Leclerc tanks and infantry fighting vehicles to Poland for training, and Germany
announced plans to send 1,700 troops to the region.

Major exercises in 2015 include [2]:

1. Joint Warrior (11 — 23 April: naval exercise in the North Atlantic — 13,000

troops);

2. Dynamic Mongoose (4 —15 May: antisubmarine warfare exercise off Norway —

5,000 troops);

3. Baltops (5 — 20 June: naval and amphibious exercise in the Baltic Sea — 4,500
troops);

4. Sabre Strike (8 — 19 June: land exercise in the Baltic states and Poland —3,000
troops);

5. Noble Jump (10 — 21 June: first deployment test for the new high readiness
force to Poland — 2,100 troops);

6. Trident Joust (17 — 28 June: headquarter exercise in Bulgaria, Romania and

Italy — 1,500 troops);

7. Trident Juncture (21 October — 6 November: Italy, Portugal and Spain — 25,000
troops).

The United States has been a key driver of the NATO response and has taken
additional military measures intended to reassure its allies and partners in Central and
Eastern Europe. These include the deployment of U.S. fighter jets and 600
paratroopers to Poland and the Baltic states, and U.S. naval vessels to the Black and
Baltic Seas.

During a visit to Poland on June 3, 2014, President Obama announced that he
would seek congressional approval for up to $1 billion to fund a European
Reassurance Initiative (ERI) intended to reassure allies and bolster the security and
defense capabilities of partner countries in the region. The Administration has since
requested $925 million in the Department of Defense’s FY2015 Overseas
Contingency Operations (OCO) budget request to fund the initiative. According to
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the request, the proposed ERI would fund reassurance measures in five main areas

[6]:

1.

Increased U.S. military presence in Europe ($440 million). Could include
augmented U.S. Army rotations to the NATO Response Force (NRF);
enhanced F-15 fighter jets deployments and increased participation in NATO’s
Baltic Air Policing mission; expanded naval presence in the Baltic and Black
Seas; and expanded Marine rotations through the Black Sea Rotational Force
in Romania.

. Improved infrastructure to allow for greater military responsiveness ($250

million). Could include improvements to air fields and training ranges and
operations centers in Central and Eastern Europe.

. Enhanced prepositioning of U.S. equipment in Europe ($125 million).

Activities could include adding U.S. air equipment in Eastern Europe and
improved prepositioning facilities for Marine equipment in Norway.

More extensive U.S. participation in military exercises and training with allies
and partners ($75 million). Could include increased U.S. force levels in
military exercises in Europe, as well as funding to enable enhanced allied and
partner participation in such exercises. The exercises aim to improve allied and
partner readiness and interoperability.

Intensified efforts to build military capacity in newer NATO members and
partner countries ($35 million, in addition to $75 million from Department of
State). Activities could focus on building military capacity in Georgia,
Moldova, and Ukraine.

In conclusion, NATO has strongly condemned Russian actions in Ukraine and

has taken steps aimed both at reassuring allies and partners in Central and Eastern
Europe and at deterring further Russian aggression. These include demonstrations of
support for Ukraine and its territorial integrity; actions to demonstrate NATO’s
commitment to defending Central and Eastern European allies; and measures aimed
at rebuking Russia.
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MATERIALS FOR
MODEL NATO SIMULATION GAME

“HYBRID” ATTACK IN BALTIC REGION



KEY PARTICIPANTS OF THE GAME:

state X, the initiator of the “hybrid” aggression (NATO non-member state,
nuclear potential exists)

state Z, the victim of the aggression (NATO member state, Baltic region)
NATO, as an organization of collective security (at the level of North
Atlantic Council)

OSCE representation

THE AIM OF THE GAME:

State X: provide the military and political security for regions on the frontier of
the NATO through the internal destabilization of the NATO frontier countries. The
NATO is regarded as the main threat and the main potential adversary on this
strategic direction.

MAXIMUM:

establishment of the favorable government/regime in the frontier NATO-
members

achievement of the formal agreement with NATO on future non-
enlargement (maybe secret one)

achievement of the political accord on hindering of the ‘“colored
revolutions” (maybe secret one or separate with the distinct NATO-
members)

achievement of the agreement on restriction of NATO military presence on
its eastern frontiers

MINIMUM:

achievement of the accord on division into spheres of influence on the post-
soviet area (not including the Baltic states)

receive the guaranties on NATO non-interference into Z’s internal affairs
and Z’s free-hands on the post-soviet area (not including the Baltic states)
to create a buffer zone with NATO

formulate the new format of relations with NATO and the West (propose
Your own view on this issue).

Material in need:

Military doctrine of the Russian Federation
Concept of Low-Intensity Conflicts
Hybrid warfare concept

“Crimean” and “Donbas” scenarios
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Statistic data on military potentials of RF and NATO states

State Z: provide the military and political security for regions on the frontier
with the state X through the strengthening and consolidation of the NATO abilities in
crisis/conflict prevention/resolution

MAXIMUM:

rapid mobilization and involvement of the NATO military and political
resources for protection (including the Article 5)

rapid organization of the united countermeasures to hybrid aggression (with
NATO-states and partner-states)

quick and comprehensive victory over aggressor with possible change of
political regime (through united countermeasures: political, military,
economic, “hybrid”)

MINIMUM:

preservation of its own territorial and political integrity
restoration of political and social stability

mobilization of the international society in favor of peaceful resolution of
the conflict

Material in need:

NATO documents on its political and military decision-making
process/mechanisms

Hybrid warfare concept

“Crimean” and “Donbas” scenarios

Statistic data on military potentials of RF and NATO states

NATO: provide unity and coherence in security policy of all allies.
Development of the abilities for real global security responsibility. Ensure free hands
in its policy in Euro-Atlantic region and neutralize the influence of X in the region.

MAXIMUM:

provide the defense of the ally under attack, including activation of the
Article 5.

preserve the possibility of enlargement

adopt the unified concept of response upon the hybrid warfare challenge on
its eastern frontiers (You have to propose main points of the concept).
MINIMUM:

demonstrate and prove the NATO’s defense capacities

preserve the unity of the Alliance (as the main security organization in the
region)
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e provide the guaranteed security of NATO’s area of responsibility in the
region
e prevent future “hybrid” attacks on allies.

Differentiate the participants from NATO side into:
e “hawks” with aggressive representation;

e “doves” with appeasing representation

e members with not clearly specified position

OSCE — as the only Pan-European platform for political discussion and
negotiation.

MAXIMUM:

e to take over the function of crisis management

e to achieve the status quo ante through negotiation process using all
possible formats and instruments: observation missions, negotiations,
peacekeeping operation, anything else...

MINIMUM:
e bring two parties of the conflict together for negotiations (without any
guarantees) (beyond the NATO participation)

NATO-partners

MAXIMUM:

e to achieve the agreement on accession to NATO with precise time-schedule
of the process

e to win the preferences (in economics, trade, politics and so on) from
aggressor-state.

MINIMUM:
e to formulate its own position to the conflict (according to its own security
interests in the region — without the accession to NATO)



NATO in New Risky Environment: Current and Future Challenges 151

BACKGROUND FOR SIMULATION GAME.

Five years ago the leadership of the country X, actively using security services,
began to form ideological, political and military background of the forthcoming
aggression against the state Z. It was used the infiltration of a number of loyal
persons into the state/governmental agencies of Z; bribing of influential government
officials, political leaders and leadership of power structures; promoting of agents of
influence to positions in the state government; fomenting confrontation between
different political forces and establishment of control over them (primarily among
ideologically close and corrupted parties and movements in order to gain useful
information and undermine the state institutions from inside). Further the X
established in Z a number of NGOs, using quite big national minority of the
aggressor country along with the tough history of the mutual relations, as the basis for
their activities, aimed on destabilization of the country. These NGOs extended and
coordinated their activities on the Internet-platform under the auspice of the so-called
“People’s Republic of Z (PRZ)”.

Throughout the five last years they successively expanded their activities,
conducting peaceful (demonstrations) and violent protest actions in order to spread
separatist moods within the country. Simultaneously country X has launched
ideological brainwash of its own population in order to unite it around the ideas of
nationalism and great-power chauvinism, defending of so-called “national values and
interests abroad” struggle against the “foreign enemy” describing X as the “besieged
fortress”. This approach is followed by comprehensive weakening of the country-
target of aggression, undermining public confidence in the government as well as
spreading of protest and separatist sentiments provoked by socio-economic and other
problems (including through the use of elements of economic, trade and energy
“wars”); discrediting of foreign and domestic policies of the enemy country,
imposing on its leadership and population of certain ideas and civilizational values
through active information campaign using special methods of information,
psychological, propaganda operations with extensive involvement of both
governmental and non-governmental organizations.

Lately the most active NGO, driven by the ethnic minority with its charismatic
leader and local celebrity Mr. Y was transformed into a national political party.
Lately Mr. Y was criticizing the national authority and was walking around in public
with so called George’s Ribbon. His cooperation with the best-selling X’s magazines
and newspapers, First National Channel provided him a huge media attendance.

Two years ago the aggressor country X created in the country-target illegal
armed groups from among the representatives of local anti-government forces, with
involvement of security officers, criminals, mercenaries and militias, provoking an
internal conflict in the country on political, social, economic, religious or ethnic
grounds, as well as stimulation of processes helping its development into mass
protests of the population, actions of public unrest, riots and demonstrators' clashes
with police. These actions were followed by creation of the alternative “PRZ
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authorities”. Three weeks ago the government building and important objects of
transport and industrial infrastructure were captured by protesters (including
members of illegal armed groups and security services of the aggressor), as well as
using civilians as ‘“human shields”, accompanied by conducting large-scale
information campaigns in support of anti-government forces in Z, and discrediting of
its leadership's actions to ensure the constitutional order in the country.

Ongoing protests, initiated and provoked by the meanwhile strong anti-
governmental movement caused a deep internal political crisis, dividing the country’s
population into the two antagonistic camps. The weakened government of Z is
permanently losing its control over the state affairs and institutions in the regions on
the border with X. Meanwhile the X is consolidating their so-called “self-defense
units” from the local community and the citizens of X, including officers of special
services, military special forces, Cossack and other paramilitary forces. It follows by
creation of groups of troops destined for the invasion and demonstration of force near
the borders of Z under the guise of trainings and ensuring the safety of the football
world cup in Z in two months.

At this, situation in Z becomes the most suitable moment for active X’s
involvement. It is characterized by the weakness of the national government because
of the internal political crisis and temporary absence of the heads of state, as well as
demoralization of the personnel of national law enforcement agencies in the crisis
situation in the country.

On these days we observe the seizure of governmental buildings in the most
crisis-affected parts of country by the special services of X under the guise of
“unknown persons”, accompanied by deployment of so-called “self-defense groups”
(“little green men”), who took control of the local authority structures and key
infrastructure facilities, having blocked the units of security agencies of Z in the
region.
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HYBRID WAR - DOES IT EVEN EXIST?'

The recent Russian intervention in Ukraine has generated much debate about
the use and effectiveness of hybrid warfare, a type of warfare widely understood to
blend conventional/unconventional, regular/irregular, and information and cyber
warfare.

An analyst looks at code in the malware lab of a cyber security defense lab. ©
REUTERS

In the last decade, some of the most important military forces and coalitions in
the world, including the North Atlantic Treaty Organization (NATO), have attempted
to address and counter so-called hybrid threats. Rather than develop strategies based
on ‘hybrid’ challenges (an elusive and catch-all term), I believe decision-makers
should stay away from it and consider warfare for what it has always been: a complex
set of interconnected threats and forceful means waged to further political motives.

The term ‘hybrid warfare’ appeared at least as early as 2005 and was
subsequently used to describe the strategy used by the Hezbollah in the 2006
Lebanon War. Since then, the term “hybrid” has dominated much of the discussion
about modern and future warfare, to the point where it has been adopted by senior
military leaders and promoted as a basis for modern military strategies.

The gist of the debate is that modern adversaries make use of
conventional/unconventional, regular/irregular, overt/covert means, and exploit all
the dimensions of war to combat the Western superiority in conventional warfare.
Hybrid threats exploit the “full-spectrum” of modern warfare; they are not restricted
to conventional means.

In practice, any threat can be hybrid as long as it is not limited to a single form
and dimension of warfare. When any threat or use of force is defined as hybrid, the
term loses its value and causes confusion instead of clarifying the “reality” of
modern warfare.

There is no discussion that adversaries, past and present, have developed
creative uses of the “full-spectrum” of warfare, including the use of regular and
irregular tactics across all dimensions of war. Altogether this may well form a hybrid
set of threats and strategy, but it is not clear why the term “hybrid” should be used,
beside its mere descriptive value.

In practice, any threat can be hybrid as long as it is not limited to a single form
and dimension of warfare. When any threat or use of force is defined as hybrid, the
term loses its value and causes confusion instead of clarifying the “reality” of modern
warfare.

Another issue with everything “hybrid” is that the use of a new term suggests
there is something new about modern warfare - while this may not be the case. In his

' http://www.nato.int/docu/review/2015/Also-in-2015/hybrid-modern-future-warfare-
russia-ukraine/EN/
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seminal book on Future Warfare, renowned military strategist Colin Gray
convincingly argues that future, and by extension modern, warfare is essentially more
of the same.

Most, if not all, conflicts in the history of mankind have been defined by the
use of asymmetries that exploit an opponent’s weaknesses, thus leading to complex
situations involving regular/irregular and conventional/unconventional tactics.
Similarly, the rise of cyber warfare has not fundamentally changed the nature of
warfare, but expanded its use in a new dimension.

At a recent event sponsored by NATO and organized by the Atlantic Council,
attendees were told that “there i1s no agreed definition of terms related to hybrid
warfare.” In other words, the 28 members of the North Atlantic Alliance cannot agree
on a clear definition of what they are facing. How can NATO leaders expect to
develop an effective military strategy if they cannot define what they believe is the
threat of the day?

So my recommendation is that NATO, and other Western decision-makers,
should forget about everything “hybrid” and focus on the specificity and the
interconnectedness of the threats they face. Warfare, whether it be ancient or modern,
hybrid or not, is always complex and can hardly be subsumed into a single adjective.
Any effective strategy should take this complex environment into account and find
ways to navigate it without oversimplifying.

DETERRING HYBRID WARFARE: A CHANCE FOR NATO AND
THE EU TO WORK TOGETHER?'

In response to the conflict in Ukraine, NATO has decided to take on an
ambitious task: developing a set of tools to deter and defend against adversaries
waging hybrid warfare.

As the conflict in Ukraine illustrates, hybrid conflicts involve multilayered
efforts designed to destabilise a functioning state and polarize its society. Unlike
conventional warfare, the “centre of gravity” in hybrid warfare is a target population.
The adversary tries to influence influential policy-makers and key decision makers by
combining kinetic operations with subversive efforts. The aggressor often resorts to
clandestine actions, to avoid attribution or retribution. Without a credible smoking
gun, NATO will find it difficult to agree on an intervention.

Undoubtedly, prevailing in hybrid warfare presents NATO with an institutional
challenge. To effectively counter irregular threats, the Alliance will need to
strengthen cooperation with international organisations, particularly with the EU.

: http://www.nato.int/docu/review/2014/also-in-2014/Deterring-hybrid-

warfare/EN/index.htm
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NATO has a wide range of instruments at its disposal. The Alliance has
expended a great deal of effort in recent years to stay abreast of new threats,
especially in cyberspace. Nevertheless, NATO, as a military alliance, will never
embrace the full spectrum of challenges embodied in hybrid warfare.

The current NATO deterrence policy for hybrid warfare is based on a rapid
military response. This policy has three potential weaknesses. First, member states
may find it difficult to agree on the source of a conflict, creating a significant barrier
to prompt collective action. Second, to counter irregular threats, hard power alone is
insufficient. Regardless of how rapid a response may be, deploying military force to
an area swept by hybrid warfare will turn out as “too little too late”. Too often, the
conflict evolves under the radar. Finally, a deterrent built upon military force alone
will not be credible. To deal with irregular threats, NATO cannot simply revive the
strategy of massive retaliation, or rely exclusively on one course of action.

NATO should consider a more flexible policy and strive to deter prospective
adversaries with a wide range of instruments. By partnering with the EU and
expanding its set of instruments, the Alliance will be able to tackle the threat from
multiple angles. What is more, it may be even able to prevent it.

The EU seems the organisation best suited to complement NATO’s crisis
management efforts, as it offers a diversity of instruments that can be employed in
hybrid warfare. NATO and the EU could create an effective institutional tandem that
has a wide range of both political and military instruments at its disposal. The NATO
Summit in Wales acknowledged the EU as a strategic partner of the Alliance. And the
common threat of hybrid warfare within the Euro-Atlantic area presents a solid
opportunity to develop this partnership even further.

NATO and the EU should intensify consultations and engage in joint planning,
especially in implementing the EU Council decisions on security in December 2013.
The inter-institutional cooperation should become more systematic and pragmatic.

Events in Ukraine have changed the threat perception in Europe. Recent
pledges to reverse declining defence budgets confirm this. NATO and the EU should
take advantage of this momentum. Through close coordination in defence planning,
both organisations can avoid duplication and achieve greater convergence. The
European Council meeting in June 2015 will offer a good opportunity to review and
possibly adjust the future course of cooperation. NATO’s Secretary General should
not miss the opportunities this meeting will bring.

Prevention represents the best possible means of countering hybrid warfare.
Irregular threats are far more difficult to manage once they become an overt attempt
at destabilisation. Rolling armour columns and exchanges of open fire, as witnessed
in Ukraine, signify that a hybrid conflict had entered its later stages. Skirmishes such
as these may easily evolve into an insurgency with no foreseeable political or military
solution. As appears likely in Ukraine, the result may be a “frozen conflict.”

States that appear vulnerable to destabilisation can adopt measures to increase
the resilience of their security sectors in advance. The concept of Security Sector
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Reform (SSR), embedded in UNSC (United Nations Security Council) Resolution
2151 offers an indispensable tool to tackle the challenges of hybrid warfare. SSR
aims to strengthen a state’s ability to provide public safety and secure the rule of law,
while embracing transparency and accountability. The transatlantic community
should call upon the countries prone to destabilisation to take on the SSR initiative.
These measures will not only better prepare the country to counter external threats,
but will also help pave its way to sustainable development and prosperity.

The EU has incorporated SSR into its Common Security and Defence Policy
operations. It’s now concluding its first successful mission of this kind in the
Democratic Republic of Congo and has recently launched an SSR mission in
Ukraine. A strong security sector and well-developed soft power serves as the best
measure to secure peace and stability in European neighborhood, particularly against
the subversive threats witnessed in Ukraine.

To effectively defend against hybrid warfare, I believe the Alliance will need
to expand its capabilities and strengthen its cooperation with the EU. Through a
comprehensive approach, NATO and the EU will be able to employ an entire palette
of instruments to an emerging conflict. By embracing the concept of SSR, NATO and
the EU can focus their efforts on the most vulnerable states and help them to become
more resilient against destabilising threats. The two organisations should not miss out
on this chance to advance their partnership to a new level. By more closely
coordinating their efforts, NATO and the EU could not only avert irregular threats,
but could help secure peace and stability in the Euro-Atlantic area for the foreseeable
future.

HYBRID WAR - HYBRID RESPONSE?’

At one point during the Ukrainian crisis, Russia had 40,000 troops

lined up on the Ukrainian border, but when it came to sowing instability in
Ukraine, 1t was not conventional forces who were used, but rather unorthodox

and varied techniques, which have been dubbed hybrid warfare.

Russia is using it to try to play for unilateral, national advantage, taking
territory, imposing its will, invading countries, annexing territory...

Stuff you can’t make up.

I think the Russians have been very smart. Frankly, I think they have
outsmarted us. They use commandoes and they pretend they are not Russian.

In terms of information warfare, they have been extremely good. You know,
we have here a debate in the West: Provocative, not provocative, presence here,
presence there.

' http://www.nato.int/docu/review/2014/Russia-Ukraine-Nato-crisis/Russia-Ukraine-

crisis-war/EN/index.htm
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The Russians have Russia Today, which responds to Putin's orders, having one
message, and it reverberates. It’s using Western technologies. Whereas the message
itself is very, you know, kind of communist style, one would say.

This crisis goes well beyond the borders of Ukraine.

What effectively Putin has now said, is that the defence of ethnic Russians does
not lie in the countries in which they reside or with their laws, government or
constitution, but with Russia.

This blows a hole in everything we understood about international law. But
despite these techniques often being referred to as a new approach, there is evidence
to indicate that it’s not new for Russia.

Go back to Estonia in 2007, go back to Georgia in 2008. I think the concept of
using kind of a slow effort, a slow encroachment, has been part of the strategic
landscape, certainly for Russia, for quite some time. Sometimes it involves more
overt and obvious moves, sometimes it’s more subtle moves, economic warfare,
sometimes it may be cyber attacks, conducted under the cover of being activists at
work.

And it can be a combination of them and I think this has been a set of tactics
that has been deployed to one degree or another, for the last five or six years.

As a student of Russian history and particularly Russian military history, the
use of such agents provocateurs through mainly military intelligence organs, special
forces, goes way back.

Destabilising, decapitating administrations, creating the space for influence,
let's call it that, that’s nothing new. So, we’ve just got to have the political courage to
call it for what it is.

There is still a split in Europe between those willing to say... confirm what it is
they're seeing and those who’d rather it all went away and will find almost any
excuse for what Russia is doing.

So the question now is: how does NATO respond to the use of these techniques
and is it the most appropriate organisation to do so?

Russia is going to use special operations and intelligence forces, economic
pressure, energy pressure, cyber attacks and potential conventional force directly to
achieve imperial goals. And is NATO willing to use any of those tools to prevent that
or not?

That’s what we need to see.

[ don’t think NATO has the tools for that. The European Union might have the
tools, but if the European Union, the Commission particularly, does have them, I
haven’t seen them being employed.

We should be flexible enough to take all these new threats, like energy, like
cyber, like media, like these strange green human beings... You know.

And we should do that on time, not after something happens. Some recommend
that the best way to counter this is to invite a stronger, not weaker response. What
creates de-escalation is a strong response that causes Russia to think twice about
going any further, stabilises a tense situation and then allows it to de-escalate.



158 NATO in New Risky Environment: Current and Future Challenges

This has all been still been very reactive, very slow...

Many of the statements we’ve heard from NATO leaders, have been: if Russia
goes further, we will take additional steps. It ought to be the other way around. These
techniques also pose the problem that without clear command and control of certain
forces, it can be difficult for all sides to know how events will unfold.

The problem is that starting a crisis is easy, but ending it is extremely difficult.

You know what you do when you start creating unrest at the Crimea and
maybe at the eastern part of Ukraine. But then it gets a dynamic of its own and that is
highly dangerous. And I’m fully confident that Putin simply doesn’t know the next
steps as well.

STATEMENT BY THE NATO DEFENCE MINISTERS ON THE
READINESS ACTION PLAN'

1. We, the Allied Defence Ministers, met today to review progress and direct
further work on the implementation of the NATO Readiness Action Plan. At
the summit in Wales, our leaders set out the response of the Alliance to the
substantial changes in the security environment on NATO’s borders and
beyond. As we progress towards the Warsaw Summit in 2016, our meeting
today is an important stepping stone towards adapting the Alliance’s military
strategic posture. We are working to ensure that our Allied forces maintain the
high levels of readiness and coherence needed to conduct NATO’s full range
of missions, including deterring aggression against NATO Allies and
demonstrating preparedness to defend NATO territory.

2. The Readiness Action Plan, approved by Heads of State and Government,
provides a coherent and comprehensive package of necessary measures to
respond to the challenges posed by Russia and their strategic implications, as
well as to the risks and threats emanating from our southern neighbourhood,
the Middle East and North Africa. The Plan strengthens NATO's collective
defence and also its crisis management capability. Defensive in nature, the
measures will contribute to ensuring that NATO remains a ready, robust and
responsive Alliance capable of meeting current and future challenges from
wherever they may arise, and that NATO has the right forces in the right place
at the right time.

3. The implementation of the Plan is well underway, and we have achieved
considerable progress since the Wales Summit. The Alliance has increased the
presence of land, maritime and air forces in the eastern part of its territory.
These Assurance Measures initiated in May last year are continuing through
2015, as planned. They demonstrate Alliance resolve and solidarity. All Allies
are contributing to this effort — 28 for 28.

! http://www.nato.int/cps/en/natohg/official texts 117222.htm?selectedLocale=en
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4. We have also made progress on Adaptation Measures to bolster NATO’s
readiness and responsiveness. Today, we agreed to enhance the NATO
Response Force, which will become a division size joint force with
significantly increased readiness and highly capable and flexible multinational
forces. These will be trained and organised to rapidly respond to a variety of
contingencies. In addition to air and maritime components and Special
Operations Forces, its flagship element will be a new Very High Readiness
Joint Task Force (VJTF), centred on a multinational brigade with up to five
manoeuvre battalions with some elements ready to move within 2 to 3 days.
We welcome the declaration of France, Germany, Italy, Poland, Spain and the
United Kingdom to assume the role of a framework nation for rotations of this
force in the coming years. We also welcome the availability of the Interim
VITF capability for 2015 led by Germany, the Netherlands and Norway, with
some other Allies participating, which has already started training and
exercising. We also welcome the efforts of other Allies contributing to
enhancing the NRF by raising the readiness of their forces. Furthermore,
initial work has already commenced on adaptation with regard to the south.

5. In addition, we decided on the immediate establishment of the first six
multinational command and control elements — the NATO Force Integration
Units (NFIUs) — on the territories of Bulgaria, Estonia, Latvia, Lithuania,
Poland and Romania initially, which constitute a visible and persistent NATO
presence in these countries. They will facilitate the rapid deployment of Allied
forces to the region; support collective defence planning; and assist in the
coordination of multinational training and exercises.

6. We welcome the work of Denmark, Germany and Poland to develop the
Headquarters Multinational Corps Northeast to provide an additional high
readiness capability to command forces deployed to the Baltic states and
Poland, if so required, and to enhance its role as a hub for regional
cooperation. We also welcome Romania’s intention to make available a new
deployable Multinational Divisional Headquarters as Multinational Division
Southeast.

7. Today, we reiterate the commitment of our nations to Alliance solidarity and
the security and protection of our populations and territories. We will continue
reviewing the implementation of the Readiness Action Plan and take further
decisions at our coming meetings, in line with the decisions taken at the Wales
Summit.
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STATEMENT OF FOREIGN MINISTERS ON THE READINESS
ACTION PLAN'

Today, we the Allied Foreign Ministers met to review implementation of the
Readiness Action Plan. This has been the first high-level political meeting after the
Wales Summit. We welcome progress achieved in delivering on the decisions taken
by our Heads of State and Government.

The Readiness Action Plan agreed by Heads of State and Government at the
Wales Summit is a response to the changed and broader security environment in and
near Europe. It responds to the challenges posed by Russia and their strategic
implications. It also responds to the risks and threats emanating from our southern
neighbourhood, the Middle East and North Africa. Its implementation will
significantly enhance NATO’s readiness and responsiveness and will contribute to
ensuring that NATO forces remain ready and able to respond swiftly and firmly to
current and future challenges to the Alliance. It will strengthen both NATO’s
collective defence and crisis management capability.

Implementation of the Plan is well underway. Today, we reiterate the
commitment of our nations to ensuring that NATO remains a strong, ready, robust
and responsive Alliance. There is already an increased presence of NATO maritime,
land and air forces and meaningful military activity in the eastern part of Alliance
territory. All Allies are contributing to this defensive effort and they will
continuously rotate air, maritime and land forces in the region and conduct additional
exercises, 28 for 28, through 2015. This provides the fundamental baseline
requirement for assurance and deterrence. These forces are effectively responding to
increased Russian military activity, including through monitoring Russian military
flights and maintaining the integrity and safety of our airspace. At the same time, we
are enhancing the NATO Response Force’s capabilities, including through the
development of a new Very High Readiness Joint Task Force, the VITF. We
welcome the establishment of an interim VJTF coordinated by SACEUR with forces
predominantly from Germany, Norway and the Netherlands, available to the Alliance
early in 2015.

Work on the other measures envisaged in the Readiness Action Plan is
advancing rapidly, including on the establishment of an appropriate multinational
command and control presence on the territories of the Eastern Allies. NATO
Defence Ministers will further assess progress and take decisions, when they meet in
February 2015, on enhancing the Alliance’s readiness and responsiveness as part of
the adaptation of NATO to the changed security environment, in line with the
decisions taken at the Wales Summit.

! http://www.nato.int/cps/en/natohq/ official texts 115551.htm?selectedlocale=en
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ACTIVE ENGAGEMENT, MODERN DEFENCE

Strategic Concept for the Defence and Security of the Members of the North
Atlantic Treaty Organisation adopted by Heads of State and Government in

Lisbon
Preface
We, the Heads of State and Government of the NATO nations, are determined

that NATO will continue to play its unique and essential role in ensuring our
common defence and security. This Strategic Concept will guide the next phase in
NATO’s evolution, so that it continues to be effective in a changing world, against
new threats, with new capabilities and new partners:

It reconfirms the bond between our nations to defend one another against
attack, including against new threats to the safety of our citizens.

It commits the Alliance to prevent crises, manage conflicts and stabilize post-
conflict situations, including by working more closely with our international
partners, most importantly the United Nations and the European Union.

It offers our partners around the globe more political engagement with the
Alliance, and a substantial role in shaping the NATO-led operations to which
they contribute.

It commits NATO to the goal of creating the conditions for a world without
nuclear weapons — but reconfirms that, as long as there are nuclear weapons in
the world, NATO will remain a nuclear Alliance.

It restates our firm commitment to keep the door to NATO open to all
European democracies that meet the standards of membership, because
enlargement contributes to our goal of a Europe whole, free and at peace.

It commits NATO to continuous reform towards a more effective, efficient and
flexible Alliance, so that our taxpayers get the most security for the money
they invest in defence.

The citizens of our countries rely on NATO to defend Allied nations, to deploy

robust military forces where and when required for our security, and to help promote
common security with our partners around the globe. While the world is changing,
NATO’s essential mission will remain the same: to ensure that the Alliance remains
an unparalleled community of freedom, peace, security and shared values.

Core Tasks and Principles

1. NATO’s fundamental and enduring purpose is to safeguard the freedom and

security of all its members by political and military means. Today, the Alliance
remains an essential source of stability in an unpredictable world.

2. NATO member states form a unique community of values, committed to the

principles of individual liberty, democracy, human rights and the rule of law.
The Alliance is firmly committed to the purposes and principles of the Charter
of the United Nations, and to the Washington Treaty, which affirms the
primary responsibility of the Security Council for the maintenance of
international peace and security.
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3. The political and military bonds between Europe and North America have been

forged in NATO since the Alliance was founded in 1949; the transatlantic link
remains as strong, and as important to the preservation of Euro-Atlantic peace
and security, as ever. The security of NATO members on both sides of the
Atlantic 1s indivisible. We will continue to defend it together, on the basis of
solidarity, shared purpose and fair burden-sharing.

. The modern security environment contains a broad and evolving set of

challenges to the security of NATQO’s territory and populations. In order to
assure their security, the Alliance must and will continue fulfilling effectively
three essential core tasks, all of which contribute to safeguarding Alliance
members, and always in accordance with international law:

1. Collective defence. NATO members will always assist each other
against attack, in accordance with Article 5 of the Washington Treaty.
That commitment remains firm and binding. NATO will deter and
defend against any threat of aggression, and against emerging security
challenges where they threaten the fundamental security of individual
Allies or the Alliance as a whole.

2. Crisis management. NATO has a unique and robust set of political and
military capabilities to address the full spectrum of crises — before,
during and after conflicts. NATO will actively employ an appropriate
mix of those political and military tools to help manage developing
crises that have the potential to affect Alliance security, before they
escalate into conflicts; to stop ongoing conflicts where they affect
Alliance security; and to help consolidate stability in post-conflict
situations where that contributes to Euro-Atlantic security.

3. Cooperative security. The Alliance is affected by, and can affect,
political and security developments beyond its borders. The Alliance
will engage actively to enhance international security, through
partnership with relevant countries and other international organisations;
by contributing actively to arms control, non-proliferation and
disarmament; and by keeping the door to membership in the Alliance
open to all European democracies that meet NATO’s standards.

5. NATO remains the unique and essential transatlantic forum for consultations

on all matters that affect the territorial integrity, political independence and
security of its members, as set out in Article 4 of the Washington Treaty. Any
security issue of interest to any Ally can be brought to the NATO table, to
share information, exchange views and, where appropriate, forge common
approaches.

. In order to carry out the full range of NATO missions as effectively and

efficiently as possible, Allies will engage in a continuous process of reform,
modernisation and transformation.
The Security Environment
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7.

Today, the Euro-Atlantic area is at peace and the threat of a conventional
attack against NATO territory is low. That is an historic success for the
policies of robust defence, Euro-Atlantic integration and active partnership that
have guided NATO for more than half a century.

However, the conventional threat cannot be ignored. Many regions and
countries around the world are witnessing the acquisition of substantial,
modern military capabilities with consequences for international stability and
Euro-Atlantic security that are difficult to predict. This includes the
proliferation of ballistic missiles, which poses a real and growing threat to the
Euro-Atlantic area.

The proliferation of nuclear weapons and other weapons of mass destruction,
and their means of delivery, threatens incalculable consequences for global
stability and prosperity. During the next decade, proliferation will be most
acute in some of the world’s most volatile regions.

10.Terrorism poses a direct threat to the security of the citizens of NATO

countries, and to international stability and prosperity more broadly. Extremist
groups continue to spread to, and in, areas of strategic importance to the
Alliance, and modern technology increases the threat and potential impact of
terrorist attacks, in particular if terrorists were to acquire nuclear, chemical,
biological or radiological capabilities.

11.Instability or conflict beyond NATO borders can directly threaten Alliance

security, including by fostering extremism, terrorism, and trans-national illegal
activities such as trafficking in arms, narcotics and people.

12.Cyber attacks are becoming more frequent, more organised and more costly in

the damage that they inflict on government administrations, businesses,
economies and potentially also transportation and supply networks and other
critical infrastructure; they can reach a threshold that threatens national and
Euro-Atlantic prosperity, security and stability. Foreign militaries and
intelligence services, organised criminals, terrorist and/or extremist groups can
each be the source of such attacks.

13.All countries are increasingly reliant on the vital communication, transport and

transit routes on which international trade, energy security and prosperity
depend. They require greater international efforts to ensure their resilience
against attack or disruption. Some NATO countries will become more
dependent on foreign energy suppliers and in some cases, on foreign energy
supply and distribution networks for their energy needs. As a larger share of
world consumption is transported across the globe, energy supplies are
increasingly exposed to disruption.

14.A number of significant technology-related trends — including the development

of laser weapons, electronic warfare and technologies that impede access to
space — appear poised to have major global effects that will impact on NATO
military planning and operations.
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15.Key environmental and resource constraints, including health risks, climate
change, water scarcity and increasing energy needs will further shape the
future security environment in areas of concern to NATO and have the
potential to significantly affect NATO planning and operations.
Defence and Deterrence

16.The greatest responsibility of the Alliance is to protect and defend our territory
and our populations against attack, as set out in Article 5 of the Washington
Treaty. The Alliance does not consider any country to be its adversary.
However, no one should doubt NATO’s resolve if the security of any of its
members were to be threatened.

17.Deterrence, based on an appropriate mix of nuclear and conventional
capabilities, remains a core element of our overall strategy. The circumstances
in which any use of nuclear weapons might have to be contemplated are
extremely remote. As long as nuclear weapons exist, NATO will remain a
nuclear alliance.

18.The supreme guarantee of the security of the Allies is provided by the strategic
nuclear forces of the Alliance, particularly those of the United States; the
independent strategic nuclear forces of the United Kingdom and France, which
have a deterrent role of their own, contribute to the overall deterrence and
security of the Allies.

19.We will ensure that NATO has the full range of capabilities necessary to deter
and defend against any threat to the safety and security of our populations.
Therefore, we will:

o maintain an appropriate mix of nuclear and conventional forces;

o maintain the ability to sustain concurrent major joint operations and
several smaller operations for collective defence and crisis response,
including at strategic distance;

o develop and maintain robust, mobile and deployable conventional forces
to carry out both our Article 5 responsibilities and the Alliance’s
expeditionary operations, including with the NATO Response Force;

o carry out the necessary training, exercises, contingency planning and
information exchange for assuring our defence against the full range of
conventional and emerging security challenges, and provide appropriate
visible assurance and reinforcement for all Allies;

o ensure the broadest possible participation of Allies in collective defence
planning on nuclear roles, in peacetime basing of nuclear forces, and in
command, control and consultation arrangements;

o develop the capability to defend our populations and territories against
ballistic missile attack as a core element of our collective defence, which
contributes to the indivisible security of the Alliance. We will actively
seek cooperation on missile defence with Russia and other Euro-Atlantic
partners;
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o further develop NATO’s capacity to defend against the threat of
chemical, biological, radiological and nuclear weapons of mass
destruction;

o develop further our ability to prevent, detect, defend against and recover
from cyber-attacks, including by using the NATO planning process to
enhance and coordinate national cyber-defence capabilities, bringing all
NATO bodies under centralized cyber protection, and better integrating
NATO cyber awareness, warning and response with member nations;

o enhance the capacity to detect and defend against international terrorism,
including through enhanced analysis of the threat, more consultations
with our partners, and the development of appropriate military
capabilities, including to help train local forces to fight terrorism
themselves;

o develop the capacity to contribute to energy security, including
protection of critical energy infrastructure and transit areas and lines,
cooperation with partners, and consultations among Allies on the basis
of strategic assessments and contingency planning;

o ensure that the Alliance is at the front edge in assessing the security
impact of emerging technologies, and that military planning takes the
potential threats into account;

o sustain the necessary levels of defence spending, so that our armed
forces are sufficiently resourced;

o continue to review NATO’s overall posture in deterring and defending
against the full range of threats to the Alliance, taking into account
changes to the evolving international security environment.

Security through Crisis Management

20.Crises and conflicts beyond NATO’s borders can pose a direct threat to the
security of Alliance territory and populations. NATO will therefore engage,
where possible and when necessary, to prevent crises, manage crises, stabilize
post-conflict situations and support reconstruction.

21.The lessons learned from NATO operations, in particular in Afghanistan and
the Western Balkans, make it clear that a comprehensive political, civilian and
military approach is necessary for effective crisis management. The Alliance
will engage actively with other international actors before, during and after
crises to encourage collaborative analysis, planning and conduct of activities
on the ground, in order to maximise coherence and effectiveness of the overall
international effort.

22.The best way to manage conflicts is to prevent them from happening. NATO
will continually monitor and analyse the international environment to
anticipate crises and, where appropriate, take active steps to prevent them from
becoming larger conflicts.

23.Where conflict prevention proves unsuccessful, NATO will be prepared and
capable to manage ongoing hostilities. NATO has unique conflict management
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capacities, including the unparalleled capability to deploy and sustain robust
military forces in the field. NATO-led operations have demonstrated the
indispensable contribution the Alliance can make to international conflict
management efforts.

24.Even when conflict comes to an end, the international community must often
provide continued support, to create the conditions for lasting stability. NATO
will be prepared and capable to contribute to stabilisation and reconstruction,
in close cooperation and consultation wherever possible with other relevant
international actors.

25.To be effective across the crisis management spectrum, we will:

o enhance intelligence sharing within NATO, to better predict when crises
might occur, and how they can best be prevented;

o further develop doctrine and military capabilities for expeditionary
operations, including counterinsurgency, stabilization and reconstruction
operations;

o form an appropriate but modest civilian crisis management capability to
interface more effectively with civilian partners, building on the lessons
learned from NATO-led operations. This capability may also be used to
plan, employ and coordinate civilian activities until conditions allow for
the transfer of those responsibilities and tasks to other actors;

o enhance integrated civilian-military planning throughout the -crisis
spectrum,

o develop the capability to train and develop local forces in crisis zones, so
that local authorities are able, as quickly as possible, to maintain security
without international assistance;

o 1dentify and train civilian specialists from member states, made available
for rapid deployment by Allies for selected missions, able to work
alongside our military personnel and civilian specialists from partner
countries and institutions;

o broaden and intensify the political consultations among Allies, and with
partners, both on a regular basis and in dealing with all stages of a crisis
— before, during and after.

Promoting International Security through Cooperation
Arms Control, Disarmament, and Non-Proliferation

26.NATO seeks its security at the lowest possible level of forces. Arms control,
disarmament and non-proliferation contribute to peace, security and stability,
and should ensure undiminished security for all Alliance members. We will
continue to play our part in reinforcing arms control and in promoting
disarmament of both conventional weapons and weapons of mass destruction,
as well as non-proliferation efforts:

o We are resolved to seek a safer world for all and to create the conditions
for a world without nuclear weapons in accordance with the goals of the
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Nuclear Non-Proliferation Treaty, in a way that promotes international
stability, and is based on the principle of undiminished security for all.

o With the changes in the security environment since the end of the Cold
War, we have dramatically reduced the number of nuclear weapons
stationed in Europe and our reliance on nuclear weapons in NATO
strategy. We will seek to create the conditions for further reductions in
the future.

o In any future reductions, our aim should be to seek Russian agreement to
increase transparency on its nuclear weapons in Europe and relocate
these weapons away from the territory of NATO members. Any further
steps must take into account the disparity with the greater Russian
stockpiles of short-range nuclear weapons.

o We are committed to conventional arms control, which provides
predictability, transparency and a means to keep armaments at the lowest
possible level for stability. We will work to strengthen the conventional
arms control regime in Europe on the basis of reciprocity, transparency
and host-nation consent.

o We will explore ways for our political means and military capabilities to
contribute to international efforts to fight proliferation.

o National decisions regarding arms control and disarmament may have an
impact on the security of all Alliance members. We are committed to
maintain, and develop as necessary, appropriate consultations among
Allies on these issues.

Open Door
27.NATO’s enlargement has contributed substantially to the security of Allies; the
prospect of further enlargement and the spirit of cooperative security have
advanced stability in Europe more broadly. Our goal of a Europe whole and
free, and sharing common values, would be best served by the eventual
integration of all European countries that so desire into Euro-Atlantic
structures.

o The door to NATO membership remains fully open to all European
democracies which share the values of our Alliance, which are willing
and able to assume the responsibilities and obligations of membership,
and whose inclusion can contribute to common security and stability.

Partnerships

28.The promotion of Euro-Atlantic security is best assured through a wide
network of partner relationships with countries and organisations around the
globe. These partnerships make a concrete and valued contribution to the
success of NATO’s fundamental tasks.

29.Dialogue and cooperation with partners can make a concrete contribution to
enhancing international security, to defending the values on which our Alliance
is based, to NATO’s operations, and to preparing interested nations for
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membership of NATO. These relationships will be based on reciprocity,
mutual benefit and mutual respect.

30.We will enhance our partnerships through flexible formats that bring NATO
and partners together — across and beyond existing frameworks:

o We are prepared to develop political dialogue and practical cooperation
with any nations and relevant organisations across the globe that share
our interest in peaceful international relations.

o We will be open to consultation with any partner country on security
issues of common concern.

o We will give our operational partners a structural role in shaping
strategy and decisions on NATO-led missions to which they contribute.

o We will further develop our existing partnerships while preserving their
specificity.

31.Cooperation between NATO and the United Nations continues to make a
substantial contribution to security in operations around the world. The
Alliance aims to deepen political dialogue and practical cooperation with the
UN, as set out in the UN-NATO Declaration signed in 2008, including
through:

o enhanced liaison between the two Headquarters;

o more regular political consultation; and

o enhanced practical cooperation in managing crises where both
organisations are engaged.

32.An active and effective European Union contributes to the overall security of
the Euro-Atlantic area. Therefore the EU is a unique and essential partner for
NATO. The two organisations share a majority of members, and all members
of both organisations share common values. NATO recognizes the importance
of a stronger and more capable European defence. We welcome the entry into
force of the Lisbon Treaty, which provides a framework for strengthening the
EU’s capacities to address common security challenges. Non-EU Allies make a
significant contribution to these efforts. For the strategic partnership between
NATO and the EU, their fullest involvement in these efforts is essential.
NATO and the EU can and should play complementary and mutually
reinforcing roles in supporting international peace and security. We are
determined to make our contribution to create more favourable circumstances
through which we will:

o fully strengthen the strategic partnership with the EU, in the spirit of full
mutual openness, transparency, complementarity and respect for the
autonomy and institutional integrity of both organisations;

o enhance our practical cooperation in operations throughout the crisis
spectrum, from coordinated planning to mutual support in the field;

o broaden our political consultations to include all issues of common
concern, in order to share assessments and perspectives;
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o cooperate more fully in capability development, to minimise duplication
and maximise cost-effectiveness.

33.NATO-Russia cooperation is of strategic importance as it contributes to
creating a common space of peace, stability and security. NATO poses no
threat to Russia. On the contrary: we want to see a true strategic partnership
between NATO and Russia, and we will act accordingly, with the expectation
of reciprocity from Russia.

34.The NATO-Russia relationship is based upon the goals, principles and
commitments of the NATO-Russia Founding Act and the Rome Declaration,
especially regarding the respect of democratic principles and the sovereignty,
independence and territorial integrity of all states in the Euro-Atlantic area.
Notwithstanding differences on particular issues, we remain convinced that the
security of NATO and Russia is intertwined and that a strong and constructive
partnership based on mutual confidence, transparency and predictability can
best serve our security. We are determined to:

o enhance the political consultations and practical cooperation with Russia
in areas of shared interests, including missile defence, counter-terrorism,
counter-narcotics, counter-piracy and the promotion of wider
international security;

o use the full potential of the NATO-Russia Council for dialogue and joint
action with Russia.

35.The Euro-Atlantic Partnership Council and Partnership for Peace are central to
our vision of Europe whole, free and in peace. We are firmly committed to the
development of friendly and cooperative relations with all countries of the
Mediterranean, and we intend to further develop the Mediterranean Dialogue in
the coming years. We attach great importance to peace and stability in the Gulf
region, and we intend to strengthen our cooperation in the Istanbul Cooperation
Initiative. We will aim to:

o enhance consultations and practical military cooperation with our
partners in the Euro-Atlantic Partnership Council;

o continue and develop the partnerships with Ukraine and Georgia within
the NATO-Ukraine and NATO-Georgia Commissions, based on the
NATO decision at the Bucharest summit 2008, and taking into account
the Euro-Atlantic orientation or aspiration of each of the countries;

o facilitate the Euro-Atlantic integration of the Western Balkans, with the
aim to ensure lasting peace and stability based on democratic values,
regional cooperation and good neighbourly relations;

o deepen the cooperation with current members of the Mediterranean
Dialogue and be open to the inclusion in the Mediterranean Dialogue of
other countries of the region;

o develop a deeper security partnership with our Gulf partners and remain
ready to welcome new partners in the Istanbul Cooperation Initiative.

Reform and Transformation
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36.Unique in history, NATO is a security Alliance that fields military forces able
to operate together in any environment; that can control operations anywhere
through its integrated military command structure; and that has at its disposal
core capabilities that few Allies could afford individually.

37.NATO must have sufficient resources — financial, military and human — to
carry out its missions, which are essential to the security of Alliance
populations and territory. Those resources must, however, be used in the most
efficient and effective way possible. We will:

o maximise the deployability of our forces, and their capacity to sustain
operations in the field, including by undertaking focused efforts to meet
NATO’s usability targets;

o ensure the maximum coherence in defence planning, to reduce
unnecessary duplication, and to focus our capability development on
modern requirements;

o develop and operate capabilities jointly, for reasons of cost-effectiveness
and as a manifestation of solidarity;

o preserve and strengthen the common capabilities, standards, structures
and funding that bind us together;

o engage in a process of continual reform, to streamline structures,
improve working methods and maximise efficiency.

An Alliance for the 21st Century

38.We, the political leaders of NATO, are determined to continue renewal of our
Alliance so that it 1s fit for purpose in addressing the 21st Century security
challenges. We are firmly committed to preserve its effectiveness as the
globe’s most successful political-military Alliance. Our Alliance thrives as a
source of hope because it is based on common values of individual liberty,
democracy, human rights and the rule of law, and because our common
essential and enduring purpose is to safeguard the freedom and security of its
members. These values and objectives are universal and perpetual, and we are
determined to defend them through unity, solidarity, strength and resolve.
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THE NEW INTERVENTIONISM: LOW-INTENSITY WARFARE IN
THE 1980S AND BEYOND.

Michael T. Klare and Peter Kornbluh.
From the book
Low Intensity Warfare published by KEN incorporated - Philippines, 1 988’

Twenty-five years after the doctrine of "counterinsurgency" transformed
American military thinking and swept the nation into the Vietnam War, a new
strategy of intervention is ascending in Washington: the Reagan administration's
aggressive doctrine of "low-intensity conflict," or "LIC" as it is known in Pentagon
circles. LIC begins with counterinsurgency, and extends to a wide variety of other
politico-military operations, both overt and covert. For U.S. policy-makers and war
planners, however, low-intensity conflict has come to mean far more than a
specialized category of armed struggle; it represents a strategic reorientation of the
U.S. military establishment, and a renewed commitment to employ force in a global
crusade against Third World revolutionary movements and governments.

In the mind-set of many senior officials, the decisive battle of this century is
now unfolding in this "long twilight struggle" between America's LIC warriors and
the revolutionary combatants of the Third World. Theirs is an outlook that identifies
Third World insurgencies- and not Soviet troop concentrations in Europe-as the
predominant threat to U.S. security; it is, moreover, an outlook that calls on the
United States to "take the offensive"-in contrast to the passive stance of "deterrence"
- to overcome the revolutionary peril. Indeed, LIC has become the battle cry of the
late Reagan era-a clarion call for resurgent U.S. intervention abroad.

In justifying the new interventionism, LIC advocates invariably begin with a
grim assessment of the global political and military environment. "The plain fact is
that the United States is at war," military expert Neil C..Livingstone told senior
officers at the National Defense University in 1983, and "nothing less than the
survival of our country and way of life" is at stake in that struggle. This is not,
however, warfare in the classic sense of armies fighting armies on a common
battlefield. "The most plausible scenario for the future," he affirmed, is that of "a
continuous succession of hostage crises, peacekeeping operations, rescue missions,
and counterinsurgency efforts, or what some have called 'low frontier warfare.' " This
being the case, it is essential "that the American people and our policy-makers be
educated as to the realities of contemporary conflict and the need to fight little wars
successfully."

Today, this outlook reflects the prevailing mind-set within the national security
bureaucracy. "It is very important for the American people to know that this is a
dangerous world; that we live at risk and that this nation is at risk in a dangerous
world," Lieutenant Colonel Oliver North, director of the National Security Council's

! Http://www.thirdworldtraveler.com/us_thirdworld/low_intensity warfare.html
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Counterterrorism and Low-Intensity Warfare Group, told the Joint House-Senate
Select Committee on Iran and the Contras in July 1987.3 Similar views were
expressed by Secretary of Defense Caspar Weinberger in his 1987 annual report to
Congress: "Today there seems to be no shortage of adversaries who seek to
undermine our security by persistently nibbling away at our interests through these
shadow wars carried on by guerrillas assassins, terrorists, and subversives in the hope
that they have found a weak point in our defenses." Unless the United States adopted
a comprehensive "national strategy" to combat low-level wars, he asserted, "these
forms of aggression will remain-the most likely and the most enduring threats to our
security."

To meet this perceived threat, the United States has now begun to transform its
national security apparatus-to rethink, reorganize, and rearm for current and future
engagements in the Third World. In January 1986, Secretary Weinberger hosted the
Pentagon's first "Low Intensity Warfare Conference" at Fort Lesley J. McNair in
Washington, D.C. That same month, the Army/Air Force Center for Low-Intensity
Conflict (CLIC) was established "to improve the Army/ Air Force posture for
engaging in low-intensity conflict [and to] elevate awareness throughout the
Army/Air Force of the role of military power in low-intensity conflict." In addition, a
Joint Low-Intensity Conflict Project (JLIC) was established in 1985 and one year
later released a two-volume, thousand-page Final Report on the concepts, strategy,
guidelines, and application of low-level war-fighting doctrine. in the Third World.

These initiatives have been accompanied by a major overhaul of America's
war-making capability. To provide Washington with an enhanced capacity for
counter-guerrilla and "unconventional" operations, as Stephen Goose shows in
Chapter 4, .the Reagan administration has ordered a 100 percent increase in the
Pentagon's "Special Operations Forces" (SOF)-the Army's "Green Berets," the Navy's
"SEALs" and other elite commando formations. For covert operations of the sort
managed by Lieutenant Colonel North of the NSC, there is the supersecret "Delta
Force," the 160th Army Aviation Task Force ("the Night Stalkers"), and other
paramilitary "assets" controlled by the Central Intelligence Agency. And, for more
demanding military engagements, there are the four new light infantry divisions
(LIDs) established by the Department of the Army since 1984.

More important, in the Pentagon's view, is the development of an appropriate
doctrine. for low-intensity operations. By focusing on the Soviet military threat in
Europe, it is argued, present doctrine has left U.S. troops wholly unprepared for the
unconventional challenges they are likely to face on Third World battlefields. "Given
the proposition that low-intensity conflict is our most likely form of involvement in
the Third World," LIC proponent Colonel John D. Waghelstein wrote in 1985, "it
appears that the army is still preparing for the wrong war by emphasizing the Soviet
threat on the plains of Europe." To ready U.S. forces for the "right" war, Waghelstein
and other senior officers have crusaded for the rapid introduction of specialized
strategy and tactics. For American troops to prevail in low-intensity warfare, Colonel
James B. Motley wrote in Military Review, "the United States should reorient its
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forces and traditional policies away from an almost exclusive concentration on
NATO to better influence politico-military outcomes in the resource-rich and
strategically located Third World areas."

Because the challenge posed by Third World revolution is politics as much as
it 1s military in nature, the U.S. response must, according to the Pentagon, be equally
comprehensive. "Low-intensity conflicts cannot be won or even contained by military
power alone," General Donald R. Morelli and Major Michael M. Ferguson of the
U/.S. Army Training and Doctrine Command affirmed in 1984. "It requires the
sychronized application of-all elements of national power across the entire range of
conditions which are the sources of the conflict."

The foundation of LIC doctrine lies in the "counterinsurgency" programs the
coordinated integration of economic assistance with psychological operations and
security measures-developed for Latin America after the 1959 Cuban revolution, and
for South Vietnam in the early 1960s. "Counterinsurgency is the old name for low-
intensity conflict," according to Colonel Waghelstein, former head of the U.S.
military group in El Salvador. However ... the Reagan administration has gone
beyond counterinsurgency as it was seen twenty-five years ago by publicly
committing the United States to a policy of undermining not just revolutionary
movements coming into being, but also revolutionary regimes which already exist
and are perceived as allies of the Soviet Union. A modernized version of John Foster
Dulles's concept of "rollback" in a counterinsurgency guise, the "Reagan Doctrine"
pro claims a "global offensive against communism at the fringes of the Soviet
Empire." According to the president, "the tide of Soviet communism can be reversed.
All it takes is the will and the resources to get the job done."

Under Reagan, LIC doctrine has been institutionalized in the national security
bureaucracy. In early 1987, the president signed legislation that created a unified
command for special operations and established a "Board for Low Intensity Conflict"
within the National Security Council. It also mandated a new bureaucratic position-
deputy assistant to the president for low-intensity conflict. And, in June 1987, Mr.
Reagan signed a highly classified National Security Decision Directive (NSDD) that
authorizes the bureaucracy to develop and implement a unified national strategy for
low-intensity warfare.

"How does one begin to bring understanding to this complex issue?" asks the
Joint Low-Intensity Conflict Project Final Report. The term itself derives from the
Pentagon's image of the "spectrum of conflict"- a theoretical division of armed
conflict into "low," "medium" and "high" levels, depending on the degree of force
and violence. Guerrilla wars and other limited conflicts fought with irregular units are
labeled "low-intensity conflicts" (even though the impact of such wars on
underdeveloped Third World countries, like El Salvador, can be quite devastating);
regional wars fought with modern weapons (such as the Iran / Iraq conflict) are
considered "mid-intensity conflicts"; and a global nonnuclear conflagration (like
World Wars I and 11) or a nuclear engagement fall into the "high-intensity".
category.
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For the Pentagon, however, the definition of LIC encompasses more than a
category of violence: "It is, first, an environment in which conflict occurs and,
second, a series of diverse civil-military activities and operations which are
conducted in that environment." So deliberately broad and ambiguous is the official
description of low-intensity warfare that it embraces drug interdiction in Bolivia, the
occupation of Beirut, the invasion of Grenada, and the 1986 air strikes on Libya. Also
included are a wide range of covert political and psychological operations variously
described as "special operations," "special activities," and "unconventional warfare."

But while military strategists depict LIC as a war for all seasons, in essence it
is a doctrine for countering revolution. The "LIC pie," as Pentagon insiders call it, is
largely divided between counterinsurgency and proinsurgency operations-what the
/LIC Final Report describes as "diplomatic, economic and military support for either
a government under attack by insurgents or an insurgent force seeking freedom from
an adversary government." In other words, LIC doctrine is meant to be applied in
countries such as El Salvador, Nicaragua, the Philippines, Angola, Cambodia, and
Afghanistan, where the United States is either trying to bolster a client government
against a revolutionary upheaval or fostering a counterrevolutionary / insurgency
against an unfriendly Third World regime.

[...]

We must also recognize that the growing worldwide availability of high-tech
conventional weapons is systematically eroding the gap between "low-" and "mid-
intensity conflict," and likewise between "mid-" and "high-intensity conflict." As the
1987 Iraqi missile attack on the USS Stark demonstrated, our major military systems
are highly vulnerable to sophisticated weapons of the sort now possessed by many
Third World nations. Previously, as noted by two Army theorists in Military Review,
distinctly different forces and weapons were developed for each type of warfare;
today, "with the greater dispersion, increased kill probabilities and improved mobility
[of modern weapons], those types of war along the spectrum of conflict may be more
similar than they are dissimilar." What this means, of course, is that a war that starts
out as "low-intensity conflict" can escalate overnight to the "mid" or "high" category-
a risk that is particularly acute in the highly militarized Persian Gulf area. As Selig
Harrison suggests in Chapter 8, moreover, low-intensity conflict can lead to a U.S.-
Soviet confrontation, if intervention by one superpower invites countermoves by the
other (as has occurred in Afghanistan) and triggers an uncontrolled spiral of
escalation.

Turning to the domestic political consequences of the new interventionism, we
can see a variety of threats to American rights and liberties. First and foremost in the
threat to public information. LIC theorists have made no secret of their belief that an
active press and Congress represent a significant obstacle to military effectiveness.
"The United States will never win a war fought daily in the U.S. media or on the floor
of Congress," Livingstone told senior officers at the National Defense University.
Similarly, Colonel North went out of his way to justify the concealment of
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information-even from the appropriate committees of Congress-on covert LIC
operations abroad.

But the public's access to information is only one casualty of the war at home...
any sustained effort to mislead and circumvent Congress poses a serious threat to the
integrity of the constitutional process. If the Executive considers itself above the law,
and NSC operatives are authorized to conduct an independent foreign policy, then we
can no longer rely on the checks and balances that are our ultimate safeguard against
tyranny. Just how vulnerable these protections have become was dramatically
revealed in Colonel North's July 10, 1987, testimony, when he disclosed that former
CIA Director William J. Casey had proposed the establishment of an "off-the-shelf,
self-sustaining, stand-alone entity" that could perform covert political and military
operations without accountability to Congress. "If you carry this to its logical
extreme," Senator Warren B. Rudman observed two days later, "you don't have a
democracy anymore."

And not only democracy is at risk, but also our basic moral values. While U.S.
Ieaders always claim that they seek to promote American values when authorizing
military intervention abroad, the outcome is often quite another matter... U.S. support
for counterrevolution inevitably risks American entanglement in the repressive
behavior of Third World autocrats and their heavy-handed security forces. Once
committed to the survival of these regimes, we often compound our sins by failing to
curb blatant abuses or worse, by telling ourselves that occasional atrocities can be
overlooked in the name of "democracy." From there, it is but a short distance to the
view that any means are justified in the pursuit of victory, even the wholesale
liquidation of civilian communities. Thus, however assiduously Washington seeks to
minimize the risks, deepened U.S. involvement in low-intensity conflict abroad could
impose intolerable strains on the moral fabric of the nation.

In their preface to the LIC Final Report, the members of the Joint Low-
Intensity Conflict Project affirm that their intention was to initiate an "enlightened
debate" on, the type of conflict most likely to engage American forces in the years
ahead. "In this sense," they affirmed, the Final Report "is not a prescription but an
invitation." In editing this book, the authors have taken up this invitation. We believe
that the essays contained herein represent an important contribution to an
"enlightened debate" on low-intensity conflict. But we do not believe that the debate
is now concluded; there are too many aspects of low-intensity conflict-some still only
dimly understood-and too many risks to leave it at that. Only through a broad and
open discussion of LIC theory and practice can the American citizens make
intelligent decisions on policies that are likely to affect our lives and liberties for
many years to come.
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_ CTPATEMUs o
HALIMOHAINBLHOW BE30MNACHOCTU POCCUCKOW
®EAEPALIMM 10 2020 FOAA"

11. BHumanue MeXAyHaApOJHOW MOJMTUKU HA JOJITOCPOUYHYIO TNEPCHEKTUBY
OyJeT coCpe0TOYEHO Ha 00JIaIaHNN UCTOYHUKAMH YHEPTOPECYPCOB, B TOM YHUCJIE Ha
bmwxuem Boctoke, Ha menbde bapeHiieBa MOpsi U B Apyrux pailoHax ApPKTHKH, B
Oacceitne Kacrmiickoro mops u B LlentpansHoit A3un. HeratuBHOe BO3aelicTBUE Ha
MEXKIYHapOJIHYI0 OOCTAaHOBKY B CPEIHECPOUYHOI MEpPCNEeKTUBE OyAyT MO-TIPEKHEMY
okasbiBaTh cutyanus B Upake u Adranucrane, koHpaukTsl Ha bmmxnem u CpegHem
Bocroke, B psae ctpad FOxuol Azuu u Adpuku, Ha KopeilickoMm moyocTpoBe.

12. Kputuueckoe coctosiHue (PU3NUecKoil COXpaHHOCTH OMACHBIX MaTepHaJIOB
1 00bEKTOB, 0COOCHHO B CTpaHaxX ¢ HECTAOWJIbHOW BHYTPUIOIUTUYECKON CUTyaIluen,
a TaKXke HE KOHTPOJUPYEMOE TOCyAapCTBaMU pPACHPOCTPAHEHUE OOBIYHBIX
BOOPYXXEHHUM MOTYT MPUBECTH K OOOCTPEHHUIO CYIIECTBYIOIIMX U BO3HUKHOBEHUIO
HOBBIX PETMOHAIBHBIX U MEXTOCYAapPCTBEHHBIX KOH(IUKTOB.

B ycnoBusix KOHKYpeHTHOW OOpBOBI 3a pEeCcCypchl HE HCKIIOUEHBI PEIICHUs
BO3HUKAIONIUX MPOOJieM C MPUMEHEHUEM BOEHHOM CHUJIBI - MOXET OBITh HapyIlIeH
CIOXKUBIIMICS OanaHc cui BOMu3M rpanull Poccuiickoit denepaiuu U TpaHul] ee
COIO3HHUKOB.

Bo3pacTer puck yBenuueHHs uucla TOCYJApCTB - oOOJiajarenield sIepHOro
OpYKHSI.

Bo3moxxHocTy mojiepikaHusi TI00aNbHOM W PETHOHANBHOW CTAOMIBLHOCTH
CYILIECTBEHHO CY35TCS MpHU pa3MellleHnu B EBporie 37eMeHTOB r100aibHONW CUCTEMBI
npotuBopakeTHOM 000poHbl Coenuuennsix [lltatoB AMepuku.

[...]

I[Ipu »TomM Opranmzanuss JloroBopa O KOJUIEKTUBHOW O€30MacHOCTH
paccMaTpUBaeTCd B KayeCTBE TJABHOTO MEXIOCYyAapCTBEHHOIO HWHCTPYMEHTA,
MPU3BAHHOTO MPOTUBOCTOATH PETHOHAIBHBIM BBI30BAM UM YIrp0o3aM BOEHHO-
MOJIMTUYECKOTO M BOEHHO-CTPATErMYECKOro XapakTepa, BKIOYas Oopb0y ¢
HE3aKOHHBIM 000POTOM HAPKOTUUYECKUX CPEJICTB U TICUXOTPOIHBIX BEIIECTB.

14.  Poccuss  Oymer cmocoOcTBOBaTh  ykperuieHMo  EBpasuiickoro
AKOHOMHUYECKOTO COO0OIlecTBa B KauecTBE sJipa SKOHOMHYECKON HWHTETpalluu,
WHCTPYMEHTAa  COJICWCTBHS  pe€aau3allu  KPYNHBIX  BOJHO-IHEPreTUYECKHX,
MH(PPACTPYKTYPHBIX, MPOMBIIUICHHBIX U JIPYTUX COBMECTHBIX MPOEKTOB, B MEPBYIO
odepeib PETMOHATBHOIO 3HAUYCHUS.

15. Insa Poccum ocoboe 3HaueHue OyAyT UMETh YKPEIUIEHUE MOJUTUYECKOTO
noreHnuana [llanxaiickoll OpraHM3aluu COTPYIHUYECTBA, CTUMYJIMPOBAHUE B €€
paMKax MPaKTUYECKUX I11aroB, CIIOCOOCTBYIOIIUX YKPEIJIECHUIO B3AUMHOTO JJOBEpHUS U
naptHepcTBa B LIeHTpaibHO- A3MAaTCKOM PETHUOHE.

! http://www.scrf.gov.ru/documents/99.html
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16. Poccuiickas ®epepanus BBICTYNA€T 3a BCEMEPHOE YKPEILUICHUE
MEXaHMU3MOB B3aUMOJIEUCTBUS ¢ EBponelickuM cor030M, BKJIIOYAs MOCIE0BATEbHOE
(dhopmupoBaHue 00IIKUX MTPOCTPAHCTB B chepax IKOHOMUKH, BHEITHENW U BHYTpPEHHEU
0e30MmacHOCTH, O0pa3oBaHMs, HAYKH, KYJIbTYypbl. JlOATOCPOYHBIM HAIMOHAIBLHBIM
untepecam Poccuu otBeuaetr ¢popmupoBaHue B EBpoaTiaHTHKE OTKPBITON CHCTEMBI
KOJIJIEKTHBHOM 0€30MacHOCTH Ha YETKOM TOTOBOPHO-TIPABOBOM OCHOBE.

17. OmnpenensitomuM  ¢GakTopoM B OTHOmIEHUAX ¢  OpraHuzanuei
CeBepoaTiaHTUUECKOTO JIOTOBOPA OCTAHETCS HEMpUeMIIeMOCTh JJisi Poccuu miaHOB
MPOJBMXKEHUS BOCHHOM HHQPPACTPYKTYphl albsiHCA K €€ TpaHHUIlaM M MONBITKU
NpuJaHus €My TJIOOadbHbIX  (QYHKUMM, MAYHIMX Bpa3pe3 C  HOpMaMu
MEKTyHapOIHOTO MpaBa.

Poccus rOTOBA K  Pa3BUTHUIO OTHOLLICHUU c Opranuszanuein
CeBepoaTiaHTUUECKOTO JIOTOBOpa Ha OCHOBE paBHOMpaBUS M B HHTEpecax
yKperieHus: BceoOel 6e3omacHocTy B EBpo-AT/IaHTHYECKOM peruoHe, riyOuHa u
COJIEp’)KaHhe KOTOPBIX OYIyT OMNpenensiThcs TOTOBHOCTBIO ajbsiHCA K Y4YETY
3aKOHHBIX HMHTepecoB Poccum mpu  OCYHIECTBICHUM BOEHHO-IOJIUTUYECKOTO
IUIAHUPOBAHUS, YBAXEHUI0 HOPM MEXJIYHapOJHOro IpaBa, a TaKke K HX
nanbHenen TpanchopMaluy 1 MOUCKY HOBBIX 3a/1ad U (DYHKIUNA TYMaHHUCTUYECKOU
HaIpaBJICHHOCTH.

IV. OGecneuenne HalmoHaIBHOM O€30MACHOCTH

25. OcHoBHOE cojepkaHHe OO€CIeUeHHsI HaIMOHAJIBbHOW O€30MMacHOCTH
COCTOUT B MOJJIEPKAHUU TMPABOBBIX U MHCTUTYIHMOHAJIBbHBIX MEXaHU3MOB, a TaK¥kKe
PECYPCHBIX BO3MOXKHOCTEH TOCyJapcTBa M OOIIECTBa Ha YPOBHE, OTBEYAIOIIEM
HAalMOHAJIBHBIM MHTEpecam Poccuiickon denepanuu.

Cocrosinue HanMoHanbHOU Oe3onacHocTu Poccuiickoit denepannu HapSIMyrO
3aBUCUT OT DKOHOMHUYECKOTO  TOTEeHIMana CcTpaHbl U  3(PEPEeKTUBHOCTH
(YHKIIMOHUPOBAHUS CUCTEMBI 00ECIIeUeHHs HAllMOHATIBHOM 0€30MaCHOCTH.

1. HattmonanwsHas o0opoHa
[...]

30. Yrpozamu BOEHHOU 0€30MacHOCTH SIBISIOTCS: MOJIUTHKA psiia BEAYLIUX
3apyOeXHBIX  CTpaH, HaIpaBJeHHAas Ha  JOCTHIKEHHE  MpeoOJiaaroliero
MPEBOCXOJICTBA B BOGHHOU cdepe, MPEek/Ie BCEro B CTPATETUUECKHUX SJICPHBIX CHUJIAX,
myTeM pa3BUTHS BBICOKOTOYHBIX, MH(POPMAITMOHHBIX u TPYTHX
BBICOKOTEXHOJIOTUYHBIX CPEJCTB BEJICHHUS BOOPYKEHHOW OOPBOBI, CTpaTErHYeCKHX
BOOPYXEHUM B HESJIEPHOM OCHAILEHUH, (OPMUPOBAHUS B OJJTHOCTOPOHHEM MOPSIAKE
r100aJIbHOM CHUCTEMBI MMPOTUBOPAKETHON 0OOPOHBI M MIUTMTAPU3AIIMA OKOJIO3EMHOTO
KOCMHUYECKOTO TIPOCTPAHCTBA, CIIOCOOHBIX MPHUBECTH K HOBOMY BUTKY TOHKH
BOOPY)KEHHUM, a TAaK)K€ HA PACIPOCTPAaHECHHUE SACPHBIX, XUMHUYCCKUX, OMOJIOTHIECKUX
TEXHOJIOTUW, TPOU3BOJICTBO OPYXKHUS MACCOBOIO YHUUTOXKEHUS JHOO €ro
KOMITOHEHTOB M CPEJICTB JOCTaBKH.

HeratuBHoe BO31eiCTBHE HAa COCTOSHHE BOSHHOU Oe3omacHOCTH Poccuiickoi
denepaliii M €€ COIO3HHKOB YCYT'yOJISIETCA OTXOAOM OT MEXKIYHapOIHBIX
JIOTOBOPEHHOCTENH B OOJACTU OTpaHUYEHHUS] U COKpAIICHUS BOOPYNKEHHM, a TaKxke
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NEeUCTBUSAMHU,  HANpaBICHHBIMM  HAa  HapyIIeHHWE  YCTOMYMBOCTH  CHUCTEM
TOCY/IapCTBEHHOTO W BOEHHOTO YMpaBJCHHS, TMPEAYNPEKISHUS O PAKETHOM
HamaJeHUW, KOHTPOJS  KOCMHUYECKOTO  MPOCTPAHCTBA, (DYHKIMOHUPOBAHUS
CTpaTEerHYECKUX SJICPHBIX CHJI, 00BEKTOB XpaHEHHUS SAEPHBIX OOCTTPUIIACOB, AaTOMHOM
AHEPIreTUKH, ATOMHONW M XHMHYECKONW MPOMBIIIJIEHHOCTH, APYIUX MOTEHIHUAIBHO
OITACHBEIX OOBEKTOB.

KOHLUEMNUMA BHELUHEN NONMUTUKU POCCUNCKOM
OEOJEPALUN

Ymeepoiwcoena Ilpesuoenmom Poccuiickou @edepayuu B.B.1lymunvim
12 pespans 2013 2.

4. B cOOTBETCTBUU C BBICIIMM MPUOPUTETOM HAIMOHAIBLHON OE€30MaCHOCTH -
oOecrieyeHUEM 3alIUIIEHHOCTH JIMYHOCTH, OOIIECTBA U TOCYJapCTBa - TJIaBHBIC
BHEIIIHETIOJIUTUYECKUE YCUIIUA JOJKHBI OBITh COCPEAOTOYEHBI Ha JIOCTHXKEHUU
CIEAYIOIINX OCHOBHBIX LIEJICH:

a) oOecrnedyeHre OE30MACHOCTH CTpaHbl, COXPaHEHUWE U YKPEIUICHUE ee
CYBEpEHUTETa M TEPPUTOPUATBHOW LEJIOCTHOCTH, MPOYHBIX W aBTOPUTETHBIX
MO3UIIMI B MUPOBOM COOOINECTBE, B HAMOOJbIIEH Mepe OTBEUAIIINX HWHTEpecam
Poccuiickoit @enepanuu Kak OJHOIO M3 BIUATENbHBIX U KOHKYPEHTOCIHOCOOHBIX
LEHTPOB COBPEMEHHOT'O MUPA;

B) AaKTUBHOE TMPOJBMXKEHHE Kypca Ha  BCEMEpPHOE  YKpEIUICHHE
MEXyHapOJHOIO MHpa, BceoOmiell O0e30macHOCTH M CTaOMJIBHOCTH B IEJAX
YTBEPKIECHUSA CIPABEIJIMBOA M JEMOKPATHUYECKOW MEXKIYHAPOJHOW CHUCTEMBI,
OCHOBaHHOM Ha KOJUIEKTMBHBIX HadalaxX B PEIICHUM MEXKIyHApOJHBIX MpoOjieM, Ha
BEPXOBEHCTBE MEXAYHAPOJHOTO MpaBa, IMPEXIE BCErO0 Ha IMOJOXKEHHUSIX YcCTaBa
OOH, a Takke Ha pPaBHONPABHBIX W TMAPTHEPCKUX OTHOLICHUSAX MEKIY
roCy/lapCcTBaMu NpH LEHTPaJbHOW KoopauHupyromeit poaru OOH kak OCHOBHOU
OpraHu3aluy, PETYIUPYIOLIEH MEXKTYHAPOIHbIE OTHOLLICHUS;

r) ¢opMHpPOBaHHE OTHOIIEHUM JOOpPOCOCEACTBA C  COMPEACIbLHBIMU
roCy/1apCTBaMH, COACHUCTBUE YCTPAHCHUIO MMEIOIIUMXCA H MPEIOTBPALICHUIO
BO3HMKHOBEHHUSI HOBBIX OYaroB HAMPSHKEHHOCTH U KOH(DJIMKTOB B MPUIIECTAIOIINX K
Poccuiickoit @enepanm peruoHax;

1) pa3BUTHE IBYCTOPOHHUX U MHOTOCTOPOHHHUX OTHOILICHUN
B3aHMOBBITOJTHOTO U PABHOIPABHOI'O NMAPTHEPCTBA C MHOCTPAHHBIMU FOCYAAPCTBAMHU,
MEKTOCYJIJapCTBEHHBIMU OOBEIUHEHUSIMU, MEXIAYHAPOJAHBIMU OpraHU3alUiIMU U
dbopymMamMu Ha OCHOBE MPUHIMIIOB YBa)XXEHUS HE3aBUCUMOCTH M CYBEPECHHUTETA,
nmparMaTu3Ma,  TPAHCHAPEHTHOCTH, MHOTOBEKTOPHOCTH, IIPEACKA3YEMOCTH,
HEKOH(POHTAITMOHHOTO OTCTAMBAHUSI HAIIMOHAIBHBIX MPUOPUTETOB. Pa3BepThiBaHME
IUAPOKOr0 M  HEAUCKPHUMHUHAIMOHHOTO  MEXKJIYHApOAHOIO  COTPYAHHUYECTBA,

! http://www.mid.ru/brp_4.nsf/0/6D84DDEDEDBF7DA644257B160051 BF7F
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COJICICTBHE CTAHOBJICHUIO THOKUX BHEOJOKOBBIX CETEBBIX albsSHCOB, AKTUBHOE
yyactue B HuX Poccuuy;

€) YKpeIUIEHHEe TOProBO-3KOHOMHYECKMX Tno3uuuit Poccum B cucteme
MHPOXO3SIMCTBEHHBIX ~ CBSI3€H, JUIUIOMATUYECKOE COIPOBOXKJICHUE HHTEPECOB
OTEUECTBEHHBIX  SKOHOMHUYECKMX  ONEpaTopoB  3a  pyOexoM, HEJOMYIIEHHE
OACKPUMHMHAILIUA POCCHICKUX TOBApOB, YCIYr, HWHBECTHUIMW, HCIOJIb30BAHUE
BO3MOKHOCTEM MEXIYHAPOAHBIX U PETMOHAIBHBIX IKOHOMUUYECKUX M (PUHAHCOBBIX
OpraHu3aluy B 3TUX LETAIX;

) BCECTOPOHHSIS 3alllUTa IIPaB U 3aKOHHBIX HHTEPECOB POCCUMCKUX IpakaaH 1
COOTEUECTBEHHUKOB, MPOXKUBAIOIIUX 3a PyOeKOM, OTCTAaMBaHHE B Pa3IUYHBIX
MEXTyHapOIHBIX (hopMaTaxX POCCUIUCKUX MOIXO00B MO TEME 3alUTHI PAB YEJIOBEKA;

3) paclpoCTpaHEHHE U YKpPEIUICHHE TMO3UIUNA PYCCKOrO S3bIKa B MHUPE,
MOMYJSIpU3alds KyJIbTYPHBIX TOCTHXKEHUN HapoaoB Poccuu, KOHCOMUIAus pycCKoOu
JIMACTIOPHI 32 PyOexKOM;






